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M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M atal.idf.il

Meitan aka.idf.il

M mobi le.idf.il

I aman. i df . il

M ishurimaka.idf.i
nat pash.idf.il

M refuah.idf.il

M 37. 26. 149. 155
84.108. 237. 118
I 176.13.21.96
109. 253. 150. 70
Il 41.33.231.90
M 173. 208. 136. 170
[ 204. 93. 154. 198
M 5. 29. 40. 123
79.176. 61. 135
M 46. 19. 85. 242
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
204. 93. 154. 198 Lhited Sates 147.237.77. 216 dover.idf.il TCAP Scan (vertical) drop 195

5. 196. 80. 160 France 147.237.77. 233 atal.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 4
134.147. 203. 115 Ger nany 147.237.76. 202 e halag.idf.il Block Np All Net drop 2
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 2

198. 20. 70. 114 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |B ock Wp Al Nets drop 1

185. 35. 62. 123 Sntzerl and 147.237. 76. 31 nakchal .idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
79.183.137. 1 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
5. 196. 80. 160 France 147.237.77.233 |atal .idf.il 10767: HITP. Acunetix Security Scanner B ock 4
106.120.173.109  |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 4
109. 67. 107. 142 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
151. 80. 41. 169 Italy 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
2.54.60. 41 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.223.25.134 |147.237.77. 234 gj::;”ion hal ag.i df . i | ET SCAN NVAP -sS wi ndow 1024 1
87.70. 24. 66 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
84.111.38.217 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
80.230. 55. 147  [147.237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.149.155 |[147.237.0.19 |[Israel nedi matal .idf.i |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
203. 213. 234. 118|147.237. 76. 38 |Austraia e.e.neitav.idf.i ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
5.29.128. 191 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
189. 202. 241. 84 |147.237.77.61 |Mexico e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
2.54.148.87 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
105, 155. 175, 1161147, 237 76. 42 Ivbr occo refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
87. 70. 55. 158 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 126. 59 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
84.109.31.171 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
46.117.125. 134 |147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.68.91 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 3. 140. 45 147. 237. 72. 166 |Chi na akaidf.il portscan: TCP DO stributed Portscan 1
31.168. 154. 251 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.76. 113 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 65. 148. 254 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1




02-21-2016-21:04:00 to 02-21-2016-22:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
Sreamng Engine: TCP Invalid i i SSi
176.13.21.96  |Israel 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 57
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 150. 70 | srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 39
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
173.208. 136. 170|Wiited Sates  |147.237.77.233|ata .idf.il  |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 22
Sreaming Engine: TGP Invalid i i sSi
79.176.61.135 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 21
Ret ransni ssi on Packet dr opped.
. . SYNFAK retransmit with different .
80. 246. 136. 142 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 13
46. 19. 85. 242 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Invalid AGK nunber noni t or 9
Sreaming Engine: TP Invalid i i ssi
46.19.86.46  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19. 85. 11 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 85. 120 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 85. 87 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 8
2.54. 55, 82 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 8
79.178.23.167 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
46.19. 85.122 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 108 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 7
reanming BEngine: TCP Invali i i ssi
2.54.59. 83 I'sr ael 147.237.77. 243 |rabi e i o1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber alert 6
84.228. 147. 235 |lsrael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
46. 19. 85. 166 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
37.26.147.193 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
79.180. 162. 249 |israel 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.31.254  |israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
77.127.209. 155 i srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
193. 106.54.33  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 166 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 122 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 75 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Russi an o Sreamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.182.112  [C oo 147.237.72. 166 |aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i ssi
2.54.12. 102 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 4 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 139 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.144.181 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
87.70.13.106  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109.66.144.9  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.193.23 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 75 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
79.178.5.179  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
176.13.18.52 [ srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
37.142.72.218 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
31.210.187.196 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber moni t or 5
2.54.148. 96 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.155 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 344
37.26.149.155 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 137
84.108.237.118 [Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 84.108. 237. 118 B ock 42
84.108. 237. 118 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 22
5. 29. 40. 123 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from5. 29. 40. 123 B ock 14
5. 29. 40. 123 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
173.208. 136. 170|Uhited Sates [147.237.77.233|atal .idf.il Mil tipl e Admin Bl ocking from173.208. 136. 170 Bl ock
109. 65. 160. 208 |l srael 147.237.72. 166 |aka. i df . i | m“;?;rii dzf‘f?l';‘:mhafsﬁ /frgvsm chi ve. asp Bock |4
167. 114. 64. 100 [Canada 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/english/. B ock
46.19. 85. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
Uhaut hori zed URL Access to
212.76.109. 241 |lsrael 147.237.77. 176 |mat pash. i df . i | Wy cogat . i df . i | /1337- he/ cogat . aspx&a=u&ved=0ahukew g5cyryi nl ahxki |B ock 4
pokhcbubx0qgf ggi naa&usg=af gj cnhf wsegkf 4gz3l 8cxi 3ba2l r psseq
176. 13. 18. 52 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
79.177.106. 130 |israel 147. 237.72. 166 |aka. i df . i | \?w;;;;(zult jfd. ltqu#;hr‘])/ré ;:I'?arﬁ_n j:fciisesd on Bock |3
79.177.106. 130 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefined B ock 3
46.19.85.94  |israel 147.237.77. 234 |hal ag. i df . i | 1']4? ;g?“t;d2217:’;2‘;:;‘:?};’@@??? fZi . Bock |2
84.108. 237. 118 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/aj ax/ updat est at us. php B ock
212.179. 243. 156l srael 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt Bl ock
148. 251. 21. 227 |Ger many 147.237.77.74 |lawidf.il D stributed Suspici ous Response Code B ock
84.94.88.207  |israel 147.237.72.167 |i shuri maka. i df . i ggﬁ?&%ﬁpﬁgﬁ:ﬂi gﬁﬁ/‘f_&gﬁﬂ) None 2
66.249.81.212 |lnited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
37.19.116. 75 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 2
212.76.103.173 [Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 212. 76.103. 173 B ock 2
109. 125. 16. 115 [Irel and 147.237.76.42 |refuah.idf.il Abnornal |y Long Request et hod B ock 2
89. 120. 94. 39 Rormani a 147.237.77.216|dover . i df . i | Paraneter Type Miolation SortOr in wawidf.il/1395 en/ dover. aspx B ock 2
84.111.60. 187 I srael 147.237.77.233|atal . i df . i | e Jhaut horized R _A:;:gis on Bock 2
212.179. 243. 156 |1 srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut hori zed URL Access from 212. 179. 243. 156 Bl ock
198. 20. 69. 74 Lhited Sates |[147.237.76.200]|eitan. aka.idf.i| |Uhauthorized URL Access to 147.237. 76. 200/ Bl ock
Unknown Par anet er
5.28.181.29 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 2
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
173.208. 136. 170|Lhited Sates |147.237.77.233|atal .idf.il Adnin Bl ocki ng B ock 2
89.120.94.39  [Romania 147. 237.77. 176 |nat pash. i df . i | max;i pe M /Oic?iis?gnf?gzzfna;gx Hock 2
68.180.230.29 [United Sates [147. 237. 7. 176 |nat pash. i df . i | mazg;‘; e M ola o /F;aggea'\t“_”;;;( HBock |2
89. 120. 94. 39 Ronani a 147.237.77.216|dover.idf .i | Paraneter Type Mol ation lang in wanidf.il/1395-en/ dover. aspx B ock 2
5. 41. 140. 221 Romani a 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 2
85.224.94.139 [Sweden 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt B ock 2
2.54.59. 83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
79.178. 64. 74 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/894-he B ock 2
157.55. 12. 86 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
46. 19. 85. 66 I srael 147.237.77.216|dover.idf .i | Distributed Ml forned LR B ock 2
176. 116. 188. 83 gs::;”i on 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/nazi'a=0 B ock 2
109. 65.210. 66 |Israel 147.237.77. 234 |hal ag. i df . i | i;t rz'?)?u;‘;dZgi?mgre'sfifwfalﬁﬁi fr;i . Bock |2
46.19.86.217  |Israel 147.237.72. 156 |[aman. i df . i | ggfﬂ%ﬁpﬁyﬁ:@i &fﬂ_&gﬁﬂ) None 2
89. 120. 94. 39 Ronani a 147.237.77. 176 |mat pash. i df . i | Paraneter Type Molation SortOr in ww cogat.idf.il/1043-en/ cogat.aspx |B ock
46.19. 85. 87 I srael 147.237.77.216|dover.i df . i | Dstributed Ml formed UR B ock
212.76.109. 241 |lIsrael 147.237.77.176 [mat pash. i df .il  |Miltiple Wauthorized URL Access from 212.76.109. 241 Bl ock
79.177.106. 130 |israel 147.237.72.167 |i shuri maka. i df . i Fgéf_’c— eg&f\l_sfﬁp‘cflssci:?f:@i gﬁg_g;‘é':;ﬂ) None 2
109. 253. 210. 94 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
82.148.196.86 |Netherl ands 147.237.77. 216 |dover.idf . il Paraneter Type M ol ation SearchText in wwidf.il/1065-en/ dover.aspx Bl ock 2
89.138. 109. 154 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 2
79.178.152.83 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 66 I srael 147.237.77. 216 |dover . i df . i | D stributed Unhknown HTTP Request Met hod B ock 2
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