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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
221.1.74.86 Chi na 147.237.76. 199 e. nakchal .idf.il Invalid TGP H ags drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
192. 99. 58. 235 Canada 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 1
185. 130. 5. 224 147.237. 76. 148 gocenter.aka.idf.il |B ock Wip Al Nets drop 1
185. 130. 5. 224 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
192. 99. 58. 235 Canada 147.237. 76. 148 gocenter. aka. i df.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |S gnature Devi ce Action ‘Count
5. 29. 193. 165 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 10
84.111.29.9 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
109. 66. 3. 182 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 8
93.173. 169. 48 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
182. 50. 130. 133 S ngapor e 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66.102. 9. 101 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 185
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
84.94. 45, 226 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
208.67.1. 109 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
79.183. 106. 112 147.237. 72. 166 I srael aka.idf.il portscan: TGP Distributed Portscan 1
192. 114. 91. 244 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 149. 144 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 124. 241 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
119. 81. 107. 18 147. 237. 76. 200 S ngapore eitan aka.idf.il ET SCAN Potential SSH Scan 1
5.28.132. 173 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 249 147.237. 72. 166 Lhited Sates aka idf.il portscan: TCP DO stributed Portscan 1
119. 81. 107. 18 147. 237.0. 33 9 ngapor e idf.il ET SCAN Potential SSH Scan 1
62.219. 128. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
119. 81. 107. 18 147.237.0. 17 S ngapore mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
84.229.32. 179 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.8.50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.109. 230. 214 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
84.108. 5. 115 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
46.121. 115. 109 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.151. 59. 238 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 166. 247. 66 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
37.142. 253. 88 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 181. 130. 67 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
188. 120. 148. 148 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
5. 29. 157. 207 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181. 101. 172 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
119. 81. 107. 18 147.237.0. 34 S ngapore tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.54. 43. 242 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
119. 81. 107. 18 147.237.0. 19 S ngapore madi matal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 176 Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
109. 64. 53. 79 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il(old) ET SCAN Potential SSH Scan 1
84.228. 96. 31 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237. 8. 46 Chi na e. chi nuch. i df .i ET SCAN Potential SSH Scan 1
84.109. 194. 9 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher - kravi . i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
77.127.207. 243 | srael 147. 237, 76. 200 |ei tan aka i i1 |2 €M NG Engine: TP Invalid Jinvalid segnent retransnissi on. dr op 258
Ret r ansni ssi on Packet dropped.
94.30.117.177 |United Ki ngdom|147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 83
185.27.106.99 |l srael 147.237.76.42 |refush.idf.il  [Bad TCP sequence mdgitvr;”;rzt wth different moni tor |54
87.68.64.205  |Israel 147, 237.76. 200 [ei tan aka i or.i1 | 63N NG Enginer TP Invalid imvalid segnent retransnission. | o 51
Ret r ansni ssi on Packet dropped.
89.139. 162. 197 |israel 147.237.77. 234 |hal ag. i df .1 Bad TCP sequence mdgitvr;”;rzt wth different moni tor |45
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
212.179. 244. 152|i srael 147.237.76. 200 [ei tan aka i o1 || S NG Engine: TP Invalid finvalid segnent retransmissi on. drop 33
Ret r ansni ssi on Packet dropped.
37.26.146.187 |Israel 147.237.77.74 |lawidf.il drop First packet isn't SN drop 20
89.138.177.140 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 19
46. 19. 85. 19 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 14
2.52.48.211 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
192. 243.55. 134 |Donini ca 147. 237.77. 216 |dover . i df .i | Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent 1 oonitor |13
46. 19. 85. 186 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
80. 246. 139. 86 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 85. 23 I srael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 85. 177 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op Frst packet isn't SYN drop 11
46. 19. 85. 177 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
2.52.181. 108 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 177 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
31.168.93.239 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
46.19.85.1 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243.55.138 |Donini ca 147. 237.77. 216 |dover . i df .i | Bad TCP sequence mﬁsg reansm't wthdifferent | ooitor o
46.19.85.177  |israel 147, 237.76. 147 |chi nuch. aka i dr i || €2 NG Engine: TCP Invalid  limvalid segnent retransmission. | 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 9
77.125.134.230 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
192.243.55. 131 |Comini ca 147.237.77. 216 |dover. i df . i Bad TCP sequence mﬁsgreansm wthdifferent |onitor s
2.52.184.0 I srael 147.237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.177  |Israel 147. 237. 76. 147 |chi nuch. aka. i of .1 {Bad TOP sequence Vmﬁsfsrc:reansm wehdifferent |oonitor |8
2.52.184.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 8
130. 193. 50. 33 :Z;:t”i on 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 8
2.52.184.0 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 8
2.52.184.0 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.184.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 218 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
82.80. 144. 24 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
80.246.139.86 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
41.33.232. 66 Egypt 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 7
84.108. 180. 242 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 53 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 79 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 36 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 165 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 66. 157. 187 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or
79.176. 100. 108 |l srael 147.237. 77. 216 |dover . i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 10 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 551
46.19.85.234 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 263
46.19. 85. 10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 180
46.19.85.234 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 146
2.54.182.136 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 59
80. 246. 130. 210 | srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 56
2.54.182.136 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 54
213.57.174. 198 |I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 48
2.54.30.71 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 40
2.54.30.71 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 23
213.8.204.83 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unaut hori zed LRL Access from 213. 8. 204. 83 B ock 16
77.125.115. 24 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed Method for Known URL from 77.125. 115. 24 B ock 13
213.8.204.57 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 12
213.8.204.83 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 8
109. 66. 157. 187 | srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 8
176.13.15.5 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from176.13.15.5 Bl ock 8
87.70. 49. 37 I srael 147.237.77. 216 |dover . i df . i | Distributed Ml formed URL B ock 7
66.249. 81. 215 |Israel 147.237.77.216|dover.i df .il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 7
87.70. 49. 37 | srael 147.237.77.216|dover. i df . il Distributed Unknown HTTP Request Met hod Bl ock 7
66.249. 81. 215 RFQZ:::I“I o |147-237.77.216|dover . i df . O stributed Uhaut horized URL Access on wwidf.il/error.htm Bock |7
87.70. 49. 37 I srael 147.237.77. 216 |dover.idf . il Distributed Abnornal |y Long Request B ock 7
95.172.233. 91 LKJI.“ir:;gom 147.237.77.216|dover . i df . il Distributed Suspicious Response Qode B ock 6
94. 230. 86. 153 |Israel 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 6
213.57. 147. 221 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 6
66.249.81.212 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 5
66.249. 81. 218 |Israel 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 5
66.249. 81. 212 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 5
66.249.81.218 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Whauthori zed LR Access on waw idf.il/error. htm B ock 5
87.70. 49. 37 I srael 147.237.77.216|dover.idf .l Mitiple Illegal Byte Code Character in Mthod from87.70. 49. 37 B ock 4
46.19.85.160 |lsrael 147.237.77. 216 |dover . i df . i | Distributed Ml fornmed UR B ock 4
185. 89. 217. 233 147.237.77.216|dover.i df . il Dstributed Whauthori zed LR Access on waw idf.il/error. htm B ock 4
65. 55. 210. 107 |Lnited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 4
Unaut hori zed URL Access to
00108 s flwos o o ldver .1 |2 o el sttt Tzenntad o
donsuq7t wi vb- 8ni g

87.70. 49. 37 I srael 147.237.77. 216 |dover.idf.il Mil tiple Abnormal |y Long Header Line from 87.70. 49. 37 B ock 4
157.55.39. 159 |[Whited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on www idf.il/error. htm B ock 4
46.19.85.160 |[Israel 147.237.77.216|dover.idf .l Distributed Unknown HTTP Request Met hod B ock 4
87.70. 49. 37 I srael 147.237.77. 216 |dover.idf.i Mil tiple Ml formed HITP Header Line from 87.70. 49. 37 B ock 4
199. 30. 24. 157 |Whited Sates |(147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on www idf.il/error. htm B ock 4
46.19.86.3 I srael 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock 4
87.70. 49. 37 I srael 147.237.77. 216 |dover.idf.il Mitiple Ill1egal Byte Qode Character in Header Nane from87.70. 49. 37 B ock 4
185. 89. 217. 230 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 4
87.70.49.37  |Israel 147. 237.77. 216 |dover . i df . i | géﬁc_%aguiﬁpﬁyﬁ:g\i %ﬁg_;;g:;ﬂ) None |4
87.70. 49. 37 | srael 147.237.77.216|dover. i df . il Miltiple NILL Character in Header Nane from 87.70. 49. 37 Bl ock 4
199. 30. 25. 146 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Whauthori zed LRL Access on waw idf.il/error. htm B ock 4
185. 89. 217. 234 147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 4
87.70. 49. 37 | srael 147.237.77.216|dover. i df . il Mitiple Illegal Byte Qode Character in Header Val ue from87.70. 49. 37 Bl ock 4
80.179.9.7 I srael 147.237.77.216|dover.i df . il Distributed Whauthori zed LRL Access on waw idf.il/error. htm B ock 4
185. 89. 217. 226 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 4
46. 19. 86. 66 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 4
66. 249. 83.161 |lIsrael 147.237.77.216|dover.i df . il Dstributed Whauthorized LR. Access on waw idf.il/error. htm B ock 3
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