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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signhature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 2




02-21-2016-17:04:01 to 02-21-2016-18:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address Devi ce Action ‘Oount
62. 90. 100. 26 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 10
46.120. 49. 242 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
2.54.177. 241 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
109. 64. 110. 65 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 5
109. 67. 149. 87 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
46.19. 85. 179 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the IR B ock 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 1
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 1




02-21-2016-17:04:01 to 02-21-2016-18:04:01

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46.117.127.177 147.237.72. 156 I srael anan. i df . i | ET SCAN NVAP -sA (2) 2
176.13. 2. 27 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 146 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 64. 92. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168. 196. 36 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 16. 59 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 215. 89. 20 147.237. 76. 202 Lhited Sates e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
94.102. 48. 193 147, 237. 76. 147 Net her | ands chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 193 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 250. 34. 75 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
46. 151. 52. 253 147. 237. 76. 86 Lkr ai ne navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 15. 64 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 179 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 68. 67. 50 147. 237. 76. 42 I 'srael refuah.idf.il ET SCAN NVAP -sA (2) 1
37.142.143. 198 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
119. 188. 7. 134 147.237. 76. 199 Chi na e. nakchal . i df il ET SCAN Potential SSH Scan 1
109. 64. 35. 88 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
95. 86. 79. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 193 147.237. 0. 200 Net her | ands Ay i of i | ET SCAN NVAP -sS wi ndow 1024 1
87. 69. 204. 136 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84. 228. 160. 178 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
179. 43. 141. 234 147. 237. 77. 205 St zerl and prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1




02-21-2016-17:04:01 to 02-21-2016-18:04:01

|Top Attackers In FW |

‘Attacker Qountry ‘Target Address [Ste Signature
93.172.28.116 |Israel 147.237.77. 233 |atal i of .i | Bad TCP sequence SWretransmt wth different oo |62
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.176.230.55 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different — Joonivor a1
w ndow scal e

194. 90. 66. 9 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 22
S reamng BEngi ne: TCP i i sSi

185. 120. 126. 48 147.237.0.34 |tikshuv.idf.il mng tngihe- 1 Invalid segnent retransmssion. . 21
Invalid Retransnission Packet dropped.

85. 130. 201. 77 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17

85.130. 201. 77 |[lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16

192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber monitor |14

- . . SYNtAXK retransmt with .

192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent wi ndow scal e noni t or 13

185. 40. 193. 198 zlcisgi'géa” Territory s 47 237.77. 176 |nat pash. i of . i1 drop First packet isn't SN drop 12
S reanming Engi ne: TCP i i ssi

109. 253. 205. 43 |1 srael 147. 237. 72. 167 |i shuri maka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dr opped.
S reamng BEngi ne: TCP i i sSi

37.26.146. 214 |israel 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. . 12
Invalid Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi

31.168. 201. 102 I srael 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine. 1 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dr opped.

85.130. 201. 77 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 11
S reaming Engi ne: TCP i i ssi

198. 204. 249. 34 |United Sates 147. 237.72. 166 |aka i df . i | mng tngine. 1 Invalid segnent retransmssion. |, 10
Inval i d Retransnission Packet dr opped.

72.37.140.35 |italy 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 10

reamng BEngi ne: T i i SSi

46.19.86.182 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dr opped.

37.46.39.171 |[Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or

192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover . i df .i| SYN Attack SYN - > SYN-ACK -> Timeout |reject

192. 243. 55. 129 |Domi ni ca 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert

. . SYNWAXK retransmt with .

194. 90. 66. 9 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence different vi ndow scal e monitor |7

185. 24. 206. 54 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19.85.122 |Israel 147.237.77. 226 | "} chanatz.aka. 1df a4 TCP sequence Inval i d ACK nurber moni tor |6
Sreamng BEngi ne: TCP i i sSi

109. 64. 163. 149 |l srael 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. . 6
Invalid Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi

82.80.86.118 |Israel 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine. 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
Sreamng BEngi ne: TCP i i sSi

46.19.86.75  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. . 6
Invalid Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi

77.126.14.115 |Isral 147. 237. 72. 166 |aka. i f . i mng tngine. 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
Sreamng BEngi ne: TCP i i sSi

109. 66. 188. 34 |Israel 147. 237.72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi

185. 120. 126. 23 147. 237. 72. 166 |aka. i f . i mng tngine. 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
S reamng BEngi ne: TCP i i sSi

37.26.146. 200 |Israel 147. 237.72. 166 |aka i of . i | mng tngihe. 1 Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.

46.19.85.122 |israel 147.237.77. 226 WI‘AI"" chamatz. aka. 1df \oyN At t ack SYN -> SYN-ACK -> Tineout |alert 6
S reamng BEngi ne: TCP i i sSi

87.70.11.125 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe- 1 Invalid segnent retransmssion. . 6
Invalid Retransnission Packet dropped.

46.19. 85. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engi ne: TCP i i sSi

109.67.68.63 |Israel 147.237.72. 166 |aka i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
S reaming Engi ne: TCP i i ssi

79.178.6.147 |israel 147.237.72. 166 |aka. i df . mng thgine. Imvalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
Sreamng Engi ne: TCP i i sSi

109. 64. 106. 17 |Israel 147.237.72. 166 |aka i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.

46.19.85.122 |israel 147.237.77. 226 "‘:"l"" chamatz. aka. 1df |oyN At t ack SYN -> SYN-ACK -> Tinmeout [reject 6

46.19. 85. 34 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
S reanming Engi ne: TCP i i ssi

2.52.175.113 |israel 147.237. 77. 243 |robi | e i df . i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.

46.19.85.122  |Israel 147.237.77. 226 [} chanatz. aka.1df |gay TOP sequence Inval i d ACK nunber aert 6
S reanming Engi ne: TCP i i ssi

109. 64. 142. 185 | srael 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dr opped.
S reaming Engi ne: TCP i i ssi

87.70.27.82  |israel 147.237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssi on Packet dr opped.

46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert

80. 246. 136. 165 |l srael 147.237.72. 167 |i shuri maka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

46.19. 85. 34 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

46.19.85.122  |Israel 147.237.77. 226 V\:A:N chanatz. aka.idf |pag TP sequence Inval i d sequence nunber monitor |5

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

85. 65. 37. 38 I srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop




02-21-2016-17:04:01 to 02-21-2016-18:04:01

Attacker Qountry |Target Address |Ste Signature
82.81.1.143 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

[¢;]

109. 64. 20. 106 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 213 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 558
46. 19. 85. 213 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 211
46.117. 25. 57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 73
46. 117. 25. 57 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 57
185.32.179.10 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
2.54.177. 241 I srael 147.237.0.34 [tikshuv.idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 23
85.64.191. 131 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 85.64.191. 131 Bl ock 16
109. 160. 189. 190|1 sr ael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
109. 253. 132. 236|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 16
5.22.129. 87 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 16
80. 246. 140. 116 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
79.178.171. 148 [Israel 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock
85.64.191. 131 |Israel 147.237.72.166 |aka. i df . i | Dstributed PHP At enpt Bl ock
77.127.210.79 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 77.127. 210. 79 B ock
Dstributed Paraneter Type Mol ation on
37.142.151. 92 |Israel 147.237.76.42 |refuah.idf.il ww refua, atal .idf.il/1518-he/ ref uah. aspx paranet er B ock 6
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
84.108. 91. 68 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84.108. 91. 68 B ock 6
213.57.228. 234 |lsrael 147.237.76.31 |nakchal .idf.il Distributed Too Many of the Same Response Code (404) B ock 5
82. 166. 22. 37 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 82. 166. 22. 37 B ock 5
80.246.139. 47  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
212.235.50.74 |lsrael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 4
77.127.210.79 |[israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 4
84.108. 91. 68 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 4
82.102.136.65 |[lsrael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 4
79.182.103.123 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.176.230.55 I srael 147.237.76.42 [refuah.idf.il |25 ;i;?’.”;gd‘g;“;hgsiﬁ:rde G fecess on Bock |2
79.182.51.12  |israel 147. 237.72. 166 |aka. i df . i | t‘hstgi‘i egg\lil_si,gffsci:;'lszoz gﬁﬂ_&gﬁ:\g&) None 2
95. 86. 79. 4 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Uhauthori zed URL Access from 95.86.79. 4 Bl ock
87.68.41.8 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock
84.108. 91. 68 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . il/aj ax/ updat est at us. php B ock
37.26.149.152 | srael 147.237.77. 234 |hal ag.i df . i | ?4? rz';;”tﬁd2317:‘;:‘;:;‘;?}@\%@?75; f’éi . Bock |2
109.64.35.88  [Israel 147.237.72. 166 |aka. i df . i | m”;(":.‘i gfa.ri"’l‘r/'er:m.e;/ S—m\gaﬁ/‘gqﬁzmpgp: o o aspx None 2
91.207.60.66  |kraine 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 2
46.116. 113. 130 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
82.102.136.66 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
131. 253.25. 133 |[lnited Sates 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
85.93.91. 84 Ger many 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nahal B ock 2
46.19.85.247  [israel 147.237.77. 234 |hal ag. i df . i | ?4? ;';;”;‘;dZﬁffmggsfiiaﬁlﬁﬁi fréi . Bock |2
79.182.64.67  |israel 147. 237.72. 156 |anan. i df . i | ggfi%ag\‘il_s:‘w‘cffsci:ﬁaz gﬁg_&gi;\ga None 2
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/international _training B ock
84.108. 218. 123 |l srael 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 84.108. 218. 123 Bl ock
84.94.55.147  |israel 147. 237.72. 166 |aka. i df . i | ggi‘i eg&iﬁﬁffgﬁdi &fﬂ_&gﬁ:\&) None 2
Unaut hori zed URL Access to
95. 86. 79. 4 I srael 147.237.76.86 |navy.idf.il www navy. i df . i1/1295- he/ navy. aspx&a=u&ed=0ahukewj ej ak5monl ahw|Bl ock 2
i pr okhacgadeqf ggl mae&usg=af gj cngn7j hlqyOaygvvkj wj aonxyt 4bag
80. 246. 140. 148 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
79.178. 108. 209 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock
66.249. 75.150 | srael 147.237.72. 156 |[aman. i df . i | ggfﬁf&iﬁﬁyﬁaz g:;ﬂ_&m:\g‘z) None 2
84.108. 91. 68 I srael 147.237.77. 216 [dover . i df . i | Distributed PHP Atenpt Bl ock
93.172.28.116 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock
109. 67. 199, 215 |Israel 147. 237.72. 156 |anan. i df . i | ggfﬁ?&%ﬁ,ﬁi:ﬁo\i ‘ggﬂ_&%;\&) None 2
Pal esti ni an
213. 6. 64. 67 Territory, 147.237.77. 176 |mat pash. i df . i]  |Unaut hori zed URL Access to wmn cogat.idf.il/894-ar B ock 2
Qcecupi ed
84.108. 218. 123 |l srael 147.237.76.86 |[navy.idf.il PHP At enpt B ock 2
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