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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
199. 68. 196. 124 Lhited Sates 147.237.77. 216 dover.idf.il DOS- Apache- ht t pd- apr 2- BO dest - r eset 603
89. 163. 150. 79 Ger many 147.237.77.216 dover.idf.il DCS- Apache- ht t pd- apr 2- BO dest - r eset 300
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - r eset 253
178. 32. 53. 94 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il DOS- Apache- ht t pd- apr 2- BO dest - r eset 185
81.218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 153
207. 232. 36. 181 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 148
89. 163. 150. 79 Ger many 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 88
178. 32. 53. 94 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context dr op 25
199. 229. 243. 161 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
109. 65. 112. 60 | srael 147.237.77. 216 dover.idf.il B ock_Up Al Nets drop 14
89. 163. 150. 79 Cer many 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
178. 32. 53. 94 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7
77.222.205. 193 Nor way 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
37.58. 52. 30 Ger many 147.237.77. 216 dover.idf.il F Dover Under Attack _Con Htp dr op 2
199. 68. 196. 124 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
134.147.203. 115 Ger nany 147.237.76. 44 e.refuah.idf.il |Bock Np Al Net drop 2
51. 255. 38. 230 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
134.147. 203. 115 Ger nany 147.237. 76. 197 e hinush.idf.il |Bock Np Al Net drop 2
192. 243. 55. 129 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
136. 243. 103. 156 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot B ock 2
136. 243. 103. 156 Ger many 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.0l in the LR B ock 1
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry \Signature

77.127.87. 157 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
66.212. 177. 166 147.237. 8. 46 Canada e. chi nuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237. 76. 202 Lhited Sates e halag.idf.il ET DRCP Bshi el d B ock Listed Source 1
46. 19. 85. 100 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 3. 144. 98 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
109. 67. 147. 179 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.76. 38 Net her | ands eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
82.102. 169. 113 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
79.178. 149. 125 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
79.177. 29. 83 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
74.201. 85. 87 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
212.199. 144. 158 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
62.90.11. 134 147.237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
149. 78. 31. 60 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
109. 66. 59. 137 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.173.59. 73 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 181. 219. 227 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 125. 223 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
199. 68.196. 124 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 603
89.163.150. 79  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 259
51. 255. 38. 230 LK!i“r:gegom 147.237.77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 120
37.58.52. 30 Ger nany 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 93
178. 32. 53. 94 LK!i“r:ge(cijom 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 79
199. 68. 196. 124 |Uhited Sates |[147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 66
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.8.240.168 |Israel 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
128. 234. 174. 105|Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi
62.219.117.88 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, ) 15
Ret ransm ssi on dr opped.
reaming BEngine: TCP Invali i i ssi
5.28.182.237  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission. Packet drop 15
Ret ransm ssi on dr opped.
69. 31. 51. 99 g”;(;‘lym“s 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 14
reaming BEngine: TCP Invali i i ssi
46.19.85.200  |Israel 147.237.76.31 |nakehal icr. i1 | S@MNg Engine: TGP alid |invalid segnent retransnission. Packet drop 12
Ret ransm ssi on dr opped.
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |11
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 10
192.243.55.129 |Comini ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNCAGK retransmt with different monitor (9
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence SYNHAK Tetransmt with different moni tor |8
w ndow scal e
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
109. 66. 152. 131 |Israel 147.237.72. 167 [i shurimaka. i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert
S reaning Engi ne: TGP SYN Dat a recei ved before SYN was
128. 234. 174. 105|Ronani a 147.237.77. 216 |dover.idf.il A 9 9 . acknow edged. Stripping all packet drop 7
Modi fied Retransm ssion dat a.
Sreamng Engine: TCP Invalid i i ssi
31.168. 196. 210 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransm ssi on dr opped.
84.108. 90. 253 |l srael 147. 237.72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
reamn ine: TCP Invali i i ssi
81.218. 106. 146 |Israel 147. 237 72. 167 | shurimaka i o i | | S N9 Engi ne: TQP alid |invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
79.180. 2. 98 I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.211.12 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.249  |Israel 147.237.72. 166 |aka. i of . 9 =g nvalid segnent retransmssion. Packet |q 6
Ret ransm ssi on dr opped.
. . SYNtAXK retransmit with different .
84.108. 90. 253 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence wi ndow scal e nonitor |6
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |6
Sreamng Engine: TCP Invalid i i ssi
84.228.87.176 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret ransm ssi on dr opped.
41.238.5.123  |Egypt 147. 237. 77. 216 |dover. i df . i | Bad TCP sequence :;‘;e”ansmt wthdifferent wndow | uio s
Sreamng Engine: TCP Invalid i i ssi
109. 64. 146.61 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
185.3.147.145 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i ssi
109.67.68.63  |Israel 147.237.72. 166 |aka. i of . i 9 =g nvalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi
46.19. 85. 48 I'sr ael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. Packet g 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 183. 130 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, ) 6
Ret ransm ssi on dr opped.
31.210.186.46 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5
212.179. 223. 120|1 srael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Invalid sequence nunier noni t or 5
31.210.187.31 |[lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor (5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192. 243.55. 129 |Dom ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
64.246.187. 42 |tnited Sates |147.237.76.86 |navy.idf.il Header Rej ection Pzggitrej ection pattern found in monitor |4
89.139.141.12 |[lIsrael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor (4
5.102.242. 98 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor (4
185. 120. 125. 24 147.237. 72. 156 |aman. i df .i drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
79.183. 202. 210 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, ) 3
Ret ransm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.27.70 I sr ael 147.237.72. 166 |aka. i of . 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.45.94 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 499
109. 66. 201. 44 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 57
46.19. 85. 25 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 52
46. 19. 86. 51 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 29
85.64.191.131 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 85.64. 191. 131 B ock 17
213. 8. 204. 55 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 17
46. 19. 85. 25 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 15
85.64.191.131 |[Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 10
. . Paraneter Type M ol ati on ct| 00$Cont ent P acetbl der 1$t xt Last Nan@ i n
46. 19. 86. 42 I sr el 147.237.76.42 [refuah.idf.il Wi ref ua. at al i df .1/ 1518 hel ref uah. aspx B ock 5
. . . {|Too Many of the Sane Response Code (404) in Session from
212.199. 236. 231|l srael 147.237.72.167|i shuri maka. i df . i 212,199 236. 231 B ock 5
87. 68. 69. 150 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 87.68. 69. 150 B ock 4
46.116. 54. 227 [l srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unknown HTTP Request Method from 46. 116. 54. 227 B ock 4
85.64.191.131 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/aj ax/ updat est at us. php B ock 4
62.219.117.88 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 62.219. 117. 88 B ock 4
46.116. 54. 227 [l srael 147.237.72. 156 [anan. i df . i | Mil tiple Malformed URL from 46. 116. 54. 227 B ock 4
46.116.54.227 |Israel 147.237.72. 156 |anman. i df . i | Mitiple Illegal Byte Code Character in Method from46. 116. 54. 227 B ock 3
84.109. 132. 138 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 84. 109. 132. 138 B ock 3
: . . Unaut hori zed URL Access to
87. 68. 69. 150 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 B ock 3
46.116.54. 227 |l srael 147.237.72.156 |anan. i df . i | Mil tiple Abnornal |y Long Request from 46. 116. 54. 227 B ock 3
. . . Unaut hori zed URL Access to
176.13.6.77 | srael 147.237.77. 243 |nobi | €. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 2
37.142.246.25 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 37. 142. 246. 25 B ock 2
77.127.210.79 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ aj ax/ updat est at us. php B ock 2
197.32.152. 186 |Egypt 147.237.77.216|dover . i df . i | PHP Attenpt Bl ock 2
46.116.54.227 |Israel 147.237.72. 156 |anman. i df . i | Mil tipl e NILL Character in Header Nane from 46. 116. 54. 227 B ock 2
. . . .|Uhtraceabl e S Sessions: Protocol violation
31.168. 207. 252 |l srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79.179.161.13  |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ B ock
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
. . Untraceabl e SS. Sessions: Protocol violation
176.13.20. 204 |l srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
212.179.21.194 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock
37.142.246.25 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php B ock
197.32.152. 186 |Egypt 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wawn i df.il/xnrpc. php B ock
. . Uht raceabl e SS. Sessions: Protocol violation
66.249. 78.254 |l srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . D stributed Unauthori zed URL Access on
81.218.105.2  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 2
] - - Uhtraceabl e SS. Sessions: Protocol violation
207.46.13.193 |[Wited Sates |[147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Russi an . . Untraceabl e SS. Sessions: Protocol violation
141.8.132. 112 eration 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Uhtraceabl e SS. Sessions: Protocol violation
79.182.51.12 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
80.246.133.97 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waww aka. i df.il/giyus/ main/ B ock 2
. . Uht raceabl e SS. Sessions: Protocol violation
149. 88. 6. 116 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
46.116.54.227 |Israel 147.237.72. 156 [anan. i df . i | Mil tiple Abnornal |y Long Header Line from 46. 116. 54. 227 B ock 2
. . . JLhtraceabl e SS_ Sessions: Protocol violation
81.218. 106. 146 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 2
77.127.210.79 [israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
Unknown Par anet er
87.68. 144. 81 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetol der $ct | 13$ct | 01%ct | 03%chl Questi on$ [None 2
67 in ww aka.idf.il/nain/giyus/questionnaire. aspx
85.64.191. 131 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
46.116.54.227 |Israel 147.237.72. 156 |anman. i df . i | Il1egal Byte Gode Character in Header \al ue B ock 2
207. 46. 13. 42 Lhited Sates |[147.237.72.166|aka.idf.il Unknown Par anet er d6369898 in www aka. i df . i |/ mai n/ home/ def aul t. aspx |None 2
81.218.241.25 |lsrael 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 Bl ock 2
. . Uhtraceabl e SS. Sessions: Protocol violation
176. 13.5. 188 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Unaut hori zed URL Access to
212.76.122. 117 |Israel 147.237.77. 216 |dover . i df .i | wawv. i df . i | /1038- he/ dover . aspx&a=u&ed=0ahukewi f z53_g4nl ahwc8ni k |B ock 2
hzxhd68qf ggknae&usg=af gj cnepj i ai x3gor r zuj i W VWKX6Xr nsw
37.142.246.25 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock
77.127.210.79 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 77.127. 210. 79 B ock
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