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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
109. 65. 112. 60 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 8
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

188. 165. 15. 110 France 147. 237.72. 156 aman. i df.il C1000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

66. 249. 93. 113 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
94.102. 48. 193 147.237.77.61 Net her | ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 141 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
89. 138. 166. 160 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
2.54.54.8 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
85. 130. 190. 227 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
84.108. 128. 138 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
84.94. 84. 148 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
204. 93. 154. 210 147.237.77.216  |lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 17. 163 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
188.225.183. 149  [147.237.77.216 |Pdlestinian Territory, Qcupied dover.idf.il portscan: TCP Distributed Portscan 1
80. 179. 2. 226 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
179. 43. 141. 234 147.237.0. 15 Swi t zer| and kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
74.201. 85. 87 147.237. 8. 46 Lited States e.chinuch. i df.i | ET SCAN NVAP -sS w ndow 1024 1
149. 88. 101. 134 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 158 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
91. 223. 25. 134 147.237.0.19 Russi an Federation medi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.29. 74. 157 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
87. 68. 155. 191 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
84. 108. 225. 90 147.237.72.166  |[lIsrael aka idf.il portscan: TCP D stributed Portscan 1
84.94.170. 139 147.237.72.166  |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 18 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
83. 130. 126. 180 147.237.72.166  |[lIsrael aka idf.il portscan: TCP Distributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
81.218. 171. 161 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
185. 3. 144. 98 147.237.72.166  |[lIsrael aka idf.il portscan: TCP Distributed Portscan 1
79.181. 110. 131 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 200. 21 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi
85. 130. 245. 242 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. o 48
Ret r ansni ssi on Packet dr opped.
o SYNretransmit wth different .
149. 78. 174. 156 |l srael 147.237.77.234|hd ag.idf.il |Bad TCP sequence wi ndow scal & nonitor |34
Sreaning Engine: TCP Invalid i i ssi
176.13.18.165 | srael 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 27
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 27
109. 75.78. 25 Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
109. 64. 109.54 |l srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN - > SYN-ACK -> Ti meout alert 12
109. 64. 109. 54 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12
109. 64.109. 54  |Israel 147.237.72.166|aka icf.il  |Bad TOP sequence SINWACK retransmt with monitor |12
different w ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
93.94.40.14  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
109. 253. 131. 121 |l srael 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
2.52.61.25 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
84.94.200. 157 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d sequence nunber noni t or 10
Sreaning Engine: TCP Invalid i i ssi
2.54.60. 219 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
2.54.4.223 I srael 147.237.77. 176 |natpash.idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
192.243.55.133 |Comini ca 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SYNCACK retransmt wth monitor 9
different w ndow scal e
Sreanming Engine: TGP Invalid i i sSi
213.8.63.169  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
176. 13. 15. 4 I srael 147.237.77.233|ata .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
109. 160. 158. 86 |l srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
2.54.4.223 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
192.243.55. 137 |Cominica 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SYNCACK retransmt wth monitor |8
different w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243.55.130 |Donini ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence STNFACK retransmt with monitor |7
different w ndow scal e
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect
- . . SYNWAK retransmt with .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence different vindow scal e nonitor |7
176.13. 15. 4 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 7
Sreaning Engine: TCP Invalid i i ssi
5.28.153.215  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
195. 160. 242. 40 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
192.117.162. 62 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
37.26.146.153 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.126.166. 175 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
37.46.39. 142 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
62.90.164. 104 | srael 147. 237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
194.90. 134. 130 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
217. 132. 244. 230 || srael 147. 237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
37.26.148.147 |lIsrael 147.237.72. 156 lanan.idf.il  |Bad TCP sequence alert 6
85. 130. 245. 242 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
2.54.159.232  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
37.26.148.147 |lIsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence noni t or
176.77.82.217 |Russian Federation 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect
85. 130. 245. 242 || srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nvalid ACK nunber noni t or
188. 161. 150. 154 glcf;i'géa” Territory. 1147. 237. 77. 176 |nat pash. i cf. i1 |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |6
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning BEngine: TGP Invalid i i ssi
77.127. 255. 247 i srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
31.210.187. 128 |[Israel 147.237.72. 156 lanan.idf.il  |Bad TCP sequence I'nvalid ACK nunber nonitor |5
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
85. 130. 245. 242 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.138. 20 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 245
46. 19. 85. 90 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 245
109. 253.138.9  |Israel 147.237.0.19 |nmadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 167
2.54.138. 20 I'srael 147.237.0.19 |nadimatal .idf. |10 MY of the Same Response Code (404) in Session from B ock 149
2.54.138. 20
85. 250. 180. 250 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 44
80.246.130.36 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 40
212.179.21.194 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
212.179. 28. 215 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTI QNS for www aka. i df .il/ B ock 8
37.186.82.231 |Arnenia 147.237.77.216|dover.idf .il Mil tipl e Unauthori zed URL Access from 37.186. 82. 231 Bl ock 7
37.186.82.231 |Arneni a 147.237.77. 176 |mat pash. i df . i | Mil tipl e Lhaut hori zed UR. Access from 37.186. 82. 231 B ock 6
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf . il Ml ti pl e Uhaut horized LRL Access from 194. 90. 128. 185 B ock 4
82.80. 17. 163 I srael 147.237.76.31 |nakchal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 4
212.143. 156. 40 |lsrael 147.237.76.31 |nakchal .idf.il Distributed Too Many of the Same Response Code (404) B ock 4
79.180.128.178 |[Israel 147.237.76.31 |nakchal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3
94.59. 21, 111 g:;d%N 1147, 237.77. 216 |dover. i df . i | Distributed PP Attenpt B ock 3
37.186.82.231 |Arnenia 147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 37. 186. 82. 231 B ock 3
94.59.21. 111 ;il]rtaetdesﬁrab 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/xnmrpc. php Bl ock 3
212.179. 28. 215 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storage/files/1/ B ock 3
. . Untraceabl e S Sessions: Protocol violation
82.81. 44. 116 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . . |Uhtraceabl e SS. Sessions: Protocol violation
212.235.119.28 |[Israel 147.237.72.167|i shuri maka.i df . i (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
. . Untraceabl e S Sessions: Protocol violation
79. 183. 63. 56 I srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock
109. 253. 222. 120|1 sr ael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 109. 253. 222. 120 B ock
. . Untraceabl e S3. Sessions: Protocol violation
66.249. 75.166 |l srael 147.237.72. 156 |aman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
207.46.13.127 |Wited Sates 147.237.77.216|dover . i df . i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
132.74.56.196 |Israel 147.237.77.170 |maarachot . i df . i | |Dstributed Too Many of the Same Response Code (404) Bl ock 2
103. 14. 60. 141 |Phili ppines 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 2
79.178.103.43 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/val tam B ock 2
81.218.241.25 [Israel 147.237.77.216|dover.idf .i | Mil tipl e Unauthorized URL Access from 81.218. 241. 25 Bl ock 2
103. 14. 60. 141  |Phili ppi nes 147.237.77. 176 |nat pash. i df . i | D stributed Unaut hori zed LRL Access on waw cogat.idf.il/xmrpc.php |B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Dstributed Too Many of the Sane Response Code (404) B ock 2
. . Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nang i n
84.108.237.5  [Israel 147.237.76.42 [refuah.idf.il W ref ua. atal i of i 1/926- hel ref uah. aspx Bl ock 2
- . Lhtraceabl e S Sessions: Protocol viol ation
2.54.17.59 I srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Lhtraceabl e S Sessi ons: Protocol viol ation
79.177.188.55 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Lhtraceabl e S Sessions: Protocol viol ation
188. 165. 15. 110 |France 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46. 19. 85. 225 I srael 147.237.76. 42 |refuah.idf.il Mal f or med URL Bl ock 1
. . Lhtraceabl e S Sessions: Protocol viol ation
91.197.103. 1 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.39. 150 I srael 147.237.0.19 |madimatal .idf.il|lllegal Response Code - HIM. None
66.249.81.212 |lsrael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock
. . . |Uhtraceabl e S3. Sessions: Protocol violation
132. 69. 245. 162 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.19.85.9 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
37.116.25.123 |itay 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw arman. i df . il /wp-1ogin. php Bl ock 1
212. 25. 85. 54 I srael 147.237.77. 176 |mat pash. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
109. 226. 44. 201 |l srael 147.237.77.170 maarachot . i df . i | |Dstributed Too Many of the Same Response Code (404) Bl ock 1
5.22.135. 156 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
. . Untraceabl e S3. Sessions: Protocol violation
79.180.100.44 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . |Uhtraceabl e SS. Sessions: Protocol violation
46.116. 244. 233 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . D stributed Uhauthori zed URL Access on
95.35.159. 104  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
46. 19. 85. 190 I srael 147.237.77. 216 |dover.i df . il Mal formed URL _ atuvc=0 Bl ock 1
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