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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count |

204. 93. 154. 210 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 181
115. 239. 228. 10 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il Frk_Under Attack_Con Htp drop 2
115. 239. 228. 10 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il Frk Purple Gon Linmt Htp drop 1
185.94. 111. 1 147. 237.76. 176 test.ncore.idf.il Bl ock Udp All Nets drop 1
185. 7. 227. 195 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 7. 227. 196 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1




02-21-2016-09:04:04 to 02-21-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Oount
149. 88. 3. 143 I srael 147.237.0. 34 tikshuv.idf.il [C1000212: HITP. prefix 1.01 in the URL B ock 13
84.228.217.94 I srael 147.237.0. 34 tikshuv.idf.il [C1000212: HITP. prefix 1.01 in the LR Bl ock 8

82. 166. 154. 239 | srael 147.237.0. 34 tikshuv.idf.il [CL000212: HITP. prefix 1.01 in the LR B ock 6
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000212: HITP. prefix 1.01 in the URL B ock 3
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000212: HITP. prefix 1.01 in the LR Bl ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
94. 230. 93. 162 147.237.72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
87.71.33.22 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 81. 40. 225 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 84 147.237.72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 191 147.237.77. 243 Lhited Sates nobile.idf.il  |ET SCAN NVAP -sA (2) 1
62. 219. 160. 128 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 203. 130. 254 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 32. 179. 148 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
147. 236. 31. 231 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.77. 235 Net her | ands svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
82. 81. 50. 145 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 48 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178.193. 114 147.237.77.216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
66. 192. 6. 154 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 162 147.237.77.216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
149. 88.179. 8 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

Ret r ansm ssi on

Packet dropped.

46.19. 85. 170 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 48
w ndow scal e
e SYNretransmt wth different
46.19. 85. 170 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal alert 36
82.145. 219. 168 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
2.54.160.160  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 30
Ret r ansm ssi on Packet dr opped.
. . SWNretransnit wth different )
195.189.193.1 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 26
Sreanming Engine: TCP Invalid i i ssi
149. 78. 200. 207 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 16
Ret ransni ssi on Packet dr opped.
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 11
185. 89. 217. 233 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 11
185. 89. 217. 225 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data  |nonitor |10
185. 89. 217. 226 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |noni tor 10
Sreaming Engine: TCP Invalid i i ssi
46.19.85. 4 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret ransn ssi on Packet dr opped.
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 9
Sreamng Engine: TCP Invalid i i ssi
2.52.178.40  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
176.13.17.235  [Israel 147.237.77. 203 |oi e i1 |7 SAM NG Bngine: TP Invalid  finvalid segnent retransmission. | 9
Ret ransm ssi on Packet dr opped.
46. 19. 85. 81 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 9
176.13.17.71  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor  [9
W ndow scal e
185. 89. 217. 228 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Feiled to hand e comnection data  |nenitor |8
Russi an Lo Sreamng Engine: TCP Invalid Invalid segnent retransnission.
46. 242. 66. 240 e ot on 147.237. 77. 176 |nat pash. i df . i | Ret r ansm ssi on Packet dr opped. drop 8
185. 89. 217. 230 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 8
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 8
80. 246. 136. 202 |l srael 147. 237.72. 167 |i shuri maka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185. 89. 217. 232 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 7
46. 19. 85. 93 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
64.62.219.89  |twited Sates |147.237.72. 166 |aka idf il 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data  |noni tor
46. 19. 85. 93 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
reaming Engi ne: TCP Invali i i ssi
77.125.147.136 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 150. 2241 srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
213.8.44.133  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 32 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
reanin ine: TCP Invali i i ssi
109. 67. 229. 205 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.177  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 6
82.80.132.76 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
37.26. 148. 148 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 5
79.181.197.170 |Israel 147.237.72. 167 |i shuri maka.i df .i|dr op First packet isn't SWN drop 4
Sreamng Engine: TP Invalid i i ssi
93.173. 200. 188 |l srael 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dropped.
5.22.130. 102 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 116. 255. 106! srael 147.237.0.34 |tikshwv.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
212. 143. 227. 207l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi
132.66.234.47 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
37.26.146.131 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
5.22.131. 24 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85. 82 I'srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.64.6.230  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
176.13.17.122  |Israel 147.237.0.19 |nadimatal .idf.il  [1°0 My of the Sane Response Code (404) in Session from Bock  [133
176.13.17. 122
192. 116. 255. 106 I sr ael 147.237.0.34 |tikshuv.idf.il Ig;_'\ﬁ”g §f55t q%esa"e Response Code (404) in Session from Bock  [120
176.13.17.122 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 118
37.26.148.217 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 83
37.26.149.151 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 54
199. 203. 35. 238 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 51
176.13.17.122  |Israel 147.237.0.19 |nadimatal.idf.il Bcé. '\g_'yl; flége Sane Response (bde (403) in Session from Bock |49
2.54.54. 176 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 37
2.54.131. 110 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
80.246.139.27 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
2.52. 144. 249 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 15
81.218.241.25 |lIsrael 147.237.77. 216 |dover.i df.i Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 Bl ock 11
109. 253. 197. 211 ]I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 11
37.26.148.217 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 11
2.54.154. 49 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
66.249.81.218 |[Israel 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm B ock 5
46. 19. 86. 229 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 4
37.57.231.213 |kraine 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 37.57.231. 213 B ock 4
147.236.38.29 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from147.236.38.29 |[B ock 4
37.57.231.213 |kraine 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 4
2.54.23.83 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 86. 114 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13. 8. 193 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 144. 195|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.149.223 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 20. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218. 251. 252 |Israel 147.237.76. 147|chi nuch. aka. i df . i|  |Uhauthorized URL Access to waw chi nuch. aka.idf.il/404. htm B ock 3
176.13.0. 37 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 129. 165|1 sr ael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 3
Dstributed Paraneter Type Mol ation on
37.26.149.168 |[Israel 147.237.76.42 |refuah.idf.il ww ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct | 00$Cont ent A acetbl der 1$capt chaText
2.52.183. 149 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
176.13.17.235 |Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock
Unhaut hori zed URL Access to
95. 86. 124. 51 I srael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ &a=udved=0ahukewj 3yvf 6pyj | ahxhbr gkhsyabukgf |Bl ock 2
ggi maa&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
192.116. 232. 69 |Israel 147.237.77.216|dover. i df .il Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 2
80. 246. 130. 217 |lIsrael 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm B ock 2
2.54.177. 145 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 82.80. 196. 44 Bl ock 2
2.52.27.166 I srael 147.237.72.166 |aka. i df . i | m”atk':rl i df‘_aidl /'\':;hn(/’zi ;Eg?;g?rn_ asix Bock |1
80. 246. 138. 243 I srael 147.237.72. 166 |aka. i df . i | %ﬁﬁa&fﬁfﬁfg - Protocol violation None 1
132. 74.150.53 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1406- he/ at al . aspx |B ock 1
94. 205. 92. 144 g:;desprab 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 1
81.218.70.243 |[Israel 147.237.77.74 |lawidf .il Uhaut hori zed LRL Access to waw | aw i df.il/inages/trans. gif B ock 1
184. 105. 247. 195|Lhited Sates 147.237.0. 17 g:: nlyl- kosher - kravi .| Unhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
79.180. 60. 105 |l srael 147.237.77.216|dover.idf.i |l Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
46.19. 85. 42 I srael 147.237.77.233|atal .idf.il Unknown HTTP Request Met hod px?&8 =he& =1440 in URL B ock 1
31.185. 117. 233 2?2;203??16‘ 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
192. 118. 48. 248 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/main/sachar/  |B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for wan aka. i df .il/ B ock 1
80. 246. 138. 243 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
46.19.86.201  |israel 147.237.76.42 |refuah.idf.il thaut horj zed URL /Access to Bock |1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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