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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
213. 152. 162. 165 Net her | ands 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 3166
213.152. 162. 165 Net her | ands 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1711
213.152. 162. 165 Net her | ands 147.237.77.216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce-r eset 144
70.199. 77. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page Fl ood Attack forvard 5
213. 152. 162. 165 Net her | ands 147.237.77. 216 dover.idf.il F Dover UWnder Attack Con Htp drop 4
198. 20. 70. 114 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |B ock Udp All _Nets Con Limt drop 3
208.67.1.70 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1

66. 249. 64. 195 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
208.67.1. 70 Lhited Sates 147.237.76. 198 e. yohal an.i df.il Block Np All _Net drop 1
208. 67. 1. 70 Lhited Sates 147. 237. 76. 201 e atal.idf.il Block Np Al Net drop 1
216. 238. 145. 2 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnalure

Devi ce Action

|Oount

138. 134. 102. 15 I srael 147. 237. 72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 12
46.19. 85. 96 I srael 147.237.0. 34 tikshuv.idf.il |ClL000212: HITP. prefix 1.0l in the URL B ock 6
209. 88. 183. 193 | srael 147.237.76.31 nakchal .idf.il [ClL000004: HTTP. options method (M crosoft) B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000212: HITP. prefix 1.01 in the LRL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
84.94.97. 152 147.237.77.216  |[Israel dover . idf.il portscan: TGP D stributed Portscan 1
46.117.174. 31 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
208. 115. 113. 89 147.237.77.216  |Uited Sates dover.idf .il portscan: TCP D stributed Portscan 1
185. 130. 5. 249 147.237.0.17 mny- kosher -kravi . i df .i1 ET SCAN NVAP -sS w ndow 1024 1
93. 172. 15. 62 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
93. 120. 153. 246 147.237.8. 24 Russi an Federation elifestyleidf.il ET SCAN Potential SSH Scan 1
91. 208. 139. 250 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
74.201. 85. 87 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 54 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
113. 203. 239. 133 147.237.77.121 Paki st an e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 120. 153. 246 147. 237.77. 234 Russi an Federation hal ag.idf.il ET SCAN Potential SSH Scan 1
93. 120. 153. 246 147.237.8. 14 Russi an Federation e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
213. 152. 162. 165|Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 610
213.152. 162. 165|Netherl ands ~ |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 93
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i SSi
80. 246. 136. 114 |l srael 147.237.77. 243 |nobi l e.i df . | 9 =g nval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
s SN retransmit wth different .
195.189.193.1 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 22
Sreanming Engine: TCP Invalid i i SSi
149. 78. 200. 207 |1 srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g nval i d segnent retransmssi on. drop 16
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.203  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 108 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TP Invalid i i ssi
79.177.38.61  |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
2.54.52, 229 I srael 147.237. 77. 216 [dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
80.246.139. 73 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.26.148.178 [lIsrael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 7
64.19. 78. 242 Lhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-1 ocati on enfor cenent Geo- | ocati on i nbound enf orcenent |drop 7
82.166.190.11 |[Israel 147, 237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 214 I srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi
109. 253. 206. 1911 sr ael 147. 237.77. 243 |mobi l e. i . i 9 =g nval i d segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176.3.179  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
37.26.146.158 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
176. 113. 242. 177|Wrai ne 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19.85.6 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
Sreamng Engine: TP Invalid i i ssi
77.125.109.96 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
2.54.180. 213 I srael 147.237.72. 156 |anan. i df . i | SYN Attack rej ect 6
. . SYNPAXK retransmit with different .
37.26.148.178 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal e noni t or 6
46. 19. 85. 6 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i SSi
192. 146. 6. 2 Lhited Sates [147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.185.241  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
147. 236. 238. 108|l srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi
149.78.96.42 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert 4
54.244.22.103 |lhited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4
66.249.93.248 |[lIsrael 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 4
2.54.180. 79 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 86. 240 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 4
62.219.164.85 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
2.54.180. 79 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 86. 240 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 86. 77 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 4
2.54.180. 79 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
46.116.255. 77 |israel 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
66. 249. 93. 56 I srael 147.237.76. 201 |e. atal .idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 4
Sreamng Engine: TP Invalid i i ssi
46.121.29.39  |israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g nval i d segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni tor
37.26.148.178 |[Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACGK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
212.143.66. 129 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
5.22.131. 34 I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.138  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.183.54.161 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.153. 62 I srael 147. 237.77. 243 |nobi l e. i . i | 9 =g Invalid segnent retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Site Sgnature

‘Count

Country Action
82.80.192.100 |Israel 147.237. 72. 167 i shuri maka. i df . i[1° M"Y of the Sane Response Code (404) in Session from Bl ock 70
82.80. 192. 100
176.13.1.72 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 60
109. 253. 199. 53 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 54
2.54.11.51 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 35
79.180. 163. 149 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 79. 180. 163. 149 B ock 26
2.54.23.83 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 12
176.13. 4. 152 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 9
37.26.149.151 [Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
2.52. 144. 249 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 5
46. 19. 86. 203 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
95.86.115. 160 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 95. 86. 115. 160 B ock 4
80. 246. 136. 114 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 4
176.13.17. 67 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
209. 88.183. 193 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
109. 253. 194. 240|1 sr ael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 3
109. 253. 197. 211 ]I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response CGode B ock 3
46.19. 85. 223 I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13. 2. 69 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 2
46.116.255.77 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
176.13.2.80  |[israel 147.237.76.42 |refuah.idf.il  |roreer The Vol fglgf:lwﬁﬁ”atsixacem der 13t xtLast hare i Bock |2
46.10.85.213  |israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? | ';Z‘eggfﬁzmztesll stchi | ddocunent s/ 1362 Bl ock 2
2.54.143. 187 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
Unknown Par anet er
85. 65. 72. 221 I srael 147.237.72. 166 |aka. i df . i | ct100sct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$78 [None 2
in ww aka.idf.il/nain/giyus/ questionnaire. aspx
95. 86. 122. 30 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . i |/ mai n/ rabanut/ cont act us. aspx |B ock 2
37.26.148.220 |Israel 147.237.76.42 |refuah.idf.il  [Frameer TPe ?’1 d?'. a ;igl‘;'hmﬁaiﬁtazpicem der1Stxt1Din Bock |2
209. 88. 183. 193 |l srael 147.237.76.31 |nakchal .idf.il Mil tiple Lhauthorized URL Access from 209. 88. 183. 193 B ock
82.81. 14. 153 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response CGode B ock
109. 253. 206. 191l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
95.86. 115.160 I srael 147. 237. 72. 166 |aka. i df . i | pstr buted tau hoti zed dﬁ;:??,;;xmom R on Bock |1
81.218.241.25 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 1
68.180.228.112 |lnited Sates|147.237.77.216|dover.idf .l Paranet er Type Mol ati on PageNumin waw i df . i|/1824- he/ dover . aspx B ock 1
46. 19. 85. 194 | srael 147.237.77.216|dover. i df .il Unknown HTTP Request Method .; in URL _pk_ses. 20. 8af c=* B ock 1
84.36.245.163  |Egypt 147.237.77. 170 |maar achot . i df . i | [Uhauthori zed URL Access to naarachot . idf.il/pdf/ B ock 1
216.218. 207. 138|lhited Sates|147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
79.180.163. 149 I srael 147.237.72.166 [aka. i df . i | vqu\:\tu;g.ril jfe.di Iﬁiﬁcszscshatr(l)r esour ces/ i mages/ conmon/ hr hori zontal . gi f" Bl ock !
192. 115. 64. 250 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t. aspx B ock 1
124.82.223.21 |Mlaysia 147.237.72.167|i shuri maka. i df . i|PHP At t enpt B ock 1
38. 81. 65. 42 Lhited Sates|147.237.77.216|dover. i df.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
209. 88.183. 193 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storagel/files/8/ B ock 1
81.218.241.25 |lsrael 147.237.77. 216 |dover. i df .l Uhaut hori zed URL Access to waw i df.il/inmages/ 1. he/ back. png Bl ock 1
68.180.228. 112 |lnited Sates|147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
85. 65. 49. 191 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ B ock 1
Unknown Par anet er
79.182.109.92 [Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $ct | 38$ct | 01$ct | 03$chl Questi on$2  [None 1
in ww aka.idf.il/nain/giyus/ questionnaire. aspx
195.189.193.1 |Israel 147.237.76.42 [refuah.idf.il oo Puted hashort zed ;Hu‘aﬁcg‘;spi on Bock |1
131. 253. 25. 245 |Uhited Sates|147.237. 77. 216 |dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il i?”;:;’ r%%i‘;%g‘d’f;sise;&c” s/ sasuf obj ect. | Bock |1
40.77.167.44  |Wited Sates|147.237.77. 233|atal . i df . il m“;th;r.'izdiéiﬁeﬁcpfaef;/tsohar ol user cont 1ol </ nevrendl Bl ock 1
95. 86. 115. 160 |l srael 147.237.72.166|aka. i df . i | Unhaut hori zed Method HEAD for www aka. i df . il/ mai n/ gi yus/ B ock 1
212.117.157.74 I srael 147.237.77. 234 |hal ag. i df .i | \Twari;itz‘f; olaron seaen . 25 Bock |1
82.80.192.100 [Israel 147.237.72.167|i shuri maka. i df . i[Too Many 404: Response Code per Session B ock 1
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