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02-21-2016-07:04:06 to 02-21-2016-08:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
185. 57. 80. 147 Romani a 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 2062
112.133.248. 4 I ndi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
185. 57. 80. 147 Romani a 147.237.77. 216 dover.idf.il F Dover UWnder Attack Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
208.67.1.70 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1
208.67. 1. 70 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il ock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 31 nakchal .i df .| Block Udp All Nets drop 1




02-21-2016-07:04:06 to 02-21-2016-08:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
138. 134. 102. 16 I srael 147.237.72.166 |aka.idf.il C1000004: HITP. options nethod (M crosoft) B ock 12
138. 134. 102. 15 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 12
184.173.233.226 |lLited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
195, 140. 210. 83 Ger many 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
62. 219. 236. 190 I srael 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1




02-21-2016-07:04:06 to 02-21-2016-08:04:06

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

184. 173. 233. 226 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 6
195. 140. 210. 83 147.237.77.233 Ger many atal.idf.il QA Injection - Select From 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
103. 35. 151. 192 147.237.76. 44 erefuah.idf.il  [ET SCAN NVAP -sS w ndow 1024 1
146. 185. 250. 2 147.237.77. 179 Russi an Federation e nmazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1




02-21-2016-07:04:06 to 02-21-2016-08:04:06

|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address [Ste Signature Action ‘Count
185.57. 80. 147 |Romani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 49
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
46.19.86.133  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segment retransmssion. | 21
Ret r ansmi ssi on Packet dropped.
177.185.194. 47 |Brazil 147.237.77. 233 |atal .idf. il drop SAMrul e drop 12
101. 226. 125. 19 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
2.52.58. 156 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TGP Invalid i i ssi
2.54. 41, 247 I'srael 147. 237, 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
2.52. 49. 206 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
79.176.3.179  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 14 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert
46.19. 85. 14 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
5.22.130.246  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.13.0.221  [Israel 147237, 72. 167 |i shurimaka i i [ ' SAM NG Engine: TP Invalid invalid segnent retransnission. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 204. 191 i srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.142.72.218 |israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.190. 88 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 151 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 151 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 151 I srael 147.237.77. 216 |dover. i df. i1 Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 151 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid sequence nunber noni t or 5
46.19. 85. 14 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 151 I sr ael 147.237.77. 216 |dover.idf. i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber monitor |5
Sreaning Engine: TQP Invalid i i ssi
84.94.45.240  |Israel 147.237. 76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
50.97.138.113 |nited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop
54.244.22.103 |Uited Sates 147.237.77. 176 |matpash.idf.il  |drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
reaming BEngine: TCP Invali i i ssi
79.182. 208. 185 |Israel 147.237. 72. 166 |aka. i df .| Streaming Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover. i df . i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
213.151. 35. 218 |Israel 147.237.77. 234 |hal ag.idf .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |noni tor
80. 191. 203. 8 'Féx'bl :z'?c 147.237.76.42 |refush.idi.il  [Bad TOP sequence Invalid ACK nunber dert 3
Sreaming Engine: TCP Invalid i i ssi
176.13.6.172  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dropped.
69.114.10. 213 |Uhited Sates 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TQP Invalid i i ssi
37.26.149.161 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
5.22.130. 102 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi
79.178. 208. 243 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.0.182  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.17.115 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.216 |Uited Sates 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segment retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.210. 176. 246 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Iran, Islamc R . :
80. 191. 203. 8 Republ i ¢ of 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TGP Invalid i i ssi
176.13.10.87 |l srael 147. 237.77. 243 |mwbi le. i f . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.145. 38 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126. 105. 245 i srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
130.193.51.91  |Russi an Federati on |147. 237. 76. 200 |ei tan. aka.i df . 9 =g Invalid segment retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
69. 156. 117. 83 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
109.66.43.66  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.222  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.




02-21-2016-07:04:06 to 02-21-2016-08:04:06

Attacker Address |Attacker Gountry |Target Address |Ste Signature

79.180. 194. 210 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3




02-21-2016-07:04:06 to 02-21-2016-08:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 253. 150. 2181 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 79
46.19. 86. 133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 27
109. 253. 200. 163]I srael 147.237.76.30 |hi nush.idf.il Ml ti pl e Unaut hori zed URL Access from 109. 253, 200. 163 B ock 20
109. 253. 193. 173|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
46.119. 123. 238 |Ukrai ne 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/mazi/ B ock 5
109. 253. 222. 28 |l srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 4
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.16. 87 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 3
176.13. 9. 164 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 3
80. 246. 137. 246 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 142. 42 |l srael 147.237.77. 216 |dover.i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
52.70.180.209 |wited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
52.2.234.194 Lhited Sates |[147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
212.66.40.132 |lkraine 147.237.77. 216 |dover. i df . il Unhaut hori zed URL Access to www i df.il/nmazi' a=0 B ock 2
42.2.226.195 Hong Kong 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
52.70.183.219 |Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
176.13.21.183 [Israel 147.237.77.234|hal ag. i df . | ﬂ?_“tzgs_”?fgsﬂnﬁgg;fh;oe &b et L gif Bl ock 1
66.249.81.152 I srael 147.237.77. 226 V\:A|W chamatz.aka.1df \Au:;v(i:;ar:to:.eaktoitdfl.jirlelc.t.(/)r.).//i nages/ shar ed/ cl ose_text. gi f Bl ock !
185. 89. 101. 141 147.237.77. 216 |dover. i df . il Unhaut hori zed URL Access to waw i df.il/nazi B ock 1
52.70.177.170 |nited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized UR. Access on waw idf.il/error.htm B ock 1
82.102. 169. 113 |Israel 147.237.77.216|dover.i df . i | O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
52.70.184. 19 Uited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
216.218. 207. 138|Lhited Sates  |147.237.77. 216 |dover. i df . i | \?w;\flr ;@:ffﬁgﬁi;}%?‘;ﬁ /zcr;?iszho” B ock 1
176.99. 119. 130 [Lkrai ne 147.237.77. 216 |dover . i df . i | ma’lﬁtfez Iz":n;fg:ts/' ggn‘;t ofri end sendtof i end. asix B ock 1
75.102.8.33  |[United Sates [147.237.77. 170 |nmar achot . i df . i | Lhaut hori zed LFL \Afrc(f:rsestsc; oo adriny Bl ock 1
194. 187. 168. 247|Pol and 147.237.77.216|dover. i df . il Unaut hor i zed URL Access to ww i df.il/1283- B ock 1
52.70.179.244 |wited Sates |147.237.77.216|dover.idf.il Ostributed Unaut hori zed URL Access on waw i df.il/error. htm B ock 1
2.54.152. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
149. 78. 164. 215 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
82.210. 20. 27 Ger many 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to naarachot . i df.il/bl og/ wp- adm n/ B ock 1
64.71.32.21 Lhited Sates |[147.237.77.170 |n@ar achot .idf.il Lhaut hori zed URL Access to maarachot . idf.il/wp/wp-adm n/ B ock 1
176.99. 119. 130 [Lkrai ne 147.237.77. 216 |dover . i df . i | ma’lﬁtfez Iz":n;fg:ts/' ggn'dt ofri end sendtof ri end. asix B ock 1
52.2.114.178 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 1
77.237.146.28 |Czech Republic|147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to / B ock 1
207.46.13.127 |wited Sates |147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
2.54.190. 88 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
176. 13. 3. 220 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ atal . aspx |Bl ock 1
89. 42. 216. 25 Rormani a 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . idf . il/wp-adm n/ B ock 1
184.105.139.70 |[Uhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
80.179.9.7 I srael 147.237.77.216|dover.i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
52.70.182.234 |wited Sates |147.237.77.216|dover.idf.il Ostributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 1
93.157.96.210 |Pol and 147.237.77. 170 |naar achot . i df . i | Unhaut hori zed URL Access to maarachot . idf.il/ol d/ wp-adm n/ B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wuw aka. i df . il/pat zar B ock 1
184. 168. 200. 23 |Uhited Sates |147.237.77.170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot. idf.il/test/wp-adm n/ B ock 1
52.70.158.229 |[lnited Sates |147.237.77.216|dover.idf.il Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 1
109. 253. 200. 163 srael 147.237.76.30 |hi nush.idf.il m“ér:%sﬁegt;ﬁ dﬁcffle :)i’st or el il esf 412804, p B ock 1
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