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02-21-2016-06:04:00 to 02-21-2016-07:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
204. 93. 154. 210 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 198
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

8. 37.70. 248 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

185. 130. 5. 201 147.237.76. 38 eeneitav.idi.il |Bock Udp Al Nets drop 1

185.94. 111. 1 147.237. 76. 44 e.refuah.idf.il Bl ock_Ulp All _Nets drop 1
208.67.1.70 Lhited Sates 147.237. 76. 38 eeneitav.idfi.il |Bock Np Al Net drop 1

185. 130. 5. 201 147.237.76. 34 yohal an. i df .i | Bl ock_Udp All _Nets drop 1

208.67. 1. 70 Lhited Sates 147.237.76. 44 e refuah.idf.il ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
37.205. 0. 49 Tur key 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
79.179.124. 58 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 4
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HTTP. prefix 1.01 in the LR B ock 2
71.231. 85. 140 Lhited Sates 147.237.77.216  |dover.idf.il 13444: HTTP. What Vb User - Agent Header B ock 2
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
37.205.0. 49 147. 237. 72. 166 | Tur key aka.idf.il QA Injection - Select From 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
202. 152. 254. 236(147. 237. 76. 38 |l ndonesi a e.eneitav.idf.il ET SCAN Potential SSH Scan 2
202. 152. 254. 236(147. 237. 8. 28 |l ndonesi a e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
202. 152. 254. 236|147. 237. 77. 227 |I ndonesi a e hamaz.idf.il ET SCAN Potential SSH Scan 2
202. 152. 254. 236(147. 237. 76. 42 |l ndonesi a refuah.idf.il ET SCAN Potential SSH Scan 2
202. 152. 254. 236(147. 237. 8. 45  |I ndonesi a e.eitanidf.il ET SCAN Potential SSH Scan 2
202. 152. 254. 236|147. 237. 77. 176 |I ndonesi a mat pash. i df .i | ET SCAN Potential SSH Scan 2
104. 209. 141. 122|147.237.0.15 |Uited Sates  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147. 237. 76. 148 |I ndonesi a ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
193. 201. 227. 118(147. 237.0.15 |kraine kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
74.201. 85. 87 147.237.76. 148 |Lhited Sates  [ggcenter.aka.idf.il ET SCAN Potential SSH Scan 1
188. 213. 219. 175|147. 237. 77. 205 [Romani a prishaidf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 8. 46 |l ndonesi a e. chinuch.idf.il ET SCAN Potential SSH Scan 1
41.225.239.16 |147.237.76.31 |Tunisia nakchal . i df.il ET SCAN NVAP -sS w ndow 3072 1
188. 213. 219. 175|147.237.0.33  |Romani a idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 77. 235 I ndonesi a svivaidf.il ET SCAN Potential SSH Scan 1
41.225.239.16 |147.237.76.31 [Tunisia nakchal . i df.il ET SCAN NVAP -f -sS 1
117.34.116. 99  |147.237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 0. 200 |l ndonesi a . i df il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147. 237. 77. 170 |l ndonesi a naar achot . i df . i | ET SCAN Potential SSH Scan 1
117.34.116.99 |147.237.0.35 [China akaws. i df i ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 0. 33 |l ndonesi a idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147. 237. 77. 19 |l ndonesi a | awforumidf.il ET SCAN Potential SSH Scan 1
117.34.116.99 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147.237.0.16 |l ndonesi a ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.0.19 |China nadi matal .idf.il ET SCAN NVAP -f -sS 1
202. 152. 254. 236(147. 237. 76. 197 |I ndonesi a e. hinush. i df .il ET SCAN Potential SSH Scan 1
200.82.142.75 |147.237.0.35 |Venezuel a akaws. idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
104. 209. 141. 122|147.237.0.16  |thited Sates  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147. 237. 76. 176 |I ndonesi a test.ncore.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 118|147.237.0. 17 |Wrai ne mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
96. 82. 5. 102 147.237.72.14 |lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
189. 254. 90. 133 |147.237.8.28 |Mexico e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
202. 152. 254. 236(147. 237. 72. 156 |I ndonesi a aman. i df.il ET SCAN Potential SSH Scan 1
74.201. 85. 87 147.237.0.33 |wnited Sates  |idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 213. 219. 175|147. 237. 76. 42 |Ronani a refuah.idf.il ET SCAN Potential SSH Scan 1
41.225.239.16 |147.237.76.31 |[Tunisia nakchal .idf.il ET SCAN NVAP -sS w ndow 2048 1
202. 152. 254. 236(147. 237. 77. 234 |I ndonesi a hal ag.idf.il ET SCAN Potential SSH Scan 1
146.185.250.2 |147.237.8. 46 ?;Z:;:I”ion e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 152. 254. 236(147. 237. 8. 24  |I ndonesi a elifestyleidf.il ET SCAN Potential SSH Scan 1
117.34.116. 99  |147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 0. 34 |I ndonesi a tikshuv.idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147. 237. 77. 61 |l ndonesi a e.cogat.idf.il ET SCAN Potential SSH Scan 1
117.34.116.99 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236(147.237. 0. 17  |I ndonesi a mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.0.19 |China nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
202. 152. 254. 236(147. 237. 76. 201 |I ndonesi a e.atal.idf.il ET SCAN Potential SSH Scan 1
202. 152. 254. 236|147. 237. 0. 15 |1 ndonesi a kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
104. 209. 141. 122|147.237.0.19 |lhited Sates  |nadimatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry

Target Address

Ste

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

77.127. 207. 243 |l srael 147. 237. 76. 200 [ei tan. aka. i df . i | . dro 150
Ret r ansni ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 216 |dover i of . i Bad TCP sequence SYNACK retransmt with monitor |12
different w ndow scal e
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
. e SYNtACXK retransmt wth .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent wi ndow scal e moni tor |11
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval id ACK nunber aert
Sreanming Engine: TCP Invalid ' i ssi
40.77.167.62 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYMCACK retransmt wth monitor |6
different w ndow scal e
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or
192. 243. 55. 135 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. o SYN+ACXK retransmt wth .
192, 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence different vindow scal e noni t or 5
37.26.148.195 |[lIsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . . SYNFACXK retransnmt wth .
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |4
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning BEngine: TQP Invalid i i SSi
130.193.37. 16 |Russian Federation  |147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
46.19.86.54  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
5.102.254. 74  |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. o SYNtACXK retransmt wth .
192, 243. 55. 132 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence different vindow scal e noni t or 3
Sreaning Engine: TCP Invalid i i SSi
212.29.224.22 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149. 233 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
192, 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert
. e SYNtACXK retransmt wth .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent wi ndow scal e moni tor |3
94.77.196.82 [Saudi Arabia 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
204. 93. 154. 210 |Lhited Sates 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreanming Engine: TCP Invalid ' i ssi
212.179. 224. 23 I srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
198.20.69.74 |lLnhited Sates 147.237.8.28 |e.nobile-ks.idf.il|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber monitor |2
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid i i SSi
207.46.13.42 |ited Sates 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence monitor |2
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
192. 243. 55. 136 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |2
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
37.75.212.89 glceusgi';'ja” Territory, (147 237.77. 176 [matpash.icf il |SYN Att ack SYN -> SYN-ACK -> Tinmeout  |reject 2
192, 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
2.54.57.171 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 64. 187. 221 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 59
66. 102. 8. 233 Lhited Sates |147.237.77. 216 |dover.idf.i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 5
66. 102. 8. 238 Uited Sates |147.237.77. 216 |dover.idf.il Ostributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 5
66. 102. 8. 243 Lhited Sates [147.237.77. 216 |dover.idf.il DO stributed Whaut horized URL Access on ww idf.il/error.htm B ock 4
162.243.175. 23 |lhited Sates |147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english |B ock 1
66.249.78.223 | srael 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt:‘msz , t‘;eggf;imgles“ <t ohi 1 ddocunent s/ 1749 Bl ock 1
37.26.149.233 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
185. 89. 217. 230 147.237.77. 216 |dover.idf .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
131. 253.26.226 |lLhited Sates |147.237.77.216|dover.idf.i | D stributed Lhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
178. 255. 215.87 |France 147.237.77. 216 |dover . i df . i | mﬁ Tﬁr"izle/dn:x/ﬁi‘f(isksk;30546%ngkkkkkk_0546acz3 Bl ock 1
68.180. 228. 162 [Lhited Sates |147. 237. 76. 200 |ei t an. aka. i df . i | g]f‘;’;hi;fgf iLf/lt :rfpf‘;szs /t;’har e user cont ol header upper Bl ock 1
52.53.255.236 |Wited Sates [147.237.77. 216 |dover.idf.il Distributed Waut horized URL Access on 147.237.77. 216/ B ock 1
185. 89. 217. 233 147.237.77. 216 |dover.idf .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
144.76.38.181  |Ger many 147.237.77. 216 |dover.idf .il Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
180. 76. 15. 144  |Chi na 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/english/news/jeninkilled/ stn [B ock 1
88.73. 8. 46 Ger many 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to wwwu i df.il/hebrew an B ock 1
54.183.213.131 |Wnited Sates [147. 237. 77. 216 (dover.idf . il Dstributed Uhaut horized URL Access on 147.237. 77. 216/ B ock 1
194. 187. 168. 247|Pol and 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
157.55.39.215 [wited Sates |147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
185. 89. 217. 227 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
64.19.78. 243 Lhited Sates [147.237.77.216|dover. i df.i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
157.55.39. 226 |United Sates |147. 237.77. 226 :‘MA:IY chamatz. a1 muéggrziatz;dakti_i cﬁ‘ccl?slst etn(:JI at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock 1
66.249.78.216 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ultgréfz.??/ t;eggrcy‘isemgtes/l <t ohi | ddocunent </ 1748 Bl ock 1
Unaut hori zed URL Access to
8.37.70.226 Lhited Sates |147.237.77. 216 |dover.idf.il v i df . i1/ 1133- 18172- he/ dover . aspx&usg=al kj r hhzvi ot opokj 5j yxn |B ock 1
ef gbj eznmo2bw
185. 89. 217. 229 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
113. 76. 90. 21 Chi na 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
65. 55. 218. 59 Lhited Sates |147.237.77. 216 |dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
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