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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3
185. 130. 5. 174 147.237.76. 198 e.yohal an.i df.il B ock Np All Net drop 1
185. 130. 5. 174 147. 237.76. 38 eengitav.idf.il Block Np Al Net drop 1
192. 243. 55. 131 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 174 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
185. 130. 5. 174 147.237.76. 148 gocenter. aka.idf.il B ock Np Al _Net drop 1
185. 130. 5. 174 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
144. 76. 29. 66 Ger many 147.237.77.216 |dover.idf.il [ClL000106: HITP. najestic bot B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
157. 55. 39. 216 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HTTP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

A tacker

Target Address count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
66. 249. 75. 231 |147.237.77. 170 |Uhited Sates |naarachot.idf.il ET SCAN NVAP -sA (2)
208. 100. 26. 229 |147.237.77.74 |Whited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 1024
59.45.79.117 |147.237.77.234|i na hal ag.idf . il ET SCAN Potential SSH Scan
59.45.79.117 |[147.237.77.74 [China lawidf.il ET SCAN Potential SSH Scan
59.45.79.117 [147.237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan
218.246.0.97 |147.237.76.202|hi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024

SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port

204. 93. 154. 210 |147. 237. 77. 216 |Lhited Sates |dover.idf.il . .
deni al of service attenpt

NN EEEEEEEEEEE

128.127.0.45 [147.237.0.17 [italy mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024
59.45.79.117 |147.237. 77. 243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan
59.45.79.117 |147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan
59.45.79.117  [147.237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan
59.45.79.117 [147.237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan
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|Top Attackers In FW |

At acker

Ret ransm ssi on

Packet dropped.

ountry Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
Sreaning BEngine: TCP Invalid i i ssi
74.160.65.73 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINWAK retransmt with different | oonivor |14
W ndow scal e
. o SYNHAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence v ndow scal 6 noni t or 12
192. 243. 55. 136 |Comi ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SIWAK retransmt with different | oonvor |12
W ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
192. 243. 55. 132 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o0 f1g
W ndow scal e
. . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence vi ndow scal e noni t or 11
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 10
. o SYNHAK retransnit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence v ndow scal 6 noni t or 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 10
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 135 |Doni ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence noni t or 8
Sreaning BEngine: TCP Invalid i i ssi
157.55.39. 226 |Wited Sates |147.237. 76. 200 |ei tan. aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
192. 243. 55. 136 |Domi ni ca 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid AGK nunber alert 7
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TQP Invalid i i SSi
207.46.13.42 |Wnited Sates |147.237.76.200 |eitan. aka.idf . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
207.46.13.193 |Wited Sates |147.237. 76. 200 |ei tan. aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber alert 6
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
37.26.146.173 |Israel 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SINHAK retransmt with different oo or s
w ndow scal e
. o SYNHAK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal noni t or 5
192. 243. 55. 132 |Domi ni ca 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
Sreaning BEngine: TGP Invalid i i ssi
199.30. 24. 207 |Wited Sates |147.237.76. 200 |ei tan aka idf.i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
54.244.22.103 |Lhited Sates [147.237.77.176|natpash.idf.il [drop First packet isn't SN drop 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243. 55. 131 [Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 3
37.163. 105. 170 |France 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
94.77.196.82 [Saudi Arabia |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreaning Engine: TGP Invalid i i ssi
46.19.85.238 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
. o SYNHAK retransnit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence v ndow scal 6 noni t or 3
Sreaning Engine: TGP Invalid i i ssi
213.57.103.77 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
208.115.111.72 |thited Sates |147.237.76.86 |navy.idf.il Mil ti pl e Uauthorized URL Access from 208. 115. 111. 72 Bl ock 8
109. 253. 141. 243|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
79.178.108. 209 |Israel 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 5
79.178.108. 209 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php Bl ock 5
46.119.117.85 |Wkraine 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwidf.il/nazi/ Bl ock 3
109. 64. 187. 221 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 177 | srael 147.237.77.216|dover. i df . il Unknown HTTP Request Method d45 in URL Bl ock 1
Unhaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover. i df .i | www. i df . i |/1129- he/ dover . aspx?sear cht ext =x—x™xgexexax™ x" x7x B ock 1
" oo

68.180. 230. 224 [hited Sates |147.237.76.31 [nakchal .idf.il marr:gki;%? _\i’il‘;'fﬂf_”hgagzmzi_gspx Bl ock 1
208.100. 26. 229 [Lhited States |147.237.77.176|nat pash.idf.il |Unhauthorized LR Access to / B ock 1
46.117.70.225 |israel 147.237.72. 166 |aka. i df . i | :)L'rigasjl i?“a;egdsngg‘;ggzggalﬁ f/ i v kapat 2/ res Bl ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df . il/1283-17060- en/ dover . aspx>. Bl ock 1
69.180.187.48 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/sip_storagelfil es/2/4912. png B ock
204.93.154.210 [hited Sates |147.237.77. 216 |dover.idf. il %ﬂﬁﬂfﬁpfgf& - Protocol vidlation None 1
79.178.108. 209 |l srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 79. 178. 108. 209 B ock 1
23.250.106.78 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/docunents.asp  [B ock 1
208.115.111.72 |thited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showforumasp [B ock 1
157. 55. 39. 78 Lhited Sates |147.237.0.34 |[tikshuv.idf.il Unhaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
66.249. 83. 155 [l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwnidf.il/error.htm Bl ock 1
207. 46. 13. 42 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/nain/forgot password. aspx Bl ock 1
46.19. 85. 177 I srael 147.237.77.216|dover.i df .i | Mal formed URL B ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 192. 243, 55. 131 B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1398-en/ dover . aspx Bl ock 1
208. 100. 26. 229 |lhited Sates [147.237.77.74 [lawidf.il Lhaut hori zed URL Access to / B ock 1

02-21-2016-05:04:07 to 02-21-2016-06:04:07



