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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
115. 239. 228. 10 Chi na 147.237.76. 31 nakchal .idf.il JLM Under _Attack Con_Htp drop 2
185. 130. 5. 174 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np All _Net dr op 1
185. 130. 5. 174 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
185. 130. 5. 174 147. 237. 76. 197 e. hi nush. i df .i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Oount

91. 228. 248. 251 I srael 147.237.76. 42 refuah.idf.il [Cl000004: HTTP. options method (M crosoft) B ock 24
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
149. 56. 41. 141 Wited Sates 147.237.72.166  |aka.idf.il C1000023: HTTP. adnministrator in UR B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste

Signature

L ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2
81.218.22.216 |147.237.77. 233l srael atal.idf.il 7
DDos attack
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
149.56. 41. 141 |147.237.72. 166 |Lhited Sates aka.idf.il SERVER- WEBAPP admi n. php access 1
146.185. 250. 2 |147. 237. 76. 177 gz:;;”i o ncore.idf. il ET SCAN NMVAP -sS wi ndow 1024 1
146.185. 250. 2 |147. 237. 76. 201 23;:1”' o eata.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 215.89. 20 [147.237.72.217|Wited Sates eidf.il ET SCAN NVAP -sS wi ndow 1024 1
61.143.38.96 |[147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 30
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 17
L R SYN+ACXK retransmt wth .
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal e monitor |12
- . . SYN+ACK retransmt wth .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 12
Sreamng Engine: TCP Invalid i i ssi
109. 253. 193. 173|l srael 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. o 12
Ret r ansni ssi on Packet dropped.
- . . SYN+ACK retransmt wth .
192. 243. 55. 137 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 11
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |9
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 9
192. 243. 55. 134 |Doni ni ca 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
192. 243.55. 129 |Doni ni ca 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243.55. 130 |Domi ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |7
123. 103. 8. 95 Chi na 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249.74.9  |United Qates |147. 237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.74.12  |Wited Sates [147.237.76.86 |[navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor |4
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 4
192. 243. 55. 130 |Doni ni ca 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
81.218.22.216 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
L S SYNWACK retransmt with .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence gifferent vi ndow scal @ noni t or 3
Sreanming Engine: TCP Invalid i i ssi
185.32.179. 136 |l srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
123.103. 8. 95 Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79. 180. 235. 216 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
- . . SYN+ACK retransmt wth .
192. 243.55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 3
94.77.196. 82 Saudi Arabia |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |3
192.243.55.132 |Comnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SYNPACK retransmit with monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66. 249. 74. 6 Wited Sates |147. 237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
192. 243. 55. 138 |Doni ni ca 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.131 |Comnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SYNPACK retransmit with monitor |2
di fferent w ndow scal e
81.218.22.216 [Israel 147.237.77. 226 [ chanatz.aka.1df |ga4 TOP sequence Inval i d ACK number monitor |2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 2
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence moni tor |2
192. 243.55. 132 |Domi ni ca 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
81.218.22.216 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 2
45. 55. 53. 138 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |2
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 2
184. 105. 247. 236|United Sates |147.237. 77. 234 |hal ag.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 138 |Domi ni ca 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |1
184.105. 139. 72 |Wnited Sates |147. 237.0.200 [rdu.idf. il Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
216.218. 206. 124 |Wnited Sates |147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.172.193.32 |Hungary 147.237.77. 216 |dover.idf.il DOrectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 193. 173|I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 16
134.249.54. 139 |krai ne 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/nazi/ Bl ock 6
149.56.41. 141 |Uhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 149. 56. 41. 141 Bl ock 5
149.56.41.141 |Uited Sates |147.237.72.166|aka.idf.il PHP At enpt B ock 4
149.56.41. 141 |lhited Sates |147.237.72.166|aka. i df .il Mil ti pl e Adnin Bl ocking from 149. 56. 41. 141 B ock 3
109. 253. 193. 173|l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 2
24.216.73.76 Lhited Sates [147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
] . . URL is Above Root Drectory
209. 95. 50. 12 Uited Sates |147.237.77.216|dover.idf.il wwi of i1/ /shared/cl i ent scri pts/j query/] auery-1.4.2.nin | s B ock 1
Unknown HTTP Request Method A[[#0]][[#0]][[#0]]!| AAEAPUAEA
&I}t A—A A« A2 Bo+[ [ #0] ] A- A¥4qAvA—A™[ [ #28] ][ [ #15] ] A-A?A: AY
! . . AoA?; A—A>AAK in URL dA[[#27]]" APx£AVAE® OTA x§
24.216.73.76  |thited Sates |147.237.76.86 |navy.idf.il [[#1]] ! u[[ #16] ] A 62A; | [ [ #4] ] A" xe5A0A] [ #23] | AAuxax [#31] ] € Bock |1
VA A oA Z[ [ #14] | [ [ #8] ] A—a€ [ kn I « AVEY gx£A. AS- qcEtx’
pn6AYVf [ #28] ] Arv<va
149. 202. 74. 134 |Ger many 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/navy/ B ock 1
Russi an - . Paraneter Type Molation f in
83.149.37.79 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
Illegal Byte Code Character in Method A[[#0]]1[[#0]]1[[#0]]!| AMEARURE
24.216.73.76 Lhited Sates [147.237.76.86 |navy.idf.il A&I} At A—R A« A2 Bo+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ] [ [ #15] ] AA?A. AY |B ock 1
A A'A?; A—A>A A A
213.147.108.22 |Qoatia 147.237.72. 156 |anan. i df . i | PHP At enpt B ock 1
-kosher-kravi . i
40. 77. 167. 57 Lhited Sates |147.237.0.16 g]%/ y Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
157.55.39. 146 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
Russi an . . Paraneter Type Molation | in
83.149.37.79 Federation 147.237.77. 216 [dover . i df . i | wwy i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
Illegal Byte Code Character in URL dAx[[#27]]" APxEAVAE® A x§
! . . [[#1]] x! u[ [#16] ] hAEi 6zA; | [ [ #4] ] A x£5A?A:[ [ #23] ] AzAuxzxT [ #31] ] &€
24.216.73.76  |United Sates |147.237.76.86 |navy.idf.il  ATscAc oA 7[ [ #14] ] [ [ #8] ] A—a€l [ KAl  AYOY qeEA: AS- qeEp Block |1
pn6AYf [ #28] ] Arv<va
213.147.108.22 |Qoatia 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waww aman. i df.il/wp-Iogin. php B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 64. 233 Bl ock 1
. ny- kosher - kravi . i .
184. 105.139. 70 |lhited Sates [147.237.0.16 df il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
Mal formed URL dAx[ [ #27]]" A?xEAVAE OTA x§[ [ #1] ] x! u[ [ #16] ] hAE
24.216.73. 76 Lhited Sates [147.237.76.86 |navy.idf.il i 6zA 1 [[#4] ] A x£5A2A:[ [ #23] ] AzAuxzxT [ #31] ] A€ A™Mx’A- xe B ock 1
A z[ [ #14]] [ [#8] ] A—a€ [ k~l « AV gx£A- AS- qcETx'pn6AYf [ #28] ] Asv<va
. . Uhaut hori zed URL Access to
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . i | vwvi of i1/ engli sh/i df in pi ctures/ 2002/ april/ B ock 1
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwv i df.il/newsite/french/0113-3. stm Bl ock 1
NULL Character in Method A[[#0]][[#0]]1[[#0]]! | AAEA?UREALI} Nr A—
24.216.73.76 Lhited Sates [147.237.76.86 |navy.idf.il A A« A2 Ra+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ] [ [ #15] ] AsA?A- AYA;A'A?; A—|B ock 1
A»A~A~A”
149.56. 41. 141 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-Iogin. php Bl ock 1
. . Unaut hori zed URL Access to
79.181.115.176  Israel 147.237.77. 216 dover . i df . i wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
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