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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
185. 130. 5. 174 147.237. 76. 202 e.halag.idf.il B ock Np Al Net dr op 1
185. 130. 5. 224 147.237.76. 198 e.yohalan.idf.il |Bock Wp All Nets drop 1
185. 130. 5. 174 147.237.76. 34 yohal an. i df . i | B ock Np Al _Net drop 1
185. 130. 5. 174 147. 237. 76. 200 eitan.aka idf.il |Bock Np Al _Net drop 1




02-21-2016-03:04:09 to 02-21-2016-04:04:09

|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

199. 30. 25. 144 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 66.33 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
46.151.52. 253 [147.237. 77. 234 |krai ne hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 230 [147.237. 76. 200 |Lhited Sates |eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
197. 96. 139. 161 [147. 237. 77. 243|South Africa  |nobile.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 56. 82. 22 147.237.0.17 [Netherl ands mny-kosher-kravi .idf.il ET $AN Behavi or al Lhusu.al ! y fast Termnal Server Traffic, 1
Potential Scan or Infection
183.60.48.25 |147.237.76.86 |China navy. i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
177 239,97 111 |147. 237 77 74 |Mexi co Lanidh il ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98. 119. 105. 221 [147. 237. 77. 234 |United Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.76. 199 |Chi na e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
197. 96. 139. 161 |147. 237. 77. 243 |South Africa  |nobile.idf.il ET SCAN NMAP -sS w ndow 4096 1
183.60. 48.25  |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
177 239 97. 111 |147. 237. 77 234 |Msxi co bl g, of i ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98.119. 105. 221 |147. 237.77. 234 |thited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
98. 119. 105. 221 [147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
L S SYNHAK retransnit with different .
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 |dover.idf.i| Bad TCP sequence v ndow scal 6 noni t or 18
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Sreaning Engine: TGP Invalid ' i ssi
89.139. 135. 149 i srael 147. 237. 76. 200 |ei tan. aka.i of . | 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
79.180.12.35  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87. 69. 14. 90 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Russi an L Sreanming Engine: TP Invalid [irvaid segnent retransnissi on.
37.146.83.176 |- -~ 147.237.72. 166 |aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid ' i ssi
87.71.39.190  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.200.193 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Doni ni can . . SYNHAK retransnit with different .
186.7.114. 58 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf. | Bl ock HITP Non Conpl i ant Failed to hand e connection data [monitor |3
176.13.18.210 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243.55. 129 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
75.126.221.55 |Lhited Sates  [147.237.77.74 |lawidf.il Bl ock HITP Non Conpl i ant Failed to hand e connection data [monitor |2
192.243.55.129 |Comini ca 147.237. 77. 216 |dover. i df .i | Bad TCP sequence SINHAK retransmt with different | oqior |2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
40.77.167.62  |wited Sates  |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
75.126.221.55 |lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |2
Sreaning Engine: TGP Invalid i i ssi
208.115.113.89 |lhited Sates  |147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176.13.18.210 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval id ACK nunber alert 2
208. 115.113.93 |lhited Sates 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop 1
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber aert 1
50.63.197.108 |lhited Sates  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to hand e connection data |[monitor |1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 1
123.125.71. 112 |Chi na 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 1
84.94. 24, 239 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval id ACK nunber alert 1
5.22.135. 156 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
184.105.139. 78 |wnited Sates  [147.237.8.28 e nubile-ks.idf.il |Geo-1 ocati on enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
87.69.208.194 |Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.48 Lhited Sates  [147.237.0.35 |akaws.idf.il drop drop 1
208.100. 26. 229 [Lhited Sates  [147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.112 |China 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.94.24. 239 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber monitor |1
213.57.209. 117 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 1
184.105.139. 78 |[Wnited Sates  |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.100. 26.230 |Lhited Sates  [147.237.76.200|eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
162.216. 46. 179 |Wited Sates  |147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.209. 117 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 239|Wited Sates  |147.237.76.197 e himush.idf.il  |Geo-1 ocation enf or cenent Sﬁfolrgzi'nf” I nbound drop 1
. s ] Geo- | ocati on i nbound
85. 25. 43. 94 Ger many 147.237.8.50 |e.tikshuv.idf.il |Geo-| ocation enforcenent onf or coment drop 1
192. 243.55.137 |Doninica 147. 237.77. 216 |dover i df . Bad TCP sequence WS. n‘d/gfv(sg ;ansm't wehdifferent fonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Oount
166. 137.139. 51 |Lhited Sates|147.237.77. 216 |dover.idf . i Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 5
71.123.133.33 |lhited Sates|147.237.77. 216 |dover.idf.i | D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 5
219.94. 163. 62 |Japan 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 219. 94. 163. 62 B ock 4
131. 253. 25. 231 |Lhited Sates|147.237.77. 216 |dover.idf . i Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
185. 32. 179. 84 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 2
79.178. 108. 209 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka. i df.il/xmrpc. php Bl ock 1
198.20.69.74 |[Wited Sates|147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
64.19.78.243 |[lnited Sates|147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
208. 100. 26. 229 [Lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i|aut hori zed URL Access to / B ock 1
208. 100. 26. 230 |Lhited Sates [147.237.76.200(ei tan. aka. i df . i | |Ostributed Lhauthorized URL Access on / B ock 1
Unknown Par arret er
213.151.59.89 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekHbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$87 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
79.178. 108. 209 |I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
192. 243. 55. 130 |Dom ni ca 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v i df.il/english/ news/jeninkilled stn B ock 1
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