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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
185. 130. 5. 174 147. 237. 76. 201 e.atal.idf.il |Bock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
149. 88. 92. 198 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 18
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 3
188. 165. 194. 66 France 147.237.77. 74 lawidf.il C1000008: HTTP: Xenu User Agent Bl ock 2
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 89 France 147.237.76. 42 refuah.idf.il C1000228: HITP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
188.165.194.66  [France 147.237.77.176  |natpash.idf.il |C1000008: HTTP: Xenu User Agent Bl ock 1
188. 165. 194. 66 France 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
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195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
187. 74. 105. 220 |147.237.0. 17 |Brazil mny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
110. 34. 192. 186 [147. 237. 76. 86 |Thai | and navy.idf.il ET SCAN Potential SSH Scan 1
104.215.89. 20 [147.237.0.17 |lnited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
46.26.169.66 |147.237.76.196|Fain e.svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
183. 82. 106. 200 |147. 237.76.86 [India navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
104.215.89. 20 [147.237.0.17 |lnited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
104. 215.89.20 [147.237.0.17 |lLhited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1




02-21-2016-02:04:02 to 02-21-2016-03:04:02

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf. il drop SAMrule drop 36
79.177.39.251 | srael 147.237.76. 200 |6 tan. aka.i of . il Streamng Engi ne: TP Invalid finvalid segnent retransnmission. |, o, 24
Ret ransni ssi on Packet dropped.
50.176.11.116 |lited Sates [147.237. 77. 216 |dover.idf .l Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
85. 130. 247. 223 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber moni tor |9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
85. 130. 247. 223 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
85. 130. 247. 223 |l srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SYN drop 7
162. 216. 46. 163 |Wited Sates |147. 237. 77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 76 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 6
37.26.147.141 |l srael 147.237.72. 166 |aka.idf . i | Bad TCP sequence nonitor |6
46. 19. 85. 76 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor |4
37.26.147.141 |l srael 147.237.72. 166 |aka.idf . i | Bad TCP sequence alert 4
109.67.163.41 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
79.178.193. 223 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
2.54.52. 124 I'srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |3
77.125.0.248  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46.19. 85.76 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
5. 28. 150. 20 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
79.177.223.169 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
37.26.147.141 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
46. 19. 85. 76 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
54.162.16.100 |thited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |2
217.132.81.65 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
5.22.131. 114 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.147.141 |israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 2
54.162.16.100 |lLited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
217.132. 81. 65 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 85. 76 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
71.6.135.131 Lhited Sates |147. 237. 72. 167 |i shurimaka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
217.132. 81. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 5 Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
24.129.102.232 [Whited Sates [147. 237. 77. 216 [dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 71 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor |1
213.57.209. 117 |l srael 147.237.77. 216 |dover.idf.i| drop First packet isn't SN drop 1
37.26.149.239 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬁﬁﬁﬁgf’gﬂgth monitor |1
123.125.71.71 |China 147.237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
109. 253. 212. 239)I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂd;irsa:;n;t Wth different moni tor 1
213.57.209. 117 |[Israel 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
5.22.131.1 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
96. 246.211. 180 [Lhited Sates [147. 237. 77. 216 [dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Wited Sates |147.237. 76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 239. 214. 73 [Chi na 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |1
45.79. 168. 168 147.237.77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
167. 114. 172. 229|Canada 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 1
107.172. 228. 235|Uhited Sates |147. 237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 1
79.177.39.251 |lsrael 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198.20.69.74  |wited Sates |147. 237. 77. 226 "’f"l"’“ha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> Tinmeout  |reject 1
115. 239. 215. 164|Chi na 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
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A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
72.9.148.10 Lhited Sates [147.237.76.86 [navy.idf.il [Wauthorized UR. Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
197. 163. 112. 111|Egypt 147.237.77. 216 |dover . i df . i [|PHP Attenpt Bl ock 1
219.94.163.62 [Japan 147.237.72. 166 |aka. i df .i| |Miltiple Uauthorized URL Access from 219. 94. 163. 62 Bl ock 1
157.55.39.159 |Uhited Sates [147.237.77.216|dover. i df.il|Dstributed Unauthorized LRL Access on wwwidf.il/error. htm B ock 1
46. 19. 85. 54 I srael 147.237.76.86 |navy.idf.il [Abnormally Long Request nethod Bl ock 1
197. 163. 112. 111|Egypt 147.237.77. 216 |dover. i df . i [Junaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
79.178.108. 209 |l srael 147.237.76.86 |navy.idf.il |PHP Attenpt B ock 1
5.29.232.199 | srael 147.237.72. 166 |aka. i df . i | |Wauthorized UR. Access to vww aka. i df.il/val tam Bl ock 1
219.94.163.62 [Japan 147.237.72. 166 [aka. i df . i | |Unaut horized URL Access to aka.idf.il/wp-admn/ Bl ock 1
162.243.110. 109|Uhited Sates [147.237.77.74 |lawidf.il |Mitiple Wauthorized URL Access from 162. 243. 110. 109 B ock 1
46. 19. 85. 54 | sr ael 147.237.76.86 [navy.idf.il [Milfornmed UR B ock 1
207.46.13.80  |Wited Sates [147.237.76.86 [navy.idf.il |Uhauthorized URL Access to navy.idf.il/a€Z Bl ock 1
79.178. 108. 209 |l srael 147.237.76.86 |navy.idf.il |Unauthorized UR. Access to waw navy.idf.il/xnmrpc. php B ock 1
40.77.167. 10 Uhited Sates [147.237.77.216|dover.idf . i[O stributed Unauthorized UR. Access on v idf.il/error.htm Bl ock 1
162. 243. 110. 109|Lhited Sates |147.237.77.74 |lawidf.i|l |Uhauthorized URL Access to wawn | awidf.il/14-he B ock 1
46.19. 85. 54 I srael 147.237.76.86 |navy.idf.il |Unknown HTTP Request Method 6c90366615b4bc1000 in URL Bl ock 1
207.46.13.189 |lWited Sates |[147.237.77.216|dover. i df. i I{Unaut horized URL Access to v idf.il/aman Bl ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover. i df . i [|unaut hori zed LRL Access to wa i df.il/newsite/english Bl ock 1
41. 68. 190. 93 Egypt 147.237.77.216|dover. i df . i [|Dstributed PHP Attenpt B ock 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mﬁré?r.'izleflg-focfég. rtmg/ kkkkkkk=6¢69f deekkkkkkk_6c69f dee Bl ock !
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover. i df.il|Dstributed Lhauthorized URL Access on waw idf.il/error.htm B ock 1
219.9.28.13 Japan 147.237.77. 216 |dover . i df . i [|Unaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
109. 253. 212. 239]I srael 147.237.76. 42 [refuah.idf.ilUhaut horized URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
41.68. 190. 93 Egypt 147.237.77. 216 |dover. i df . i [|D stributed Unaut hori zed URL Access on waw i df.il/xnirpc. php Bl ock 1
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