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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
95. 25. 33. 208 Russi an Federation 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
222.175.179. 242 Chi na 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 2
192. 243. 55. 131 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
185. 130. 5. 224 147. 237.76. 42 refuah.idf.il Block Udp All Nets drop 1
192. 243. 55. 135 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
192. 243. 55. 136 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 224 147.237. 76. 200 eitan. aka.idf.il ock_Udp All _Nets drop 1
185. 130. 5. 201 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1




02-21-2016-00:04:00 to 02-21-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
94.102. 153. 58 United Kingdom [147.237.77.216 |dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 8
94.102. 153. 58 United Kingdom |147.237.77.216 |dover.idf.il |[6134 HITP. SQ Injection Variable Declaration Evasion B ock 4
202. 124. 109. 87 New Zeal and 147.237.77.233 |atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
151. 80. 31. 154 Italy 147.237.76. 42 refuah.idf.il [Cl000228: HTTP. AhrefBot craw er B ock 2
46.4.116. 197 Ger many 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot B ock 2
217.103. 97. 99 Net her | ands 147.237.77.216 |dover.idf.i| |CL000106: HTTP. najestic bot B ock 2
46. 4.116. 197 Ger many 147.237.77.216 |dover.idf.il [Cl1000106: HITP. najestic bot B ock 2
151. 80. 31. 153 Italy 147. 237.76. 42 refuah.idf.il |ClL000228: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.i| |Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 150 Italy 147.237.76. 42 refuah.idf.il [Cl000228: HTTP. AhrefBot craw er B ock 1
83.97.83.125 S t zer| and 147. 237.76. 42 refuah.idf.il |14331: HITP. Suspicious User-Agent (M Session) B ock 1
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|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

2.52.22.178 I srael 147. 237. 76. 200 |ei tan. aka.i df .i | - dro 51
Ret r ansni ssi on Packet dr opped. P
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
192.243.55.136 |Doninica  |147.237.77. 216 |dover. i df. il Bad TCP sequence SINWAK retransmt with different oo |21
wi ndow scal e
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber nonitor |18
192.243.55.135 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINACK retransmt with different oo o 17
W ndow scal e
185. 32. 179. 103 |l srael 147.237. 72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
L R SYNWtACK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal e moni tor |12
149. 88. 169. 105 | srael 147.237.77. 226 V‘:"‘I’W chanatz. aka. 1 \oyN At t ack SYN -> SYN-ACK -> RST rej ect 12
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreaning Engine: TCP Invalid i i SSi
85.130. 223. 209 |israel 147.237.72. 156 |anan. i df . g =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni tor |12
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192.243.55.138 |Comnica  |147.237.77.216|dover.idf.il Bad TCP sequence SINAK retransmt with different Jopgitor |11
wi ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence SYNACK retransmt with different noni tor |10
W ndow scal e
192.243.55.131 |Comnica  |147.237.77.216|dover.idf il Bad TCP sequence SINAK retransmt with different — Jopsitor |10
wi ndow scal e
192.243.55.135 |Domnica  |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 10
192.243.55.133 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINWAK retransmt with different oo |10
wi ndow scal e
L R SYNHAK retransnit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence i ndow scal e monitor |9
192.243.55.130 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINWAK retransmt with different —ooior o
wi ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
S Streamng Engine: TCP TOP segnent out of maxinum
89. 163. 251. 200 |Ger many 147.237.77. 170 |naar achot . i df . i | Segnent Limt Enforcenent al | owed sequence. Packet dr opped. drop 9
- s SYNHAK retransnit with different .
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 8
192.243.55.134 |Domnica  |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
L R SYNHAK retransnmit with different .
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence i ndow scal e monitor |8
192.243.55.131 |Domnica  |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
L R SYNWtACK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence vi ndow scal e monitor |7
192.243.55.132 |Comnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINHAK retransmt wih different — Jopsior |7
wi ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55.135 |Domnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |7
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 7
Sreaning Engine: TCP Invalid i i SSi
46.116.3.137  |Israel 147.237.77. 243 |robi | e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 129 [Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber noni tor |6
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |6
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 6
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i SSi
79.179. 109. 244 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
L s SYNWtACK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal e nonitor |6
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
217.132.81.65 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i SSi
149. 78. 242. 176 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.136 |Domnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
217.132.81.65 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243.55. 131 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
217.132.122. 179]l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55.132 |Domnica  |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |5
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
82.166.247.66 |lsrael 147.237.77. 216 |dover . i df . i | O stributed Lhauthorized UR. Access on www idf.il/error. htm Bl ock 7
41.37.73.235 |Egypt 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 4
37.26.147.221 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | \?wj\ler\?:hiﬁ i‘:’f 2?”' szioﬁtfn“ess on Bock |4
41.37.74. 84 Egypt 147.237.77.216|dover.idf.i |l D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
46.119.117.85 |lkraine 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/nazi/ B ock 3
109. 66. 153. 16 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 3
176. 13.17. 203 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
176.13.18.59 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
197. 34.149. 71 |Egypt 147.237.77. 216 |dover.i df . i Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 2
95.86.117.96 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 95.86.117. 96 B ock 2
89. 163. 251. 200 |Ger many 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to /nyadmi n/ scri pt s/ set up. php B ock 1
67. 84. 40. 89 Lhited Sates [147. 237. 77. 216 |dover. i df . i | Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 192. 243. 55, 137 B ock 1
128. 232. 110. 28 :;?irf;gom 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ Bl ock 1
89.139.79. 129 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
95. 86. 116. 162 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter usg i n waw aka. i df .il/main/snal i ndsnal i maspx None 1
68. 180. 228. 175 |Lnited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
Unknown Par arret er
2.52.148.177 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$71 in ww aka. i df.il/mai n/ gi yus/ questionnaire. aspx
157.55.39. 159 |Uited Sates [147. 237. 77. 216 [dover . i df .i | Abnor mal |y Long Request URL B ock 1
89. 163. 251. 200 |Ger many 147.237.0. 17 $ niyl- kosher - kravi . i Unaut hori zed URL Access to /nyadmi n/scri pts/setup. php B ock 1
192. 243. 55. 132 [Dom ni ca 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 132 B ock 1
74.208.45.22 [lhited Sates |147.237. 72. 156 [anan. i df . i | Enail collector robots 14 B ock 1
207.46.13.42 |Wited States |147. 237. 72. 166 [aka. i df . i | m”;l": IZT?T?:T:: nllsf:g%i?am_aspx None 1
157.55.39. 159 | ted Sates |147.237. 7. 216 |dover. i df . i | o Zed e L tover. aspxC3 A x VAL Bock |1
89. 163. 251. 200 |Ger many 147.237.76.200|ei tan. aka. i df . il Unaut hori zed URL Access to /nyadm n/ scri pt s/ set up. php B ock 1
66.249.74.6 I srael 147.237.76.86 [navy.idf. il VL;]\:VUEQ\(/);.I iz(i‘d. iﬁeprfpfzis; (s)har ed/ user cont r ol s/ navnenu/ Bl ock !
192.243.55.132 [Doninica  [147. 237. 77. 216 |dover . i df . i | m”itgfc’_ri'lzlesiaf:a/ﬁ‘;gf:gn:rool of header upper/ Bock |1
95.86.117.96 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. idf.il/nain/giyus/ Bl ock 1
74.208.45.22 |Wited Sates |147.237.72. 156 |aman. i df . i | eMii | Hoar di ng B ock
37.142. 175. 247 |I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
Unknown Par arret er
213.57.135. 123 |I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$7 in aka.idf.il/mai n/gi yus/ questi onnai re. aspx
176.13.10. 175 |Israel 147.237.77.216|dover.idf.i |l Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
89. 163. 251. 200 |Ger many 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to /nyadmi n/ scri pt s/ set up. php B ock 1
66.249.74.9 I srael 147.237.76. 86 |navy. idf.il vti/]v?\zu;;]\(/))r/.l izc(;fd. iLﬁ; :rfp(l:zstsest/(;har ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
192.243.55. 133 [Doni ni ca 147.237.77.74 [lawidf. il vu\xzw?\zult:vf:rildzf??l /ut:ae_npAIC:tzsssl sthgr ed/ user cont rol s/ | obbyi nf ocent eri tem Bl ock !
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