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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp All Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under At tack_Con_Tcp dr op 2
192. 243. 55. 129 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
123. 151. 42. 61 Chi na 147.237. 76. 196 e.sviva.idf.il B ock Udp All _Nets Con Limt drop 1
185. 130. 5. 201 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
185.94.111. 1 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
185. 130. 5. 201 147.237.76. 196 e.sviva.idf.il B ock_Up Al _Nets dr op 1
185.94.111.1 147.237. 76. 197 e. hinush.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
84.245.33.104  [Netherl ands 147.237.77.176 |matpash.idf.il |6134: HITP SQ Injection Variabl e Declaration Evasion B ock 8
194. 88. 154. 138 |Pol and 147.237.76.86 [navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 8
213.57.128.210 |lsrael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 8
5.102. 254. 233 |l srael 147.237.0. 34 tikshuv.idf.il [ClL000212: HITP. prefix 1.01 in the LR B ock 6
109. 66. 3. 142 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.0l in the URL B ock 6
84.245.33.104  |Netherl ands 147.237.77.176 |mat pash.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
194, 88. 154. 138 |Pol and 147.237.76.86 [navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
103.21.58.191 |india 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 4
89. 19. 29. 90 Tur key 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion Bl ock 4
89. 19. 29. 90 Tur key 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
84.245.33.104  |Netherl ands 147.237.77.176 |mat pash.idf.il |3808 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
89. 19. 29. 90 Tur key 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
89.98.3.81 Net her | ands 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 2
69.167.186.64 |lLhited Sates 147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 2
199.58. 86. 206  [lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
66. 249. 66. 47 I srael 147.237.0. 34 tikshuv.idf.il [ClL000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 39. 60. 189  |Chi na 147.237. 8. 46 e. chi nuch. i df.ill13891: TLS. QpenSSL Encrypt ed/ Lhencrypt ed Heartbeat Packet Pernit 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
188. 247. 77. 187 |Jordan 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 182
Sreanming Engine: TCP Invalid i i ssi
109. 67. 48. 244 |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 54
Ret ransni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 48
172.56.44.194 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
195. 239. 16. 53 RJSS::t”ion 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [nonitor (26
195. 239. 16. 40 stls;;”i o 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [24
109. 253. 205. 2121 srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |21
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
79.183.227. 253 i srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 18
Ret ransn ssi on Packet dropped.
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber noni t or 16
195. 74. 38. 14 Sweden 147.237.77. 233 |atal .idf.il drop SAMrule drop 14
192. 243.55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 13
192. 243.55. 134 |Donini ca 147.237. 77. 216 |dover i of i Bad TCP sequence SAXK retransmt with different 1ooniior  [13
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 12
Ret ransni ssi on Packet dropped.
98.19.222.133 [lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 12
- . . SYNPAXK retransmit with different .
192. 243.55. 130 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
37.26.149.185 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
- . . SYNPAXK retransmit with different .
192. 243.55. 137 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
2.54.185.136  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
66. 96. 128. 60 Lhited Sates [147.237.76.86 |navy.idf.il drop SAMrule drop 12
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 134 |Donmi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
- . . SYNPAXK retransmit with different .
192. 243.55. 130 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 8
192.243. 55. 129 |Doni ni ca 147.237.77.74 [lawidf.i| Bad TCP sequence SINCACK retransmt with different |yoniior s
w ndow scal e
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
79.176.162.87 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or
- . . SYNPAXK retransmit with different .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 8
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
192. 243.55. 137 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINCACK retransmt with different oo |7
w ndow scal e
- . . SYNPAXK retransmt with different .
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber alert
46.121.89.194 |israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
46.19.85.50  |israel 147.237.72. 167 |i shuri maka. i f . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.52.23.107 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.29.253. 113 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.158  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
192. 243.55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
176.13.9.126  |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.225  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
109. 64. 107. 105 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
120. 52. 72. 47 Chi na 147.237.77. 176 |metpash.idf.il  |drop SAMrule drop




02-20-2016-23:04:05 to 02-21-2016-00:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.176.65. 150 |l srael 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 6
2.54. 144. 239 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 67.175.58 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
85. 65. 87. 34 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
Unknown Par arret er
109. 65. 53. 185  |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%$ct | 01$ct | 03$chl Questi o [None 3
n$78 in ww aka.idf.il/nai n/giyus/ questionnai re. aspx
84.110.109. 104 [israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
5. 29. 43. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
Unaut hori zed URL Access to
213.151.45.64 |[Israel 147.237.77. 170 [maar achot . i df . i | maar achot . i df .i |/ pdf/files/ 1/ 113201. pdf &a=u&ved=Oahukewi t h505nyf| |Bl ock 2
ahxh83i khf obb wqf ggpmanmBusg=af gj cnhoet j 7dj | wgt f 1ul t bi 9h5hwo6za
. . . . |Parangeter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Password i n
95. 86. 98. 14 I srael 147.237.76.39 |nobile.neitav.idf.il nobi | . nei tay. i o i |/t enpl at es/ | ogi n. aspx B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 192.243.55. 129 B ock
85. 65. 20. 191 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
i m ny- kosher - kravi . i
199. 115. 117. 88 ;ﬂ;ttee: 147.237.0. 17 df niy| Uhaut hori zed URL Access to 147.237.0. 17/ adm n/ basi c B ock 1
i - kosher-kravi . i df
40. 77. 167. 57 g‘;tt:: 147.237.0. 16 niyl Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
109. 226. 49. 124 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
Unknown Par arret er
109. 65.53. 185  |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%$ct | 01$ct | 03$chbl Questi o [None 1
n$3 in ww aka.idf.il/nain/giyus/ questionnaire. aspx
79.183. 154. 104 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock 1
213.151.45.64 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 213. 151. 45. 64 B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover.idf .il tnauthori zed URL Access to _ Bl ock 1
wa i df . i |/ consol e/ cor e/ doc_ngr/ nte_src=
. . - Unaut hori zed URL Access to
109.67.175.58  |Israel 147.237.77. 243|mobi | €. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock !
199. 115. 117. 88 g;g: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ admi n/ basi ¢ B ock 1
50. 62. 161. 175 ;h;:ee: 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/ wp-admin/ Bl ock 1
109. 253. 205. 212|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ | ayout 2. css  |B ock 1
Unknown Par arret er
109. 65.53. 185 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$35 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx
Unknown Par arret er
84.108. 27. 33 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01%$ct | 03$chl Questi o [None 1
n$34 in ww aka.idf.il/nai n/giyus/ questionnai re. aspx
- . . Unaut hori zed URL Access to ww i df . il/1283-19239- en/ dover . aspx
192. 243. 55. 131 |Doni ni ca 147.237.77.216|dover . i df .i | htt p: / di gg. cond subni & B ock 1
17.138. 56. 26 g“;:s 147.237.77.216|dover.idf .i | Ml tiple Unaut horized URL Access from 17.138.56. 26 Bl ock 1
109. 67.226.81 |l srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
Unknown Par anet er
85.130.192. 48 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenM acekbl der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$81 in wwu aka. i df . i |/ nai n/ gi yus/ questi onnai re. aspx
200. 59. 205. 238 |Argentina 147.237.72. 166 |aka. i df . i | MSQ Dta Retrieval with Inplicit  Qonversion Erors None 1
. - Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fil es/ 1/ 2971, | pg B ock 1
128. 232. 110. 28 E?';;gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
84.108. 95. 93 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 192. 243. 55, 137 Bl ock 1
37.26.149.185 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
109. 67.226.81 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/xnmrpc. php B ock 1
200.59. 205. 238 |Argentina  |147.237.72.166|aka.i df . il Mil tipl e signatures from 200.59. 205. 238 Bl ock 1
162. 144. 123. 57 g“;:s 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/w/ wp-adnin/ B ock 1
Unknown Par arret er
109. 65.53. 185  |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$98 in wwv aka. i df .il/nai n/gi yus/ questi onnai re. aspx
198. 58. 102. 117 g‘;tt:: 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df .il/1294- he/ v i df .i | B ock 1
Lhited - . Unaut hori zed URL Access to
40.77.167. 44 Sates 147.237.77. 233 (atal . i df . i wan atal . idf.il/tenpl ates/shared usercontrol s/ navnenu/ Bl ock !
109. 160. 234. 1091 st ael 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI EVETATEENCRYFTED i n None |1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
Unknown Par arret er
109. 65.53. 185  |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$14 in ww aka. i df.il/nai n/gi yus/ questionnai re. aspx
207. 46. 13. 193 ;h;:ee: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/main/haredi i general . aspx None 1
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