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|Top Attackers | n DDoS- Def ence |

Attacker Address |Target Address |Site Device Action |Count

|Attacker Country

Signature

80. 93. 126. 203 krai ne 147. 237. 76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero drop 2
80. 93. 126. 203 Lkr ai ne 147.237.76.198 e.yohal an.idf.il L4 Source or Dest Port Zero dr op 1
80. 93. 126. 203 Lkr ai ne 147.237.8. 45 eetanidf.il L4 Source or Dest Port Zero drop 1
123. 242. 224. 165 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
80. 93. 126. 203 kr ai ne 147.237. 72. 217 eidf.il L4 Source or Dest Port Zero drop 1
123. 242. 224. 166 Hong Kong 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
185.94.111. 1 147. 237. 76. 147 chi nuch. aka.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
80. 246. 133. 47 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000212: HITP. prefix 1.01 in the URL B ock 4
209.173.241.141 |tnited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4

106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP. User Agent Sogou+web-+spi der Bl ock 1
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Attacker Address

Target Address

At acker
Gountry

Signature

209. 173. 241. 141|147.237.77. 74 |lhited Sates [lawidf.il A Injection - Select From 5
66. 249. 93. 97 147.237.76.30 |Lhited Sates |himush.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
5.102. 254. 233  |147.237.0.34 |[lIsrael tikshuv.idf.il GPL SCAN mnyscan 2
5.102. 254.233  |147.237.0.34 |[lIsrael tikshuv.idf.il I NDI CATOR- SCAN nyscan 2
66.249.81.202 |147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 178 |Chi na ematpash.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.39 [China nobi | e.nei tav. idf.i|[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eid.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 |China dover.idf.il(od) |[ET SCAN Potential SSH Scan 1
179. 43. 141. 234 |147.237.8.46 [Satzerland e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
70.167.116.68 |147.237.0.15 |Uhited Sates |kosher-kravi.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 77. 235 [Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 [Chi na gacenter.aka.idf.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.38 [China eeneitav.id.il [ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 234 |147.237. 77. 243 |Sni t zer| and mobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.50 [China e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 114 [147.237.77. 178 |Wkrai ne enatpash.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TP Invalid i i ssi
218. 186. 166. 242|S ngapore  [147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnission drop 26
Ret ransm ssi on Packet dr opped.
46.19. 85. 48 I srael 147.237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 13
5.102.254.174 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 48 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or
- . . SYNPAXK retransmit with different .
192. 243.55. 130 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 7
46. 19. 85. 48 I srael 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Inval i d ACK nunber alert
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYN+AXK retransmit with different .
46.19. 85. 48 I srael 147.237.77. 176 |matpash.idf .il  |Bad TCP sequence i ndow scal & noni t or 7
46. 19. 85. 48 I srael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Inval i d sequence nuniber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 50 I srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55. 130 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
87.70.13. 42 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.13.17.6 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
85.130.242.3  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.13.7.136  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19. 86. 17 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.147.167 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
82.145.222. 123 |Europe 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 48 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 154. 151 ]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 5
s Unexpect ed post SYN packet - RST
46. 19. 85. 48 I srael 147.237.77. 176 |mtpash.idf.il  |drop or SYN expect ed drop 4
37.26.147.133 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 4
85. 130. 242. 3 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
31.210. 186. 241 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 130 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
185. 3. 147. 231 |l srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
89.138.79.137 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
89.138.79.137 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
Sreaming Engine: TCP Invalid i i ssi
79.182.0.156  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransission drop 3
Ret r ansn ssi on Packet dropped.
123.125.71.91 |China 147.237.77. 176 |matpash.idf .il  |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
77.126.237. 188 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
109. 66. 157. 187 | srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.172  |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179.172.30 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreanming Engine: TGP Invalid i i ssi
2.54. 59, 44 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmission. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87. 68. 56. 37 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
84.228.77.227 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmission. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 205. 163 I srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176.61.135 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 204 | srael 147. 237. 72. 167 |i shuri maka. i df . i g .g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.129.188  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
75.126.221.55 |[Uhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 3
31.210.187.128 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
84.229.32.115 | srael 147. 237.77. 243 |nobi l e. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
5.102.254.233 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 235 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 655
109. 253. 196. 69 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 333
46.19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 295
109. 253. 196. 69 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 194
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 137
2.54.130. 189 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 100
46. 19. 85. 235 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 69
2.54.130. 189 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 36
109. 253. 196. 69 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 26
2.52.13. 80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
5.102.254.233  |israel 147.237.0.34 |tikshuv.idf.il ;?iohfgyszfzgge Sane Response (ode (404) in Session from B ock 5
46. 19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 141. 243]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
46.19. 86. 118 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nmlluinmindex B ock 3
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 2
17.138. 56. 26 Uhited Sates|147.237.77. 216 |dover.idf.il Mil tipl e Unaut horized URL Access from 17.138.56. 26 B ock 2
61.135. 190. 200 |Chi na 147.237.0. 17 g; niyl- kosher -kravi . i Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
5.28.173.33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
74.208.199.13 |lnited Sates|147.237.72. 156 |anan. i df . i | eMai | Hoar di ng B ock 1
46.120. 203. 228 | srael 147.237.72. 166 |aka. i df . i | mu;;:rii dzfe.?I ﬁ;‘gfhmgfzﬂ (. aspx B ock 1
192.243.55.137 |Dominica  |147.237.77.216|dover. i df . il :Qra;;tio” zed URL Access to v idf.1/1540-13036-he/ dover. aspx g 1
37.26.147.133 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Unknown Par arret er
93.172.18.11 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
5.102.254.233 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
79.181.174.49 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
50. 62. 176. 36 Lhited Sates|147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wordpress/ w-adnin/ Bl ock 1
213.57.58.164 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
2.54.54. 152 I srael 147.237.77.243|mobi l e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
66.249.81.215 |[lsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
46.19. 85. 235 I srael 147.237.77.216|dover.idf .l Mil tiple Untraceabl e SSL Sessions from46.19. 85. 235 (Qpen Mode) None 1
157.55. 12. 90 Uhited Sates|147.237.77. 216 |dover.idf.il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
84.94.54.157  [Israel 147.237.76.42 |refuah.idf.il O ted et rorized ﬁaﬁc‘;‘;f; on Hock |1
50.63.196.103 |lhited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
109. 253. 141. 243|I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 1
46. 19. 85. 235 I srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
157.55.39.226 |Uhited Sates|147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
85. 64. 77. 237 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal.idf.il/1440-he/atal . aspx |B ock 1
61.135.190. 198 |Chi na 147.237.0.15 |kosher-kravi.idf.il |unauthorized URL Access to 147.237.0. 15/ B ock 1
74.208.199.13 |Lnited Sates [147.237.72. 156 [anan. i df . i | Enail collector robots 14 B ock 1
171.25.193.131 [Sweden 147. 237.77. 216 |dover . i df . i | LR s fhove Foor Dreatory ot s/] cuery/ | query- 1. 4. 2.rin. | HBock |1
17.138.56.26  |Wiited Sates [147.237. 7. 216 |dover. i df . i | chaut E?”I Izle‘ilgg‘z/i‘;cz‘;siet/? df gdover . asp Bock |1
89.138.79.137 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
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