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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
80. 93. 126. 203 krai ne 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 2
95. 27. 15. 125 Russi an Federation 147.237.76. 42 refuah.idf.il JLM Under _Attack_Con Htp dr op 1
80. 93. 126. 203 Lkr ai ne 147.237.8. 24 elifestyleidf.il L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkrai ne 147.237.76. 39 nobi | e.neitav.idf.il |L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkr ai ne 147.237.72. 14 dover.idf.il (ol d) L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkrai ne 147. 237. 76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 krai ne 147.237. 76. 197 e. hinush.idf.il L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkr ai ne 147.237.76. 38 eeneitav.idf.il L4 Source or Dest Port Zero dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry | rget Address |Site |Sgnature Devi ce Action |Count ‘
149. 88. 178. 95 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HITP. prefix 1.01 in the URL B ock 6
108. 168.219. 174 |lnited Sates 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
87.69.37.73 I srael 147.237.0. 34 tikshuv.idf.il|C1000212: HITP. prefix 1.01 in the IR Bl ock 4
174.34.135.242 |lhited Sates 147.237.77.216 |dover.idf.il [Cl000106: HITP. najestic bot B ock 2
62.210.148.246  |France 147.237.72.166 |aka.idf.il C1000106: HITP. naj estic bot B ock 2
79.181. 37. 46 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 2
157. 55. 39. 216 Lhited Sates 147.237.0. 34 ti kshuv. i df.il|Cl000212: HITP. prefix 1.01 in the URL B ock 1
51. 255. 155. 83 United Kingdom [147.237.77.216 |dover.idf.il |Cl000196: HITP. B ock adnmin login to gov.il sites ?g=user B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv. i df.il|Cl000212: HITP. prefix 1.01 in the URL B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
108. 168. 219. 174|147. 237. 77. 74 |lhited Sates |lawidf.il QA Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
37.26.149.238 |147.237.0.19 |[Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
91.201.236. 114 |[147.237.76.86 |lkraine navy. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.177.131. 151 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
50. 196, 58. 83 147 237 0.16  |Tai ven ny- kosher-kravi i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
51.255. 155. 83  |147.237.77.216 E;ir:;cci]om dover.idf.il SERVER- WEBAPP adm n. php access 1
220.231. 195. 122|147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 114 |147.237.76.86 |lkraine navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108.237.58 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
74.201. 85. 87 147.237.76.42 [lhited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.186. 113. 166 [147. 237. 76. 148 | et nam gacenter. aka. i df . il ET SCAN NVAP -sS wi ndow 4096 1
37 46.43. 30 147 237 76.30 |1srael hivmsh i df i | ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
5.199.164.208 |147.237.77. 216 |Lithuani a dover.idf.il Tehila - Perl LW with fake user agent 1
220. 231. 195. 122|147. 237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
220.231. 195. 122147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

2.52.22.178 I srael 147. 237. 76. 200 |ei tan. aka. i df . i > dro 48
Ret r ansni ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
213.8.204.27  |israel 147.237.72.156 lanan.idf.il  [Bad TCP sequence SN retransmt wih different monitor |30
W ndow scal e
) o SYNretransnmit wth different .
79.181.244.30 |[lIsrael 147.237.76.30 |himush.idf.il |Bad TCP sequence i ndow scal e nonitor |28
109. 253. 131. 41 |Israel 147.237.76.42 |refuah.icf.il [Bad TCP sequence SN retransmt wih different monitor |23
W ndow scal e
- . . SYNWtAXK retransmt with .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal e nonitor |12
reaming BEngine: TCP Invali i i SSi
109. 253.159.7 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
84.228.230. 231 |Rigaria 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
192. 243.55. 135 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SYNFACK retransmt with monitor |9
different w ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
79.182.39. 189 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
79.182.39.189 |Israel 147.237.77. 243 |t e i o1 |2 AMNG Engine: TP Invalid Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
79.176.224.43  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
95. 27. 15. 125 Russi an Federation 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
82. 102. 234. 69 glcf;i'géa” Territory. 1147. 237. 77. 176 |nat pash. i o i1 |dr op Frst packet isn't SIN drop 8
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
5.102.195.159 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7
reamn ine: TCP Invali i i Ssi
46.19.86.193  |Israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
37.26.146.163 |lsrael 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i sSi
79.181.48.129 |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Jinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
79.176.109.3  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
31.210.187. 135 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
213.8.76.133  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.183. 175. 134 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.145.168 | srael 147. 237. 77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
77.126.86.83  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
5.102. 195.159 |l srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence Inval i d ACK nunber nonitor |6
37.26.149.140 |lIsrael 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 253. 159. 77 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence I'nvalid ACK nunber nonitor |6
85.64.172.169 |[lIsrael 147.237.76.30 |[himsh.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
188. 161. 19. 83 g";'cis;i'géa” Territory. 1147. 237. 77. 176 |nat pash. i of . i1 |dr op First packet ism't SWN drop 5
46.117.192.21 |israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
85.64.172.169 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
192. 243.55. 135 |[Donmini ca 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 4
213.57.224.33 |[lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert 4
5.22.135.98 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
109. 253. 159. 77 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
31.210.187.135 |[lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
31.168.197.41 |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64. 34. 215 |Israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.179. 210. 101|i srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.135.131  |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
79.183. 126. 207 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.7. 245 I'srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 23 I srael 147.237.76.30 [himsh.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
84.228.230.231 |Rilgaria 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 287
84.228.230.231 |Rulgaria 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 154
109. 253. 141. 243|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 121
37.26.149.238 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
2.54.153. 42 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 107
109. 253. 141. 243|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 107
84.228.230.231 |Rilgaria 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
2.54.153. 42 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 95
37.26.149.238 | srael 147.237.0.19 |nadi matal .idf. i ;‘;‘_)2'\:?’4;'(2;26 Sane Response Code (404) in Session from Bock |82
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 79
79.176.52.238 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 62
46.19. 85. 246 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 52
2.52.53.228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
46. 19. 86. 250 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 42
109. 253. 141. 243|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 15
208.115.111. 72 |thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ show or um asp Bl ock 11
37.26.149.238 |israel 147.237.0.19 |nadimatal .idf. i ;(7’?2'\:”13'4;;;2‘3 Sane Response Qode (403) in Session from B ock 6
213.57.49.167 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
79.182.39.189 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 86. 24 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.179.197. 161 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.182.111 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 65. 149. 26 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.28.182.213 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte de Character in URL Bl ock 2
2.52.144. 68 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
84.109. 156. 104 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/tenpl ates/tenpl atecontrol s/generic/ |B ock 2
5.199. 164. 208 |Lithuani a 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 2
79.178. 4. 243 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
185. 26.182. 31  |Europe 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to wanidf.il/ https:/twtter.con B ock 2
68.180.230.29 |Lhited States [147.237.77. 176 |mat pash. i df.il |Paraneter Type Mol ati on PageNumin v cogat.idf.il/2113-he/ cogat.aspx [B ock 1
46.121.75.107 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135- he/ at al . aspx B ock 1
79.178. 64. 74 I srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
51. 255. 155. 83 E?i;;gom 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to www i df.il/administrator/ B ock 1
188. 146. 72.58  |Pol and 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df .il/894-en/ dover. aspx/ B ock 1
109. 66. 22. 29 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
80. 246. 130. 32  |Israel 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmw cogat.idf.il/894-ar Bl ock 1
5.102.202.158 [Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
78.154.170.2  [Wkraine 147.237.72.166 |aka. i df . i | mr;i‘;“i ;a: ?/rﬁtuerrl magspr;/zf‘é’;”;f;::d diers. asp None 1
128. 232. 110. 28 zi;g’gom 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
51.255.155.83 | ted 147.237.77. 216 |dover . i df . i | Admi n Bl ocki ng B ock 1
Ki ngdom
84.228.230.231 |Rulgaria 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 1
Unknown Par anet er
79.178.132.119 |[lIsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$71 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
65.55.210.192 |hited Sates [147.237.77. 216 |dover.idf .i | Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
192. 243.55. 135 |Doni ni ca 147.237.77.216|dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 135 B ock 1
109. 253. 131. 41 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
157.55.39. 159  [thited Sates |147. 237. 77. 216 |dover. i df . i | Whaut hori zed URL Access to waw i df.il/error.htm B ock 1
51. 255. 155. 83 Ei“ir]tgegom 147.237.77. 216 |dover . i df . i | Dstributed PHP Atenpt B ock 1
87.68.145.168 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf . il Paraneter Type Mol ati on PageNumin waw i df.il/1133- he/ dover. aspx Bl ock
5.199. 164. 208  |Li thuania 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 5. 199. 164. 208 B ock 1
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