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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
105. 107. 51. 229 Ageria 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 137

82. 80. 25. 198 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 3

80. 93. 126. 203 Lkr ai ne 147.237.76. 197 e hinush.idf.il L4 Source or Dest Port Zero drop 2

80. 93. 126. 203 Lkr ai ne 147.237.76. 201 e atal .idf.il L4 Source or Dest Port Zero drop 1

80. 93. 126. 203 Lkr ai ne 147.237. 72. 156 anan. i df .| L4 Source or Dest Port Zero drop 1

80. 93. 126. 203 Lkrai ne 147.237.77. 205 prisha.idf.il L4 Source or Dest Port Zero drop 1

185. 130. 5. 224 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1

80. 93. 126. 203 Lkr ai ne 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero dr op 1

80. 93. 126. 203 Lkr ai ne 147.237.77. 235 sviva.idf.il L4 Source or Dest Port Zero drop 1




02-20-2016-20:04:08 to 02-20-2016-21:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Sgnat ure Devi ce Action |Oount |
79.178. 33. 227 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the LRL B ock 8
109. 66. 146. 221 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 5
89.98.3.81 Net her | ands 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 2
2.54.53.55 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the LRL B ock 2
188.120.153.172 |[Israel 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 2
46. 19. 85. 170 | srael 147.237.0. 34 tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the URL Bl ock 2
213.57. 243. 193 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the LRL B ock 2
151. 80. 31. 133 Italy 147.237.76.200 |eitan. aka.idf.il [C1000228: HITP. AhrefBot craw er B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000212: HITP: prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 1




02-20-2016-20:04:08 to 02-20-2016-21:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249.81.201 |147.237.76.86 |Wited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
5.102. 254,122  |147.237.76.86 |l srael navy.idf.il  [GPL SCAN nyscan 2
5.102.254.122 |147.237.76.86 |lsrael navy. idf.il I NDI CATOR- SCAN nyscan 2
198. 180. 198. 185|147. 237.8.50 |lhited Sates e tikshuv.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.193 |147.237.76.30 |Netherlands hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
85. 250. 205. 244 |147.237.72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
218. 246. 0. 97 147.237.0.33 [China iof.il ET SCAN NVAP -sS wi ndow 1024 1
89,138 82. 144|147 237 76.30 |15 el Hrush i il ET DO Large amount of TQP ZeroVndow - Possible Nkiller2 DDos 1
att ack
79.183.97.151  |147.237.77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1




02-20-2016-20:04:08 to 02-20-2016-21:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
5.22.134. 209 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 122
Sreamng Engine: TCP Invalid i i ssi
79.176.224.43  |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 87
Ret r ansn ssi on Packet dr opped.
46.117.244.171 |[israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence SiNretransmt wth different o puvor |74
w ndow scal e
o SWNretransnmit wth different .
79.179.32.133 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal nonitor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
46.19. 86.8 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansnm ssi on Packet dr opped.
213.57.189. 3 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
37.46. 38. 229 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni tor |13
- o SYNWAXK retransmt with .
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence different vindow scal e noni tor |13
85. 250. 200. 77 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |10
66.102. 9. 91 Lhited Sates 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 8
31.210. 187. 157 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |7
81.218.141.87 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 84 I'srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
84.109.49.172 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 210 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
79.176.11.245 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
r N ine: TCP Invali i i ssi
5.102. 222. 1 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.183.176.69 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 210 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
31. 210. 186. 245 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
r ing BEngine: TCP Invali i i ssi
46.19.85.165  |Israel 147.237. 72. 167 [i surimaka i ar i || €2 NG Engi ne: TCP Inval i d finval i d segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
5.22.135. 156 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreaming Engine: TGP Invalid i i ssi
77.127.240. 210 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212. 143. 227. 207 i srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. | 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2. 54. 158. 59 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
147. 236. 34. 105 |l srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
192. 243.55. 135 |Domi ni ca 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber aert
5.22.134. 209 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.17.78 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
. o SYN+ACK retransmt with .
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal monitor |5
187. 235. 145. 189|Mexi co 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 5
46. 19. 85. 210 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 210 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
31.210. 186. 245 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |4
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber nonitor |4
46.121.253.23 |[Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
85. 65. 36. 209 I srael 147.237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
192. 243. 55. 135 |Doni ni ca 147. 237.77. 216 |dover.idf .il Bad TCP sequence nmoni t or 4
178. 214. 90. 3 g";'cis;i'géa” Termitory 47, 237. 77. 176 |nat pash.icf. il |drop First packet ism't SWN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
. o SYN+ACK retransmt with .
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal nonitor |4
Sreamng Engine: TCP Invalid i i ssi
37.26.148.216 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
81.218.207.32 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.26. 149 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.181.200. 61 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.187  |Israel 147, 237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.12. 96 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 16
176.13.6. 119 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
109. 64. 130. 155 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 4
109. 160. 253. 216|I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 3
2.52.53, 228 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
185. 32. 179. 155 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.54.135. 72 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 3
37.26.147.254 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
213. 8. 204. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 3
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 2
. . . Uhaut hori zed URL Access to
79.182.8.11 I srael 147.237.77.243|mobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
213.8.204. 61 I srael 147.237.72. 166 [aka. i df . i | Miltiple Ml formed URL from 213. 8. 204. 61 Bl ock
84.108.58.104 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
213. 8. 204. 61 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 213. 8. 204. 61 B ock
m ny- kosher - kr avi _ ,
89. 138. 211. 222 |l srael 147.237.0. 17 Pdf il Dstributed I11egal Paraneter Encodi ng None 2
213. 8. 204. 61 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from213. 8. 204. 61 B ock
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to vww i df.il/hebrew an. .. B ock
. . S Unhtraceabl e Gonnection - Protocol violation
213. 8. 204. 61 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Uhaut hori zed URL Access to
5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
213. 8. 204. 61 I srael 147.237.72. 166 |aka. i df . i | Mal f orned HTTP Header Line 3 B ock 1
86. 97. 148. 123 ;:i']rtaetdeskab 147.237.77. 216 |dover.idf .i | Dstributed PHP At enpt B ock 1
207. 46. 13. 189 g‘;tt:: 147.237.77. 216 |dover.idf .i | Distributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
40.77.167. 10 ;q;:ee: 147.237.77.216|dover . i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm Bl ock 1
213.8.204. 61 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from213.8.204. 61 Bl ock
213.8.204. 61 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane Bl ock
85. 65. 36. 209 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
199. 30. 24. 129 g‘;tt:: 147.237.77. 216 |dover.idf .i | Distributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
77.75.76. 162 ggj%ﬂ c 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v i df. i/ page/ 28/ Bl ock 1
17.138.56. 26 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1133- 13521- he/ dover . aspx B ock 1
Unknown HTTP Request Method | <GAoAVAEACA A3 AC] [ #3] ] A° A“AE
B[ [ #24] ] yA-RAS( ASA™AYAs A"A™r [ [#27] 1 AR A A K in URL nysxor x>
j « x@Ace) At- SAT[ [ #6] ] - | A€° 8A" O/A?« pyx2A»3AS([ [ #17]]1 1*[[#2] ] Ace
v aEL[[#11]]] $sCrA; [ [ #12] ] a€2AVE! yOsva,CAP=A A {| xepxAZ[ [ #26]] A™
213. 8. 204. 61 I srael 147.237.72. 166 |aka. i df . i | b6d" / a€ceA® A€"a€?>g[ [ #15] ] Ace[ [ #5] ] A—xj AE: a€°x3 Al (P A- 4€7 B ock 1
[ [#28]] x@4xEtx?AY[ [ #26] ]~ x2[ [ #12] ] a€?u>baA
[ [ #28]] ET8x'mASEeETAZA® A€75%7x3A; AZAL AceCVAE! eAS[ [ #17]]! A
Quq™ [ [ #20] ] Aza€oej kASAcenxj wxd Aj [ [ #27]] t nf [ #19] ] wAPnA?A—r { 4€2
x?A; kG " 9A«ur d [ #17] 1 [ [ #7] ] x™x“<A—e(/4 [ #15] ] A?6A hea€?[
128. 232. 110. 28 LKTI;;(cijom 147.237.77. 170 [n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ Bock |1
Mal formed URL nyxor x>j « x@Ace) Ax- sAY[ [ #6] ] - | A€° 8A" O/A?« pyxz
Bo3BS([[#17]] 1*[ [#2] ] Acev &€t [ [ #11] ] | $sCHA; [ [ #12] ] a€2A%6! yOwva,
¢A2=A: A {1 xspxAZ[ [ #26] ] A™b6d" / AEeA® &€“aE€?>g[ [ #15] ] Ace[ [ #5] 1 A—
xj AE: 8€° x3 A (7 A- AEZ[ [ #28] ] x2 4x'Etx?AY[ [ #26] ] x2[ [ #12] ] A€?u>baA
213. 8. 204. 61 I srael 147.237.72. 166 |aka. i df . i | [ [#28] ] ET8x'mASERETAZAS a€25x2x5A; AZAt Ace(WaE! eAS[ [ #17] ]! /& B ock 1
Quq’ [ [ #20] ] Aza€cej kASAcenxj wxd Aj [ [#27] ]t nf [ #19] ] wA2nA?A—r { A€
x?A; kG " 9A«u*d [ #17] ] [ [ #7] ] x™x“<A—e(34 [ #15] ] A?6A! hea€
?[ [#28] ]+ Qux™t osx-AG[[#8] ] > @ x2"| 3AE[ [ #23] ] A2AYx?X,
[[#24]] [[#20]] +ex—d[ [#27] ]
Lhited Arab . . : : S
86. 97. 148. 123 Enirat es 147.237.77.216|dover. i df . il O stributed Lhaut hori zed URL Access on waw i df . il/xmrpc. php B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
82.166. 61. 61 | srael 147.237.72. 166 |aka. i df . i | vow aka. i dff i |/ rai / sachar/ pi r suneymof et . aspx None 1
. . Unhaut hori zed Met hod CPTIONS for
212.150.214.90 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
41.107.64.2 Ageria 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on wwidf.il/arr/ B ock 1
176.38.200. 61 |lkraine 147.237.77.74 |lawidf.il Paraneter Type Mol ati on PageNumin ww mag. i df . il/261-en/ pat zar. aspx |B ock 1
109. 65. 128. 227 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |llegal Bte Gode Character in URL B ock 1
213. 8. 204. 61 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header \Val ue B ock 1
85.65. 140, 100 I srael 147.237.72. 166 |aka. i df . i | 'llegal Byte Code Character in LR /nain/kapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
199. 30. 24. 167 g‘;s: 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on ww idf.il/error. htm B ock 1
77.126.24.221 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oily Molation in N None |1
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
31.210. 186. 245 |l srael 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
147. 236. 34. 105 |l srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Qode B ock 1
213. 8. 204. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 213.8.204. 61 Bl ock 1
87. 69. 82. 205 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df.il/nai n/ hoxzx§ B ock 1
213.8.204. 61 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
46.117. 244. 171 |Israel 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f  |B ock 1
109. 65. 201. 179 |l srael 147.237.76.86 [navy.idf.il PHP At t enpt Bock |1
. . Illegal Byte Code Character in Method | <GReAYAEACA S A [#3]] A° A
213. 8. 204. 61 I sr ael 147.237.72. 166 [aka. i df . i | AGER] [ #24] | yA-RAS( ASAAYAS A-Amr [ [ #27]] Aokl A A; A Bock |1
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