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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
105.107.51.229 Algeria 147.237.77.216 dover.idf.il TCP Scan (vertical) drop 137

82.80.25.198 Israel 147.237.77.216 dover.idf.il Block_Udp_All_Nets drop 3

80.93.126.203 Ukraine 147.237.76.197 e.himush.idf.il L4 Source or Dest Port Zero drop 2

80.93.126.203 Ukraine 147.237.76.201 e.atal.idf.il L4 Source or Dest Port Zero drop 1

80.93.126.203 Ukraine 147.237.72.156 aman.idf.il L4 Source or Dest Port Zero drop 1

80.93.126.203 Ukraine 147.237.77.205 prisha.idf.il L4 Source or Dest Port Zero drop 1

185.130.5.224 147.237.76.199 e.nakchal.idf.il Block_Udp_All_Nets drop 1

80.93.126.203 Ukraine 147.237.76.86 navy.idf.il L4 Source or Dest Port Zero drop 1

80.93.126.203 Ukraine 147.237.77.235 sviva.idf.il L4 Source or Dest Port Zero drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

79.178.33.227 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 8

109.66.146.221 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 5

89.98.3.81 Netherlands 147.237.77.216 dover.idf.il C1000008: HTTP: Xenu UserAgent Block 2

2.54.53.55 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 2

188.120.153.172 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 2

46.19.85.170 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 2

213.57.243.193 Israel 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 2

151.80.31.133 Italy 147.237.76.200 eitan.aka.idf.il C1000228: HTTP:  AhrefBot crawler Block 1

157.55.39.97 United States 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 1

106.38.241.106 China 147.237.72.166 aka.idf.il C1000103: HTTP: User Agent Sogou+web+spider Block 1

157.55.39.216 United States 147.237.0.34 tikshuv.idf.il C1000212: HTTP: prefix 1.01 in the URL Block 1

106.38.241.106 China 147.237.77.216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spider Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66.249.81.201 147.237.76.86 United States navy.idf.il ET SCAN NMAP -sA (2) 2

5.102.254.122 147.237.76.86 Israel navy.idf.il GPL SCAN myscan 2

5.102.254.122 147.237.76.86 Israel navy.idf.il INDICATOR-SCAN myscan 2

198.180.198.185 147.237.8.50 United States e.tikshuv.idf.ilET SCAN NMAP -sS window 3072 1

94.102.48.193 147.237.76.30 Netherlands himush.idf.il ET SCAN NMAP -sS window 1024 1

85.250.205.244 147.237.72.166 Israel aka.idf.il portscan: TCP Distributed Portscan 1

218.246.0.97 147.237.0.33 China idf.il ET SCAN NMAP -sS window 1024 1

89.138.82.144 147.237.76.30 Israel himush.idf.il
ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos
attack

1

79.183.97.151 147.237.77.216 Israel dover.idf.il portscan: TCP Distributed Portscan 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message
Device
Action

Count

5.22.134.209 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number monitor 122

79.176.224.43 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 87

46.117.244.171 Israel 147.237.77.234 halag.idf.il Bad TCP sequence
SYN retransmit with different
window scale

monitor 74

79.179.32.133 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence
SYN retransmit with different
window scale

monitor 36

41.33.231.90 Egypt 147.237.77.216 dover.idf.il drop SAM rule drop 36

46.19.86.8 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 24

213.57.189.3 Israel 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 16

37.46.38.229 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 13

192.243.55.135 Dominica 147.237.77.216 dover.idf.il Bad TCP sequence
SYN+ACK retransmit with
different window scale

monitor 13

85.250.200.77 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 12

192.243.55.135 Dominica 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 10

66.102.9.91 United States 147.237.77.233 atal.idf.il drop First packet isn't SYN drop 10

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 9

192.243.55.135 Dominica 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 8

31.210.187.157 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 7

81.218.141.87 Israel 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 7

46.19.85.84 Israel 147.237.76.147 chinuch.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

84.109.49.172 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.85.210 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 6

79.176.11.245 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

5.102.222.1 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

79.183.176.69 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.85.210 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 6

31.210.186.245 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.85.165 Israel 147.237.72.167 ishurim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

5.22.135.156 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number monitor 6

77.127.240.210 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

212.143.227.207 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

2.54.158.59 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

147.236.34.105 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

192.243.55.135 Dominica 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 6

5.22.134.209 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 6

2.52.17.78 Israel 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 5

192.243.55.135 Dominica 147.237.77.74 law.idf.il Bad TCP sequence
SYN+ACK retransmit with
different window scale

monitor 5

187.235.145.189 Mexico 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 5

46.19.85.210 Israel 147.237.76.30 himush.idf.il Bad TCP sequence Invalid ACK number alert 5

46.19.85.210 Israel 147.237.76.30 himush.idf.il Bad TCP sequence Invalid ACK number monitor 5

31.210.186.245 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 4

192.243.55.136 Dominica 147.237.77.74 law.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.121.253.23 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

85.65.36.209 Israel 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.135 Dominica 147.237.77.216 dover.idf.il Bad TCP sequence monitor 4

178.214.90.3
Palestinian Territory,
Occupied

147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 4

195.34.150.18 Austria 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 4

192.243.55.131 Dominica 147.237.77.74 law.idf.il Bad TCP sequence
SYN+ACK retransmit with
different window scale

monitor 4

37.26.148.216 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

81.218.207.32 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

2.54.26.149 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

79.181.200.61 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

46.19.86.187 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

176.13.12.96 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 16

176.13.6.119 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 5

109.64.130.155 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 4

109.160.253.216 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

2.52.53.228 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

185.32.179.155 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

2.54.135.72 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

37.26.147.254 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

213.8.204.61 Israel 147.237.72.166 aka.idf.il Distributed Illegal Byte Code Character in URL Block 3

66.249.81.218 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

79.182.8.11 Israel 147.237.77.243 mobile.idf.il
Unauthorized URL Access to
mobile.idf.il/categorytemplates/listchilddocuments/1071

Block 2

213.8.204.61 Israel 147.237.72.166 aka.idf.il Multiple Malformed URL from 213.8.204.61 Block 2

84.108.58.104 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

213.8.204.61 Israel 147.237.72.166 aka.idf.il Multiple Unknown HTTP Request Method from 213.8.204.61 Block 2

89.138.211.222 Israel 147.237.0.17
m.my-kosher-kravi
.idf.il

Distributed Illegal Parameter Encoding None 2

213.8.204.61 Israel 147.237.72.166 aka.idf.il Multiple Illegal Byte Code Character in Method from 213.8.204.61 Block 2

192.243.55.135 Dominica 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/hebrew/an... Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE)

None 1

5.22.135.156 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/apple-touch-icon-precomposed.png

Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Malformed HTTP Header Line 3 Block 1

86.97.148.123
United Arab
Emirates

147.237.77.216 dover.idf.il Distributed PHP Attempt Block 1

207.46.13.189
United
States

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

40.77.167.10
United
States

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Multiple Illegal HTTP Version from 213.8.204.61 Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Illegal Byte Code Character in Header Name Block 1

85.65.36.209 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

199.30.24.129
United
States

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

77.75.76.162
Czech
Republic

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/page/28/ Block 1

17.138.56.26
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/1133-13521-he/dover.aspx Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il

Unknown HTTP Request Method l<GÂ¤Â¼Â£Â¢Ã„Â³Â©[[#3]]Â°Ã“ÂŒ
B[[#24]]yÂ¬RÂŠ(ÂšÃ™Â¼Â³Â¯Ã™r[[#27]]Ã›Ã²Â Â¡Ãˆ in URL my×›r×›
j•×©Ãœ)Â±-sÂ¶[[#6]]-lâ€°8Â¨Ö½Â?•py×žÃ»3Ãš([[#17]]1*[[#2]]Âœ
vÖ³â€¹[[#11]]l$sÖ±Â¡[[#12]]â€žÃ¼c!yÖ»vâ„¢Ã?=Â·Â {l×•pxÂž[[#26]]Ã™
b6d"/â€œÂ®'â€“â€?>g[[#15]]Âœ[[#5]]Ã—×¡Â£:â€º×³Â¦Ö²Ââ€Ž
[[#28]]×ª4×‘Ë†×?ÃŸ[[#26]]`×ª[[#12]]â€?u>baÂ´
[[#28]]Ë†8×‘mÃšËœË†ÂžÂ³â€ž5×ž×šÃ¿ÂŽÂ¹ÂœÖ¾â€¦eÃŠ[[#17]]!Æ’
Öµq`[[#20]]Ãžâ€œjkÃšÂœn×¡w×³Â¡[[#27]]tm[[#19]]wÃ?nÃ?Ã—r{â€ž
×?Â¡kÖ²"9Â«u*d[[#17]][[#7]]×™×“<Ã—eÖ½[[#15]]Ã?6Â¦heâ€?[

Block 1

128.232.110.28
United
Kingdom

147.237.77.170 maarachot.idf.il Unauthorized URL Access to 147.237.77.170/ Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il

Malformed URL my×›r×›j•×©Ãœ)Â±-sÂ¶[[#6]]-lâ€°8Â¨Ö½Â?•py×ž
Ã»3Ãš([[#17]]1*[[#2]]ÂœvÖ³â€¹[[#11]]l$sÖ±Â¡[[#12]]â€žÃ¼c!yÖ»vâ„
¢Ã?=Â·Â {l×•pxÂž[[#26]]Ã™b6d"/â€œÂ®'â€“â€?>g[[#15]]Âœ[[#5]]Ã—
×¡Â£:â€º×³Â¦Ö²Ââ€Ž[[#28]]×ª4×‘Ë†×?ÃŸ[[#26]]`×ª[[#12]]â€?u>baÂ´
[[#28]]Ë†8×‘mÃšËœË†ÂžÂ³â€ž5×ž×šÃ¿ÂŽÂ¹ÂœÖ¾â€¦eÃŠ[[#17]]!Æ’
Öµq`[[#20]]Ãžâ€œjkÃšÂœn×¡w×³Â¡[[#27]]tm[[#19]]wÃ?nÃ?Ã—r{â€ž
×?Â¡kÖ²"9Â«u*d[[#17]][[#7]]×™×“<Ã—eÖ½[[#15]]Ã?6Â¦heâ€
?[[#28]]+.Ö¿×™tos×–Â®[[#8]]>^@× ×²"l3ÂŒ[[#23]]Ã?Â¼×?×‚
[[#24]][[#20]]+e×—d[[#27]]

Block 1

86.97.148.123
United Arab
Emirates

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/xmlrpc.php Block 1

82.166.61.61 Israel 147.237.72.166 aka.idf.il
Unknown Parameter __VIEWSTATEENCRYPTED in
www.aka.idf.il/main/sachar/pirsumeymofet.aspx

None 1

212.150.214.90 Israel 147.237.72.166 aka.idf.il
Unauthorized Method OPTIONS for
www.aka.idf.il/main/giyus/authenticationservice.asmx/getauthuser

Block 1

41.107.64.2 Algeria 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/arr/ Block 1

176.38.200.61 Ukraine 147.237.77.74 law.idf.il Parameter Type Violation PageNum in www.mag.idf.il/261-en/patzar.aspx Block 1

109.65.128.227 Israel 147.237.72.166 aka.idf.il Distributed Illegal Byte Code Character in URL Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Illegal Byte Code Character in Header Value Block 1

85.65.140.100 Israel 147.237.72.166 aka.idf.il
Illegal Byte Code Character in URL /main/kapatz//res
ources/images/innerpage/goback.gif

Block 1

199.30.24.167
United
States

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

77.126.24.221 Israel 147.237.72.166 aka.idf.il
Parameter Read Only Violation  in
www.aka.idf.il/main/giyus/miyun/miyunprocessquestionnaire.aspx

None 1

31.210.186.245 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

147.236.34.105 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Multiple Abnormally Long Request from 213.8.204.61 Block 1

87.69.82.205 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/ho×ž×§ Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il Abnormally Long Header Line request header name Block 1

46.117.244.171 Israel 147.237.77.234 halag.idf.il Unauthorized URL Access to 147.237.77.234/images/shared/bullet1.gif Block 1

109.65.201.179 Israel 147.237.76.86 navy.idf.il PHP Attempt Block 1

213.8.204.61 Israel 147.237.72.166 aka.idf.il
Illegal Byte Code Character in Method l<GÂ¤Â¼Â£Â¢Ã„Â³Â©[[#3]]Â°Ã“
ÂŒB[[#24]]yÂ¬RÂŠ(ÂšÃ™Â¼Â³Â¯Ã™r[[#27]]Ã›Ã²Â Â¡Ãˆ

Block 1
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