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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
82.132. 229. 15 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
119. 142. 236. 243 Chi na 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 2
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
80. 93. 126. 203 Lkrai ne 147.237.76. 148 gocenter.aka.idf.il |L4 Source or Dest Port Zero drop 1
66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
80. 93. 126. 203 Lkrai ne 147.237.76. 198 e.yohal an.i df .il L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkrai ne 147.237.8. 14 e.orchot.idf.il L4 Source or Dest Port Zero drop 1
80. 93. 126. 203 Lkr ai ne 147.237. 76. 39 nobile.neitav.idf.il |L4 Source or Dest Port Zero dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Oount |
64. 251. 25. 176 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
64.251.25. 176 Lhited Sates 147.237.77.216 |dover.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
69. 30. 213. 18 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HTTP. maj estic bot B ock 2
69. 30. 213. 18 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
84.111.159.126 |[Israel 147.237.0. 34 tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the URL B ock 2
31.168. 144. 34 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the URL Bl ock 2
109. 64.190. 192 [l srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the LR B ock 1
46.117.156.218 |Israel 147.237.77.170 |maarachot.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
123.126.68.115 |China 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 117 Italy 147.237.0. 15 kosher-kravi .idf.il |CL000228: HITP. AhrefBot craw er B ock 1
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 1
106. 38.241. 106  |Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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64.251.25.176 [147.237.77.216|lhited Sates |dover.idf.il S Injection - Select From 12
64.251.25.176 |[147.237.72.166|Wited Sates |aka.idf.il SQ Injection - Select From 9
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
45.32. 84. 108 147. 237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
212.199. 151. 146147. 237. 77. 216 || srael dover . idf.il portscan: TCQP D stributed Portscan 1
45, 32. 84. 108 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
40.117.40.240 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237.76.86 [China navy. i df.il ET SCAN NVAP -sS w ndow 3072 1
125. 227. 64. 115 |147.237.0.15 |Taiwan kosher -kravi .idf.il ET SCAN NMAP -sS w ndow 1024 1
104. 44. 133. 108 |147.237.77.243|lhited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.169.245. 171 |147.237.0.19  |Ger many nadi matal .idf.il Er SCAN Behavi or al Lhusu_al 'y fast Termnal Server Traffic, 1
Potential Scan or Infection
45, 32. 84. 108 147. 237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
45, 32. 84. 108 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
208. 80. 155. 217 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
45.32.84. 108 147.237.0. 16 ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183. 61. 109. 189 [147.237.76.86 |China navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
31.210.188.10 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 138. 225 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 44.133. 108 [147.237.77. 243 |Wited Sates [mobile.idf.il ET SCAN NMAP -sS w ndow 3072 1
87.106.248.49 |147.237.76. 44 |Ger many e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45. 32. 84. 108 147. 237. 76. 148 gqcenter. aka. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

count ry Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
e SYNretransmt wth different .
94.230.92.196 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 25
Sreaning Engine: TCP Invalid i i ssi
185.3.144.46  |Israel 147.237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
o SYNretransmt wth different .
89. 139. 233. 108 |I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 20
107. 167. 106. 22 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TCP Invalid i i ssi
85.130.141. 48 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segrent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
192.243.55.138 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SIAK retransmt with different | oo |18
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACGK nunber noni t or 17
Sreanming Engine: TCP Invalid i i ssi
46. 116. 133. 105 I srael 147.237.0.19 |nadimatal.idf.il 9 =9 nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.
192.243.55.131 |Doninica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence SINCAQC retransmt with different Joonitor |15
w ndow scal e
192. 243. 55. 138 | Do ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 13
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19.85.210 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid i i ssi
46.19.85.84  |israel 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243. 55. 133 |Doni ni ca 147. 237.77. 216 |dover.i df .| Bad TCP sequence SINAK retransmt with different oo |12
w ndow scal e
192.243.55.136 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SAK retransmt with different Joooiior |11
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192.243.55.131 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINACK retransmt with different oo |10
w ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 10
Sreaning Engine: TCP Invalid i i ssi
84.228.95.138 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
109. 65.174. 4  |Israel 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
Sreanming Engine: TGP Invalid i i ssi
109. 64. 18. 186 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.20.193 |israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
o SYNVACK retransmt wth different .
91. 135. 102. 191 |I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 8
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i ssi
84.108. 58. 128 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACGK nunber alert 8
- . . SYNVACK retransmt wth different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal noni t or 8
91. 135. 102. 191 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber alert 7
- e SYNVACK retransmt wth different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence i ndow scal e noni t or 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
L . . SYNtAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 7
192.243.55.133 |[Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SIAK retransmt wth different | oo |7
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or 7
- o SYNVACK retransmt wth different .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 7
Sreaning Engine: TCP Invalid i i ssi
79.182.96.44 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
- o SYNVACK retransmt wth different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 6
Sreaning Engine: TQP Invalid i i ssi
2.52.22.32 I srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
79.178.70.215 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
212. 199. 218. 50 I srael 147.237.77. 243 |nobil e. i of . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
- o SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 6
Sreaning Engine: TCP Invalid i i ssi
84.108.42.69 |Israel 147. 237.77. 243 |nbi l e. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
188. 120. 154. 51 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i ssi
79.180. 112. 238 |l sr ael 147. 237.72. 166 |aka i of . i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.28.152.123 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 135
46.116. 133. 105 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 106
5.28.152. 123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 104
46.116. 133. 105 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 93
84.110. 109. 104 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
84.110.109. 104 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 19
84.110. 109. 104 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 18
79.180.52.194 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
5.28.152. 123 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 17
109. 186. 181. 86 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 186. 181. 86 B ock 14
176.13.4.109  |israel 147.237.0. 17 in:jfnyi-lkosher-kraw “[Mitiple 111egal Parameter Encoding from176.13. 4. 109 None 11
46. 19. 85. 228 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 9
2.52.144. 249 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
46.116. 133. 105 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 4
5. 29. 43. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
79.177.218.68 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
80. 246. 133. 192 |l srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 3
5.28.152.123  |Israel 147. 237.77. 243 |nobi L e. i df . i | o st out ed l%?:;gg:'yfggpfg‘esﬁfftih?’l‘ tdocurent o 1152 Bock |3
109. 65. 174. 4 I srael 147.237.77. 216 |dover.i df . il Mul ti pl e Unaut hori zed URL Access from 109. 65. 174. 4 B ock 2
5.29. 160. 112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
66.249. 64. 233 |lIsrael 147.237.77.216|dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
17.138.56. 26 Lhited Sates|147.237. 77. 216 |dover.i df . il Mul ti pl e Unaut horized LRL Access from 17.138. 56. 26 B ock 2
213. 8. 204. 65 I srael 147.237.76. 147 [chi nuch. aka. i df .il |Miltiple Unauthorized URL Access from 213.8.204. 65 Bl ock 2
46.99.125.164 |Abania 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1
94.230.92.196 |Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Header Line request header name B ock 1
2.54.151. 197 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1403- he/ at al . aspx Bl ock 1
104.131. 211. 161 |United Sates|147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww mag.idf.il/14-he B ock 1
80.246.136.39 | srael 147.237.72. 166 |aka. i df . i | isfﬁagfgﬂfecﬂ“fg - Protocol vidlation None |1
78.154.170.2  |Wraine 147.237.72. 166 |aka. i df . i | wwtr;i‘;“i d'?arl f‘;ﬁt;: ;a”;’&z?g;”;;‘:gd diers. asp None |1
94.230.92.196 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 94.230. 92. 196 B ock 1
94.230.92.196 |Israel 147.237.72. 166 |aka. i df . i | Mil for ned HTTP Header Line 4 B ock 1
46.117.109.75 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/error/styles/ B ock 1
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover . i df . il Unhaut hori zed URL Access to waw i df.il/irag/ english/info07. asp B ock 1
85. 65. 207. 247  [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1245-he/ at al . aspx Bl ock 1
149. 254. 56. 57 E?i;;gom 147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock 1
Unknown HTTP Request Met hod 'Ay{ll/{[ﬁ_m]__] AgO/A‘A;A?,AosA[[#zsl]A"
94.230.92.196  [Israel 147.237. 72. 166 |aka. i df . i | [AE)??L]Z‘Q?{ s o ;Ei?/{_d/xh;:.[c%?][ Lﬁ]q]n ) e A ook |
} xCAEr O/AYm} x?( Afkvpbx°® /@I [ #7] ] a€Z
79.183.7.21 I srael 147.237.77.233|atal .idf .il Paraneter Type M ol ation search in wwnatal .idf.il/1440-he/atal . aspx Bl ock 1
94.230.92.196 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from94. 230.92. 196 |B ock 1
65.55.210.193 |Wited Sates|147.237.77. 216|dover.idf . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
199. 73.63. 142  |Jamai ca 147.237.77. 216 |dover.i df . il Dstributed PHP Attenpt B ock 1
46.99.125.164 |Abania 147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on www i df .i|/xmrpc. php Bl ock 1
185. 72. 217. 89 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
94.230.92.196 |Israel 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request et hod B ock 1
84.108. 42. 69 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
94.230.92.196 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 94.230.92. 196 B ock 1
Mal formed URL ydhx?[ [ #0]] ASqn( O, =& uA?93nA»gATA! xnnA»0x“
94.230.92.196 |[lIsrael 147.237.72. 166 |aka. i df . i | ~0[ [ #22] ]NA?a€: 3be?7\- Aoxec AZ[ [ #12] ] Eoe[(Aazxgl & h7a,¢A?A " agz B ock 1
} x@a€t O/AVin} x2( ATkvpbx°® F@I[ [ #7] ] 4€Z
46.120.73.203 |Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LR. Access to nobile.idf.il/https:/nobile.idf.il/ B ock
195. 154. 146. 225|France 147.237.77.74 [lawidf.il I11egal HITP \ersion HITH Bl ock
86. 97. 148. 123 g:;deﬁ”ab 147.237.77.216|dover . i df . il Ostributed PHP A tenpt B ock 1
149. 254. 56. 57 LK!iﬂr:gegom 147.237.77.216|dover.i df . il D stributed Waut hori zed UR. Access on v i df .i|/xnrpc. php Bl ock 1
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