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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
173. 199. 124. 85

|Target Address  |Site

|Signature |Device Action  |Count |
Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
173.199. 124. 85 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Atta r Qountry ‘Target Addr ess |Site |Sgnature Devi ce Action |Oount |
46.121.81. 86 I srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP: prefix 1.01 in the LR B ock 13
89. 139. 147. 59 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 6
177.185.194. 47 |Razil 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
64.87. 23.55 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
177.185.194. 47 |Razil 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
46.117.156. 218 |Israel 147.237.77.170 |maarachot.idf.il |Cl000004: HTTP. options nethod (M crosoft) Bl ock 2
195. 154. 200. 93 |France 147.237.77.216 |dover.idf.il CL000106: HTTP. naj estic bot B ock 2
106. 38.241. 106  [Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 2
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP. User Agent Sogou+web+spi der Bl ock 1
178. 63. 18. 196 Ger many 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
115. 124. 70. 145  [Indonesi a 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
188. 165. 15. 224  |France 147.237.77.216 |dover.idf.il C1000228: HTTP. AnrefBot craw er Bl ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il Cl000212: HITP: prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

177. 185. 194. 47 147.237.77.74  |Bazl lawidf.il SQ Injection - Select From 10
64.87.23.55 147.237.72.166 |lnited Sates aka.idf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216 [Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.26.148. 227 147.237.0.19 I srael nadi matal .idf.il [ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
183. 60. 48. 25 147.237.76.44  |China erefuah.idf.il  |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.19 Chi na nadi matal .idf.il |ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147.237.77.235 |Russian Federation |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181  [147.237.0.35 Tur key akavs. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
218. 201. 61. 82 147.237.76.197 [China e. hinush.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 30 Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
109. 235. 254. 181  [147.237.0.35 Tur key akavs. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
91. 216. 3. 106 147.237.77.216 |Russian Federation |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218. 201. 61. 82 147. 237.76.198 |Chi na eyohaan.idf.il |ET SCAN Potential SSH Scan 1
218.201. 61. 82 147.237.0.35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

2.52.144. 194 I srael 147.237.76. 200 |ei tan. aka.i df .i | > dro 54
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i Ssi
84.108.58.128 |Israel 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssi on. drop 36
Ret ransm ssi on Packet dropped.
S SWNretransnmit wth different .
109. 64.11. 136 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 28
79.179.146.120 |Israel 147.237.77.233|atal .icf.il  [Bad TCP sequence Sretransmt wth different alert 19
wi ndow scal e
S SWNretransnmit wth different .
79.179. 146. 120 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 19
reamng BEngine: TCP Invali i i ssi
5. 28. 154. 45 I'srael 147, 237.76. 200 [ei tan aka i of i1 [ €M NG Engine: TP Invalid  Jinvalid segnent retransissi on drop 18
Ret ransm ssi on Packet dropped.
192. 243. 55. 134 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 16
192. 243.55. 134 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINACK retransmt with different | oo |15
wi ndow scal e
- . . SYNPAXK retransmit with different .
192. 243.55. 130 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 14
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanmng Engine: TCP Invalid i i SSi
77.127. 209. 155 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo 11
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.icf.il  |Bad TCP sequence SINAK retransmt with different oo |11
w ndow scal e
192. 243.55. 137 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAC retransmt with different Joonitor |10
wi ndow scal e
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber noni t or 10
192. 243.55.129 |Donini ca 147.237.77.216 |dover.idf.il  |Bad TOP sequence SIAK retransmt with different oo |10
wi ndow scal e
- . . SYNPAXK retransmt with different .
192. 243.55. 135 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
Sreanming Engine: TGP Invalid i i ssi
188. 120. 154. 138|l srael 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
46.117.156. 218 |Israel 147.237.77. 170 |n@arachot . i of .i 1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence SINWAK retransmt with different oo, o 8
wi ndow scal e
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid AGK nunber alert 8
C e SWNretransnmit wth different .
46.120. 249. 9 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence wi ndow scal e noni t or 8
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid AGK nunber noni t or 7
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 7
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Inval i d ACK nunber alert 7
188. 120. 148. 165! srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid AGK nunber noni t or 7
85. 65. 144. 117 |l srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 7
37.26.148.227 |lIsrael 147.237.0.19 |madimatal.idf.i|Bad TCP sequence I'nval i d AGK nunber noni t or 7
- . . SYNPAXK retransmit with different .
192. 243.55. 131 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 7
Sreanming Engine: TGP Invalid i i ssi
5.102.241. 242 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.8.128.101 | srael 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.28.153. 148 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i SSi
79.180. 112. 238 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.227 |lIsrael 147.237.0.19 |nadimatal.idf.ijBad TCP sequence alert 6
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.232  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.142.87 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
192. 243.55. 132 |Donini ca 147.237.77.216 |dover.idf.il  |Bad TOP sequence SIAK retransmt with different | oqivor |6
wi ndow scal e
46.121. 81. 86 | srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i ssi
2.54.19. 180 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
46.19. 85. 232 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence I'nval i d ACGK nunber aert
37.26.148.227 |lsrael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence noni t or
Sreanming Engine: TCP Invalid i i Ssi
109. 253. 210. 171|i srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 230. 246 I srael 147.237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 232 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
79.180. 151. 218 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.148.227 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 234
84.110. 109. 104 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 152
79.176.131. 210 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 142
79.176.131.210 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
84.110. 109. 104 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 79
79.182.198.45 [Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 71
2.54.53. 61 I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 71
79.182.198.45 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 43
2.54.53.61 I srael 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 33
79.176.131. 210 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 26
37.26.148.227 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 22
2.54.53.61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 18
84.110. 110. 107 [Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Same Response Code (404) B ock 15
66.249.81.212 |Israel 147.237.77.216|dover . i df . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 6
66.249.81.218 |[Israel 147.237.77.216|dover.idf .l Ostributed Wnaut horized URL Access on waw idf.il/error. htm B ock 4
84.110. 109. 104 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 4
66.249. 81. 215 |Israel 147.237.77.216|dover . i df . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 3
17.138. 56. 26 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/tenpl atecontrol s/ generic/ B ock 3
5.29. 160. 112 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
Unknown Par arret er
82.81.36. 177 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$7 [None 2
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
93.173.135. 246 |[lIsrael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphivai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chl Questi on$8 |None 2
5 in ww aka.idf.il/mnain/giyus/questionnaire. aspx
84.94.209.172 |[israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/nain/giyus/control s/atuda/A [B ock 2
Unknown Par arret er
176. 106. 230. 44 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPt acetol der $ct | 13$ct | 01$ct | 03$chl Questi on$9  |None 2
0 in ww aka.idf.il/mnain/giyus/questionnaire. aspx
37.26.148.227 |Israel 147.237.0.19  |madi matal . idf.i| oo T’i'%?.\iﬂl‘;'ﬁgiolnefi(')ggﬁ?tnipte?ﬁ;ﬁ deri$txtdty in Bock |2
37.26.147.132 |[israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
40.77. 167. 50 Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
192. 243. 55, 137 |Doni ni ca 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwyidf.il/atal 1/izkor/vi ew text. asp B ock 1
87.71.31. 161 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from87.71. 31. 161 B ock 1
173.252. 121. 116|lhited Sates |147.237.77.216|dover.idf . il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 1
79.179. 146. 120 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1135- he/ at al . aspx B ock 1
116. 75. 72. 23 I ndi a 147.237.77. 176 |nat pash. i df . i| |Dstributed Unauthorized URL Access on wwwv cogat . i df.il/xnirpc. php B ock 1
Unknown Par arret er
109. 64. 106. 129 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
204.79.180.91 |hited Sates [147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on wawidf.il/error. htm Bl ock 1
87.71.31.161 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
188. 120. 154. 138l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
2.54.51.125 I sr el 147.237.72. 166 |aka. i df . i | L'u'ri%zj/ i?’;geescf’idsngggg‘;;;;kﬁ f/ nal v kapat 2/ [ res Bl ock 1
149.88.111.32 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 130. 164|I srael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
77.75.77.95 g;i;t:)n c 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/page/ 31/ B ock 1
204.79.180.187 |wited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
46.120.22.136 |[Israel 147.237.0.34 |tikshuv.idf.il |Too Many 404: Response Code per Session B ock 1
192.243.55.138 |Dominica  [147.237.77.74 |lawidf.il mult zfvriiéf_di Iﬁoxglej/scéroe/ doc._mur/ doc._mur . asp Bl ock 1
8.37.71.69 Wited Sates [147.237.77. 216 |dover. i df .i | m“f z?”l Izlegn;ﬁsﬁizzsszia?kj hhh2aut h98i | 158506t dpdp7agyba Bock |1
Unknown Par anet er
176. 106. 230. 44 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chbl Questi on$l [None 1
1 in ww aka.idf.il/nain/giyus/questionnaire.aspx
79.180.125. 48 I srael 147.237.77.74 |law i df .i| m{;\?v“f 3??;7‘&22; Z’iolrj:; d,zic_en;sr /%':)C_ngr_ asp B ock 1
116. 75. 72. 23 I ndi a 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
109. 65. 201. 179 |l srael 147.237.77. 176 |nat pash. i df . i| |Dstributed P Atenpt B ock 1
204.79.180.100 |wnited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
87.71.31.161 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
192.99. 101. 171 |Canada 147.237.77.216|dover.idf .l Mil tipl e signatures from192.99.101. 171 B ock 1
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