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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
192. 243. 55. 133 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 196 e.svivaidf.il B ock Np Al _Net drop 1
98. 27. 225. 40 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Sgnat ure Devi ce Action |C0unt |
46. 19. 86. 212 I srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the LR B ock 10
2.54.147.1 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 4
213.57.36. 170 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the URL B ock 4
94. 230. 86. 194 I srael 147.237.77. 74 lawidf.il CL000004: HTTP. options nethod (M crosoft) B ock 2
93.172. 147. 27 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 2
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000212: HITP: prefix 1.01 in the URL B ock 1
213. 8. 204. 29 I srael 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |Chi na 147.237.72.166 [aka.idf.il C1000103: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
46.120. 136. 91 I srael 147.237.77.170 |mmarachot.idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249. 81,208 [147.237.76.30 [lhited Sates |himush.idf.il |ET SCAN NVAP -sA (2) 2
o ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

2.54. 43. 24 147.237. 77. 233 |I srael atal.idf.il 2
attack

179. 43. 141. 234 |147. 237. 76. 202 |Sn t zer| and ehalag.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

120. 26. 115. 52 |147.237. 77. 212|Chi na e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1

50,173 46,138 |147 237 8. 24 |nina elifestyle i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

179. 43, 141. 234 [147. 237. 72. 156 |Swi t zer| and anan. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
i ni i Sreamng Engine: TCP Invalid i i ssi
176.106. 45.53 |FASStinan Territoryl, 7 537 77 243 |nobile.i of .| 9 =g Inval i d segnent retransmssion. |, ., 24
Ccecupi ed Ret r ansni ssi on Packet dropped.
102. 243.55. 133 [Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence SINWACK retransmt with monitor |13
different wndow scal e
Sreamng Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |10
2.52.141.175 I srael 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reamng BEngine: TCP Invali i i sSi
109. 66. 104. 45 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
- . . SYNWAXK retransmt with .
192. 243.55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence different vi ndow scal e nonitor |8
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 8
- . . SYNtAXK retransmt with .
192. 243.55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 7
85.130.212.71 |lsrael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 7
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
46. 19. 85. 224 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber monitor |6
87.69. 56. 212 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence nonitor |6
reamn ine: TCP Invali i i Ssi
109. 253. 204. 191 |1 srael 147, 237 72. 167 |i shuri maka i of i || 2 NG Engine: TGP alid |invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 125 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover . i f .i | drop First packet isn't SWN drop
Sreaning Engine: TCP Invalid i i ssi
2.52.0. 48 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.180. 110. 112 |Israel 147.237. 7. 243 |noti L e i o i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.188. 4 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 224 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
212.76.127. 44  |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor (6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85. 125 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
114. 108. 221. 220l i ppi nes 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
114. 108. 221. 220|i | i ppi nes 147.237.76.31 |nakchal.idf.il |Bad TCP sequence monitor |5
- . . SYNWtAXK retransmt with .
192. 243.55. 136 |Doni ni ca 147.237. 77. 216 |dover .i df i | Bad TCP sequence different vi ndow scal e monitor |5
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber aert
188. 120. 148. 236! srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or
Sreaning Engine: TQP Invalid i i SSi
84.111.236. 212 | srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 4
Ret ransm ssi on Packet dr opped.
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (4
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence monitor |4
Sreamng Engine: TCP Invalid i i ssi
79.180.15.152 | srael 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 66.31. 204 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.28.180 |l srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
5.28.164.248  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
212.76.127.219 |[Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor 3
Sreaning Engine: TGP Invalid i i sSi
79.181. 101. 172 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.177.105. 114 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor 3
172.58.33.215 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
149. 88. 245. 251 |Israel 147.237.72. 166 |aka. i of . | 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
62.219. 163. 243 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Waut hori zed URL Access from 62.219. 163. 243 B ock 9
46. 19. 85. 224 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
62.219. 163. 243 |l srael 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 5
80. 246. 130. 203 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 4
46.120.136.91 |Israel 147.237.77. 170 |maar achot . i df . i | |Distributed Unhaut hori zed HTTP Mt hod B ock 3
2.52.16. 236 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 1. 139 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
17.138.56. 26 Lhited Sates 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 17.138. 56. 26 B ock 3
46.120.136.91 |Israel 147.237.77. 170 [maarachot . i df . i | |Miltipl e Unauthori zed URL Access from 46. 120. 136. 91 B ock 2
38.111.147.88 |lhited Sates 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
83. 244. 105. 138 ?erfﬁ l)?;""‘”&cupi o [147- 237, 77. 176 |nat pash. i df . i | mué:;;f?. iLF/LsiA:_Csi?ath/fi | s/ &/ 4466, b0 Bock |2
84.94. 33. 117 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.111.236.212 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ati on PageNumin ww i df .il/1393-en/ dover. aspx |B ock 1
207.241.231. 247 |Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
37.142.213. 254 |lIsrael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to vww ti kshuv.idf.il/894- he/ Bl ock 1
94.199.151.22 |United Kingdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
79.182.164.50 I srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;ggr'?;eggﬂmpggj:h;oe 4/ b et gi Bock |1
2.52.0.48 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock
157.55.39. 146 |Uhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/ nain. asp B ock
Unknown Par anet er
85. 65. 48. 249 I srael 147.237.72. 166 |aka. i df . i | ct100%$ct | 00$cphMai n$TochenP aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
77.237.146.28 |Czech Republic 147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to / B ock 1
207. 241. 231. 248|lnited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
Unknown Par anet er
37.142.220.209 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
94.245.88.217 |Wnited Kingdom |147.237.72.166|aka.idf.il MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
86.97.148. 123 ;Ertae[des”ab 147.237.76.31 |nakchal .idf.il PHP Attenpt B ock 1
79.177.24.149 |israel 147.237.77.74 |law i df il mult iniéffji I%Og;egfcéroe/ doc._mr/ doc.nur. asp B ock 1
213.6.64. 67 'IszjrfiSt i)?iy:an(lcupi oq | 147+ 237. 77. 176 |nat pash.idf.il Uhaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 1
94.245.88.217 |United Kingdom [147.237.72.166|aka.idf.il Mil tipl e signatures from94. 245, 88, 217 B ock 1
177.224.10. 236 |Mexi co 147.237.77.19 |lawforumidf.il |Uauthorized URL Access to /tnunbl ock. cgi B ock 1
86.97.148. 123 g:;:;des”ab 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to wwy nakhal .idf.il/xmrpc. php B ock 1
Unknown Par anet er
79.178.133.120 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Questi |None 1
on$78 in wav aka. i df.il/nmai n/gi yus/ questi onnaire. aspx
216.158.83.52 |Lnited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed HTTP Met hod B ock 1
38.111.147.88 |wnited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
128.232.110. 28 |Uhited Kingdom |[147.237.76. 147 |chi nuch. aka. i df . i[Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
207.46.13.189 |Lited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 1
37.142.213.254 |[Israel 147.237.0.34 |tikshuv.idf.il Ml ti pl e Unaut horized URL Access from 37.142. 213. 254 B ock 1
87.69.139.176 | srael 147.237.0.34 |tikshuv.idf.il ;c;?sngrwlysgfl;ge Same Response (pde (404) in Session from Bock |1
79.181.213.114 |Israel 147.237.77. 234 |hal ag. i df .i | o ;;l;ugidzgﬁftn:‘;:;iiaﬁ osess lc.)réi . Bock |1
131. 253.25. 140 |thited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
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