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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
185. 130. 5. 228 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
112.121.190.9 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58.114. 163. 48 Tai wan 147.237.76. 197 e hinush.idf.il Bl ock Udp All Nets drop 1
112.121.190. 70 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58. 114. 163. 48 Tai wan 147.237.76. 201 eatal.idf.il Bl ock Udp All Nets drop 1
112.121.190. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
58. 114. 163. 48 Tai wan 147.237.76. 198 e.yohal an.i df .il Bl ock_Ulp Al _Nets drop 1
112.121.190. 71 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
66. 249. 65. 65 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1
112.121.190. 17 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58. 114. 163. 48 Tai wan 147.237.76. 199 e. nakchal .idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 228 147.237. 76. 147 chinuch. aka.idf.il |B ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237. 76. 42 refuah.idf.il Block Np Al _Net drop 1
58.114. 163. 48 Tai wan 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
112.121.190. 69 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58. 114. 163. 48 Tai van 147. 237. 76. 200 eitan aka.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘S gnature Devi ce Action |Count
84.108. 238. 169 I srael 147.237.0. 34 tikshuv.idf.il |C1000212: HITP. prefix 1.01 in the URL B ock 4
80. 246. 133. 222 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 4
176.13.12. 82 I srael 147.237.0. 34 tikshuv.idf.il [C1000212: HTTP. prefix 1.01 in the LR B ock 4
109. 65. 154. 3 I srael 147.237.76. 31 nakchal .idf.il |ClL000004: HTTP: options nethod (M crosoft) B ock 3
213. 8. 204. 29 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 81. 236 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
109. 235. 254. 181 147. 237. 0. 200 Tur key ndu.idf il ET SCAN NVAP -sS wi ndow 2048 1
117. 10. 90. 222 147.237.77. 121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237. 0. 200 Tur key ndu. i df il ET SCAN NVAP -f -sS 1
117. 10. 90. 222 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237. 76. 148 Chi na gqcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237. 0. 200 Tur key mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
117. 10. 90. 222 147. 237. 76. 199 Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.76.31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
117. 10. 90. 222 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

46. 19. 85. 205 I srael 147.237.76.200|eitan. aka.idf.il X . dro 51
Ret r ansmi ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi
46.19.86.95  |Israel 147. 237.77. 216 |dover . i df .i 9 =9 nvalid segnent retransmssi on. drop 48
Ret r ansni ssi on Packet dropped.
85.130.212. 71 [l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 48
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
37.46.39.201 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 36
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.70 [l srael 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127. 209. 155 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.191.192 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
85.130.212. 71 |[lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 18
84.110.54.22 |Israel 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
Sreamng BEngine: TCP Invalid i i ssi
84.228.5.206 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 nvalid segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or 15
79.182. 104. 102 [l srael 147.237.76.42 |refuah.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243, 55. 131 |Doni ni ca 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence SINWAK Tetransmt with different o, o 12
w ndow scal e
192.243.55.138 |Dominica  [147.237.77.74 [lawidf.il Bad TCP sequence SINCAQK retransmt with different Jopnitor |12
w ndow scal e
46.116.254.6 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 12
79.182.104. 102 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 12
- . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 11
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SIAK retransmt wth different oo |11
w ndow scal e
80. 230. 16. 24 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SWN drop 11
192. 243, 55. 138 |Doni ni ca 147.237. 77. 216 |dover i df . i | Bad TCP sequence SINWAK retransmt with different | o, o 11
w ndow scal e
192. 243, 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 10
85.130.212. 71 |[lsrael 147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
192. 243, 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 9
192. 243. 55. 136 |Comi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SIAK retransmt with different oo o
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.52.16.236  |Israel 147.237.0.19 |madimatal .idf.i 9 =g Invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
109. 67.57. 211 |israel 147.237.77. 233 |atal i cf i Bad TCP sequence fzgge”ansmt with different wndowl, ooivor g
192. 243, 55. 131 |Doni ni ca 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
- . . SYNPAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243. 55. 133 [Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
79.182.104. 102 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo |7
w ndow scal e
79. 182. 104. 102 |I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
- . . SYNPAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence moni t or 6
Sreanming Engine: TP Invalid i i ssi
66.249.66.60 |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183.191. 24 |israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
80. 230. 16. 24 | srael 147.237. 72. 156 |anan. i df .il dr op Frst packet isn't SN drop
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
31.210. 187. 175 [I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
192. 243, 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence moni t or 6
Sreaming Engine: TGP Invalid i i ssi
79.176.28.180 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.16. 236 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 63
109.64.155.56 |l srael 147.237.0.34 |tikshuv.idf.il Igg. '\g.'ylsc’; ;ge Sane Response (bde (404) in Session from Bock |46
2.52.16. 236 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 32
17.138. 56. 26 Lhited Sates|147.237.77.216|dover.idf . il Ml tipl e Whaut horized URL Access from 17. 138. 56. 26 B ock 7
2.54.6.186 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
46. 19. 86. 95 I srael 147.237.77.216|dover.idf .i | Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 5
46.121.157. 119 |[Israel 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 4
66.249.81.212 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 4
46. 19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
109. 66.19. 234  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.81.215 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut horized URL Access on waw idf.il/error.htm Bl ock 2
203.127.96. 234 |9 ngapore 147.237.77.216|dover.idf .i | Dstributed Waut horized URL Access on waw i df.il/error. htm Bl ock 2
176.13.22.81  [Israel 147.237.77. 243 |nobi | e. i df . i | et eh ?rdlfz:e? , tgeggfy‘isem;esn < ehi 1 ddooument </ 1362 Bock |2
31.154.172. 244 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 2
84.109. 32. 37 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df .il/1283-19142-en/ dover&el lip |B ock 1
68.180.229.239 |lhited Sates|147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ pat zar Bl ock 1
66. 102. 8. 238 Lhited Sates|147.237.77. 216 |dover.i df . i | Ostributed Whauthorized URL Access on waw idf.il/error.htm B ock 1
203.127.96. 214 |9 ngapore 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
157.55.39. 159 |lnited Sates|147.237.77. 216 |dover.idf.i | Dstributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 1
89.120. 224. 47 |Romani a 147.237.77.216|dover. i df .i | PHP Attenpt B ock 1
192. 243.55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Ml tiple Uhauthorized URL Access from 192, 243, 55. 136 B ock 1
Unknown Par arret er
46.121.136. 245 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03%chl Quest i on |None 1
$2 in v aka. i df.il/nain/gi yus/ questi onnai re. aspx
109. 67.57. 211 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
79.180.48.116 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 102. 8. 243 Uhited Sates|147.237.77. 216 |dover.i df . i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
89.120. 224. 47 |Romani a 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php Bl ock 1
66.249.81.218 |lIsrael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
Uhaut hori zed URL Access to
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il vy | aw i df . il /tenpl ates/ getfil e/ getfil e aspx?fi | enane=xgf 5b3nol w vy3nc |Bl ock 1
dghpa2f cdhphdm t xdcOns5kb2n¥& nf ocent eri t en¥t r ue
128. 232. 110. 28 LK!iﬂr:gegom 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Unknown Par anet er
79.183. 147. 246 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 01$ct | 03%chl Quest i on |None 1
$72 in ww aka. i df.i |/ nai n/ gi yus/ questi onnai re. aspx
66. 249. 69. 26 I srael 147.237.77.216|dover.i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 1
207. 46.13. 39 Whited Sates|147.237.77.233|atal .idf . il Distributed Wnaut hori zed URL Access on 147.237.77. 233/ B ock 1
184. 105. 247. 196|Wited Sates [147. 237.0. 16 ?yl Ikosher-kr VI T | ot hori zed R Access to 147. 237.0. 16) Bl ock 1
109. 64. 155.56 |l srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
68.180.228.112 |lnited Sates|147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1283-en/ dover . aspx Bl ock 1
192.243.55. 136 |Dom ni ca 147.237.77. 216 dover . i df . i | muitgf?rillzlicimﬁtz/czﬁi (ta((i)/ user cont r ol s/ header upper Bl ock !
54.173.223.170 |lnited Sates|147.237.77.216|dover.idf.i | D stributed Suspici ous Response Code Bl ock 1
128. 232. 110. 28 E?i;;gom 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
79.183.191.24 [israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover.i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ robots. t xt B ock 1
220. 255. 148. 169|S ngapor e 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df .il/newsitel engli sh/docunents. asp |B ock 1
68.180.228.175 [lnited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx |B ock 1
66. 102. 8. 233 Lhited Sates|147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
199. 30. 25. 81 Uhited Sates|147.237.77. 216 |dover.i df . i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
157.55. 39. 97 Uited Sates|147.237.0.34  |ti kshuv.idf. il muttihl?srtzjve.? dlfj.qi_llpcnf)gjlse;/oshared/ user cont rol s/ navnenu/ nazi . i df . i | Bl ock !
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