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02-20-2016-13:04:01 to 02-20-2016-14:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
192. 243. 55. 130 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3098
72.9.148. 10 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3068
192. 243. 55. 137 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 278
79.183.13. 52 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 63
212.179. 54. 237 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
1.84.95.1 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1

91. 74. 15. 183 Lhited Arab BEnirates 147.237.76. 34 yohal an.idf.il B ock_UWp Al _Nets drop 1
117.62.180. 162 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 1

91. 74.15. 183 Lhited Arab Bmirates 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
80. 178. 67. 248 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 19
5.22.135. 102 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 11
46. 19. 85. 43 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
157. 55. 39. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109, 253. 205. 234|147 237. 77 2331 58l atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
98.119. 105. 221 [147.237.76.198|thited Sates e.yonalan.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
93.113.125.11 |147.237.72.14 |Ronani a dover.idf.il (ol dJET SCAN NVAP -sS w ndow 1024 1
80. 246. 133. 103|147 237 76.30 |15 el i rshL i i | ET DO5 Large amount of TCQP ZeroWndow - Possibl e Nkiller2 DDos 1
attack
27.106. 40. 185 |147.237.77.216|Indi a dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
201.232.25.160 [147.237.77.176|Col onbi a matpash.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
179. 43. 141. 234 |147.237.0.34 |Sntzerland tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 [147.237.76.198|lhited Sates e.yohalan.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 [147.237.76. 198 |Lhited Sates e.yonalan.idf.il [ET SCAN NVAP -f -sS 1
91.201. 236. 113 |[147.237.8.50 |lkraine etikshuv.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
27.106. 40. 185 |147.237.77.216|Indi a dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
27.106. 40. 185 [147.237.77.216|India dover.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147.237.0.19 |China nadi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
80.178.67.248 |Israel 147.237.0.34 |tikshuv.idf.il |dr op First packet isn't SN drop 140
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
Sreaming Engine: TGP Invalid i i sSi
89. 139. 152. 192 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 34
Ret r ansmi ssi on Packet dropped.
77.12.38.224 Ger nany 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 20
. . SYNWACK retransmt wth different .
77.12.38.224 Ger nany 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal 6 noni t or 14
Sreaning Engine: TCP Invalid i i ssi
77.127. 209. 155 |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.176.22.220 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
192.243.55.130 |Cominica 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINAK retransmt with different foonor |11
w ndow scal e
- o SYNWACK retransmt wth different .
192. 243.55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence i ndow scal 6 noni t or 10
192. 243.55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 10
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SINAK retransmt with different o5 |10
w ndow scal e
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
- . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 9
109. 253. 205. 234l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning Engine: TCP Invalid i i ssi
79.182.56.245 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
- . . SYNWACK retransmt wth different .
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal 6 noni t or 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
5.22.130. 111 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
192. 243.55. 131 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAK retransmt wth different oo o
W ndow scal e
- . . SYNPAXK retransmit with different .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 9
192. 243.55.130 |Doni i ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt wth different oo g
W ndow scal e
109. 253. 205. 234! srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid AGK nunber alert 8
- o SYNWACK retransmt wth different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence i ndow scal 6 noni t or 8
192.243.55. 135 |Cominica 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different foonior |7
w ndow scal e
85. 64. 59. 244 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
72.9.148. 10 Lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SN drop 7
192. 243.55. 132 |Doni ni ca 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 6
46. 19. 85. 129 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi
79.176. 137. 247 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
149.78.253.84 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
- . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 6
46. 19. 85. 129 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
77.125.141.2  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
79.177.177. 172 |israel 147. 237. 77. 243 |robi l e i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55. 135 |[Domini ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
192. 243.55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.135. 102 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
- o SYNVACK retransmt wth different .
192. 243.55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal & noni t or 6
Sreaming Engine: TGP Invalid i i ssi
85.250. 102. 236 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
- e SYNVACK retransmt wth different .
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal & noni t or 5
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
- . . SYNPAXK retransmit with different .
192. 243.55. 131 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 5
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243.55. 131 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 250. 102. 236 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 186
85. 250. 102. 236 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
79.179. 96. 66 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 82
85. 250. 102. 236 |Israel 147.237.0.19 |nadimatal . i df .|| 1% My of the Same Response Code (403) in Session from B ock 60
85. 250. 102. 236
79.179. 96. 66 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 31
17.138. 56. 26 Uhited Sates|147.237. 77. 216|dover.idf . il Ml tipl e Unauthorized URL Access from 17.138.56. 26 B ock 4
208.115.111. 72 |lhited Sates|147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ show orum asp B ock 4
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 3
80. 246. 136. 125 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 146 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
176. 13. 11. 30 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 125 I srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt:?rc;fsz , t’;eggrcﬁim‘;es” St ohi | ddocunent </ 1465 Bl ock 3
192. 243.55. 135 |Doni ni ca 147.237.77.216|dover.idf . il Ml tipl e Unhauthorized URL Access from 192. 243, 55. 135 B ock 2
79.183.12.78 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
180. 76. 15. 12 Chi na 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
5.135.127.168 |Fortugal 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
149.78.171. 41  |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 149. 78. 171. 41 B ock 1
Unknown Par anet er
80.246.139.53 |[Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03$chl Question$l |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
185. 3. 144. 102  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nain/ Bl ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw i df.il/navy. B ock 1
17. 138. 56. 26 Lhited Sates|147.237.77. 216 |dover.i df . i | D stributed Suspici ous Response Code Bl ock 1
149.78.253.84 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/nain/ B ock 1
Unknown Par anet er
84.94.74.41 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wawv aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
68. 180. 228. 112 |lnited Sates|147. 237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 1
192.243.55. 131 |Donini ca 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waidf.il/english/history/history/stm B ock 1
85. 250. 102. 236 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Code B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to waw idf.il/en B ock 1
Unknown Par anet er
149. 88. 54. 76 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$36 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
84.109. 101. 163 |Israel 147. 237.72. 166 |aka. i df . i | mnsg iZ?T ?ﬁe;rn/;\!h%ﬁim?z;& None 1
79.177.177.172 [israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/band Bl ock 1
123.125.71.72 |China 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HALLQ |None 1
80. 246. 136. 125 |[lIsrael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unhaut hori zed URL Access from 80. 246. 136. 125 B ock 1
207.46.13.193 |Uited Sates|147. 237. 72. 166 |aka. i df . i | mu;grii ;feldi I%HAS%T‘Z?SCOEZI doc. gt/ general . a5 B ock 1
192.243.55.135 |Dominica  |147.237.77.74 |lawidf.il muf 23\[: foji %g‘;}iﬁ;ia - aspx?pagenuns2 Bl ock 1
5.22.129.101 | srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
141.212. 122. 160|nited Sates|147.237.77.233|atal .i df .i | Unaut hori zed URL Access to 147.237.77.233/ Bl ock
46.116.31.145 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. htm B ock
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