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Attacker Address \Attacker Country Target Address Site Signature Device Action Count
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 2
112.104. 16. 145 Tai wan 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets dr op 2
112. 10. 36. 231 Chi na 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
183. 128.191. 79 Chi na 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
115. 231.126. 38 Chi na 147.237.76. 177 ncore.idf.il Bl ock Up Al Nets drop 1
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Devi ce Action |Oount

46. 19. 85. 226 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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Target Address
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attack

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 75.215 |147.237.77.170|thited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 2
, , . |ET SCAN Behavi oral lhusual |y fast Termnal Server Traffic, Potential
216.174.73.2 [147.237.0.19 [thited Sates |nedimatal.idf.il ) 1
Scan or Infection
185. 130. 5. 200 [147.237.77.178 ematpash.idf.il |ET SCAN Potential SSH Scan 1
_ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
138. 186. 179. 79 |147. 237. 8. 28 €. nobi | e-ks. i df .il ) 1
Potential Scan or Brute Force
58.253.96. 122 [147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.76. 196 [Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
o ET DO Large amount of TQP ZeroVWndow - Possible Nkiller2 DDos
149. 78. 25. 224 [147.237.77. 233 |l srael atal.idf.il 1
att ack
85. 93. 5. 66 147.237.8.28  |Ger many e.nobi | e-ks.idf.il|ET SCAN Potential SSH Scan 1
58.253. 96. 122 |147.237.72.217|Chi na eidf.il ET SCAN NVAP -sS wi ndow 3072 1
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
31.210. 186. 249 |147. 237.76. 86 [l srael navy.idf.il 1
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A tacker
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105. 180. 47. 102 |Egypt 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2828
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
Sreaming Engine: TGP Invalid i i sSi
84.108.187.40 |Israel 147.237.77. 176 |nat pash. i f .| 9 =g Invalid segent retransmssion. drop 18
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 176. 227 |Israel 147.237.76. 200 |ei tan. aka. i df . | 9 =9 Inval i d segrent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
31.210. 186. 249 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.22.131. 87 I'srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
109. 67.10. 181  |Israel 147. 237. 72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 7
5.102.195. 105 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanmng Engine: TGP Invalid i i ssi
79.176. 148. 106 I srael 147. 237.72. 166 |aka. i df .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 64. 147. 205 |Israel 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.179. 101. 152 I srael 147. 237.72. 166 |aka. i df .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 65. 7. 48 I'sr ael 147, 237. 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
149.78.171.41 |l srael 147.237.76.31 |nakchal .idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
2.52.18.38 I srael 147.237.76.86 |[navy.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
66.249.93.184 |lhited Sates |147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
Sreaming Engine: TGP Invalid i i sSi
5.29. 146. 17 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
149.78.171.41 |l srael 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
Sreaming Engine: TGP Invalid i i sSi
5.29.178. 17 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
192.243.55. 135 |Cominica 147.237.77.74 |lawidf.il  |Bad TOP sequence SNHAK retransmt with different fooniior |4
W ndow scal e
54.244.22.103 |Wited Sates |147.237.77.176|natpash.idf.il |dr op FHrst packet isn't SN drop 4
192. 243.55. 129 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SMAK retransmt with different oonivor |
W ndow scal e
149.78.171. 41 |Israel 147.237.72. 166 |aka.idf . i1 Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
reamn ine: TCP Invali i i ssi
79. 180. 203. 250 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.85.131  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 66. 116. 63 |Israel 147. 237, 77. 243 |t 1 e o1 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
62.90.147.211 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.202  |Israel 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.179.53.52  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
87.68. 56. 51 I srael 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.182.103.13 |[Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
109. 67.10. 181 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 3
Sreanming Engine: TGP Invalid i i ssi
46.19.86.57  |israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37. 46. 35. 34 I'sr ael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
147. 236. 232. 2531 srael 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.131.157  |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.52.135.134  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
77.126.18.38  |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
213.57.69.178 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
87.71.47.234  |israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.182.111. 128 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 95 I'srael 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.178.19. 148 | srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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Sreaning Engine: TCP Invalid i i SSi
79.179.110. 136 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.242.5  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
79.182.182. 176 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.98.91  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
109. 67.111.37 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
94. 230. 86. 8 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
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Devi ce

A tacker

count ry ‘Target Address |Site Sgnature Action ‘Count
176.13.6.119 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 103
176.13.6.119 |Israel 147.237.0.19 |nadimatal .idf.il |/°0 MW of the Sane Response Code (404) in Session from B ock 64
176.13. 6. 119
46.19.85.203 [Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in Bl ock 35
nobi | e. i df . i|/sachar/changepasswor d
. . . Uhaut hori zed URL Access to
77.125.112. 179 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 13
17.138.56.26 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138.56. 26 Bl ock 8
178. 137. 18. 190 |kr ai ne 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 6
178. 137. 18. 190 |Wkr ai ne 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 178.137. 18. 190 B ock 5
77.125.112. 179 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
149.78.171. 41 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 78.171. 41 B ock 3
93.173.254.85 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 93.173. 254, 85 B ock 2
94. 159. 152. 88 |l srael 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 2
: ] ] Uhaut hori zed URL Access to
149.50. 90. 242 |lhited Sates 147.237.72. 166 |aka. i df .i | wa aka. i df . i 1/ gi yus/f or ms/ downl oad. . . anp Bl ock 2
66.249.69.26 |Israel 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
. nobi | e. nei tav.idf.i )
74.82.47.2 Lhited Sates 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
46.19.86.202 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 202 B ock 1
157.55.39.16 |lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock
2.54.39.173 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - CGpen Mde None
. . Mil tiple Untraceabl e SS. Sessions from79. 181. 107. 104 (Prot ocol
79.181. 107. 104 I srael 147.237.72. 156 [anan. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
66. 249. 69. 49 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt Bl ock 1
i nobi | e. neitav.idf.i
128. 232.110. 28 zlnt;gom 147.237.76. 39 | D stributed Waut horized URL Access on 147.237.76. 39/ B ock 1
Russi an . . . . ) \
31.180.99. 41 ration 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wan navy. i df . il/404. aspx B ock 1
nobi | e. neitav.idf.i i i
85. 64. 5. 161 | srael 147. 237. 76. 39 Pargnet er Typ(_e M QI ation ct|00$(pnt ent A acetbl der 1%t xt Password in B ock 1
| nobi | e. nei tav.idf.il/tenpl ates/|ogin. aspx
46.19.86.202 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/g Bl ock 1
157.55.39.40 |Lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw ti kshuv.idf.il/captcha. ashx B ock 1
2.54.155.237 |[Israel 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
. . SS. Whtraceabl e Gnnection - Protocol violation
79.181. 107. 104 |l srael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhaut hori zed URL Access to
66.249.75.6 I srael 147.237.77.74 |lawidf.il 147.237. 77. 74 si p storage/ i1 es/ 0/ 310. pof B ock 1
37.26.149. 218 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] ; ] Unhaut hori zed URL Access to
85.65.143.13 |l srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
5.29. 146. 17 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
109. 65. 111. 93 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for aka.idf.il/mai n/sachar/ mas. aspx B ock
. . Mil tiple Untraceabl e SS. Sessions from79. 181. 107. 104 (Prot ocol
79.181. 107. 104 |I srael 147.237.72. 166 |aka. i df . i | viol ati on (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
178. 137. 18. 190 |krai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/main/gi yus/ i ndex. php B ock 1
66.249.75.14  [Israel 147.237.77.74 |lawidf.i| Unaut hori zed URL Access to 147.237.77.74/robots. txt B ock 1
40.77.167.57 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
91.200.12. 24 |Wkraine 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ f ckedi tor/ _what snew htmi  [Bl ock 1
78. 169. 202. 234 |Turkey 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
66.249.69.33 |Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 4/ 108924. pdf [B ock 1
176.13.6.119 |Israel 147.237.0.19 |nadimatal .idf.il |Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed Met hod CPTIONS for
109. 65. 214. 110 |I srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ gi yus/ nami | of / ni kt Zoot / B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
79. 181. 107. 104 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
207.46.13.189 [Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/sip_storage/files/2/ B ock 1
68. 180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf .il Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
149.78.171. 41 |Israel 147.237.72. 166 |aka. i df . i | Wnautt hor | zed Met hod HEAD f or B ock 1
wan aka. i df . i | / mai n/ kapat z/ cont act us. aspx
93.173. 254.85 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
Unknown Par anet er
79.178.19. 148 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP acekHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66. 249. 69. 41 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 106302. pdf |B ock 1
128. 232. 110. 28 E?';gegom 147.237.72. 167 )i shuri maka. i df . i | |Uauthorized URL Access to 147.237.72. 167/ B ock 1
Russi an - . Unknown Par aret er anp; pagenum i n
31.180.99.41 o ieration 147.237.72. 166 |aka. i df . i ww aka, i df . i /i turi ndasp/ di spl ayal | sol di ers. asp None !
84.111. 158. 127 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
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