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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
183. 60. 48. 25 Chi na 147.237.76. 201 eatal.idf.il JLM Under At tack_Con_Tcp drop 2
216. 99. 159. 226 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il Bl ock Wdp All Nets drop 1
23.228.199. 38 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
203. 187.95. 124 Tai wan 147.237. 8. 46 e.chinuch.idf.il Invalid L4 Header Length drop 1
176. 103. 72. 75 Pol and 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
216. 145. 14. 142 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop 1
185. 130. 5. 201 147.237. 76. 202 e.halag.idf.il ock_Udp All _Nets drop 1
23.228.199. 39 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 99. 149. 203 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
190. 116. 133. 247 Peru 147.237.0. 15 kosher-kravi.idf.il |Invalid TGP Hags drop 1
77.50. 246. 44 Russi an Federation 147.237. 76. 38 eeneitav.idf.il L4 Source or Dest Port Zero drop 1
216. 99. 149. 204 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
185. 130. 5. 201 147.237.76. 34 yohal an.idf.il ock_Udp All _Nets drop 1
23.228.199. 37 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
190. 116. 133. 247 Peru 147.237. 0. 33 idf.il Inval i d TP H ags drop 1
176. 103. 72. 75 Pol and 147.237.76. 176 test.ncore.idf.il Bl ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |C0unt
149. 78. 146. 134 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 6
77.127.208.77 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 6
46. 19. 85. 226 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 5
106. 38. 241. 144 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 4
89.138. 105. 117 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 4
84. 228. 195. 205 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
52.1.90.117 Lhited Sates 147.237.77.216  |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
84.228.9. 151 I srael 147.237.77.216 |dover.idf.il  |ClL000004: HITP. options nethod (M crosoft) B ock 1
149. 50. 125. 54 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
93.113.125.11 [147.237. 77. 205 |Ronani a prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0.35 |China akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
177 243. 148, 1441147 237 76.31 M co vekehal i df i1 ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128.127.0. 45 147.237.8.45 |italy e.eitanidf.il ET SCAN NVAP -sS w ndow 2048 1
104. 44.133. 108 [147.237.76.39 |Lhited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.193 [147.237.0.15 |[Netherlands kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
70.97.186.107 |[147.237.8.27 |wited Sates |e.nadimatal.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147.237.76.30 [China hi nush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
128.127.0. 45 147.237.8.45 |italy e.eitanidf.il ET SCAN NVAP -sS w ndow 4096 1
128.127.0. 45 147.237.8.45 |italy eetanidf.il ET SCAN NVAP -f -sS 1
104. 44.133. 108 [147.237.76.39 |Lhited Sates [nobile neitav.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature ?;llif;

41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . i | drop SMrule drop 36
St ream ng Engi ne: TCP i i ssi

85.64.84.152  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. f 28
Inval i d Retransm ssion Packet dropped.

. . SYNretransmt wth different .
79.179.67.35  |Israel 147.237.77. 233 |atal .idf .l Bad TCP sequence o ndow sonl & monitor |16
212.143. 142.56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

St ream ng Engi ne: TCP i i ssi
109. 253. 215. 1351 srael 147. 237.72. 167 |i shuri maka. i f . i mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransm ssion Packet dropped.
reamng Engine: T i i ssi
2.52.47. 30 I'srael 147.237.72. 166 |aka. i of . Streaning Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dropped.
ream n ine: T i i ssi
79.182.126. 190 |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
46.19.85.248  |Israel 147.237.77. 226 ”i“|°“ha”atz'aka"df dr op First packet isn't SWN drop 5
S ream ng Engi ne: TCP i i ssi
97.114.102. 234 |Wnited Sates 147. 237. 77. 216 |dover . i of . i | mng tngine. Invalid segment retransmssion. f 4
Inval i d Retransm ssion Packet dropped.
77.125.94.102 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
176.13.20.239 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert
91. 200. 12. 143  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i1 Bl ock HTTP Non Conpl i ant gl;;ed to handie connection | oivor s
176.13.20.239 |[Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
S ream ng Engi ne: TCP i i ssi
79.178.98.91  |israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransm ssion Packet dropped.
reamng BEngine: T i i ssi
149.78.25.158 |israel 147.237.72. 166 |aka. i of . Streaning Engine: TCP Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dropped.
ream n ine: T i i ssi
79.179. 232. 192 |Israel 147. 237. 72. 166 |aka i df . i | Streaning Engine: TCP Invalid segnent retransmssion. | 3
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.183. 134. 206 I srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
185.3.147.11  |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
79.178.147. 114 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
216. 145. 14. 142 |Whited Sates 147.237.0.15 |kosher-kravi.idf.il  |Header Rejection ?Ea?;u;{ ection pattern found oo |3
S reaning Engi ne: TCP i i ssi
46.19.86.100  |Israel 147.237.72. 166 |aka i df .i mng gl ne. 7 Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.180. 250. 60  |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reani ng Engi ne: TCP i i sSi
77.126.190. 188 | srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46.19.85.179  [israel 147. 237. 7. 226 | " SO 2 AT Sy At ack SYN -> SYN-ACK -> RST reect |3
S reaning Engi ne: TCP i i ssi
82.81. 24. 59 I srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
37.26.147.165 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
79.179.4.181  |israel 147.237.77. 243 |robi L e. i df . | mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
St ream ng Engi ne: TCP i i ssi
79.181. 150. 225 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
5.22.135.189  |Israel 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
79.176.25.133 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
87.70.42.149  |israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.179.32.161 |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
94.77.196.82  |Saudi Arabia 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to hande connection | oo |3
S ream ng Engi ne: TCP i i ssi
79.181. 187. 149 |Israel 147.237.72. 166 |aka. i df .| mng Ehgihe. Invalid segnent retransmssion. | ., 3
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109.67.101.52  |Israel 147.237.72. 166 |aka i df .i mng gl ne. 7 Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.176.174.23  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. fq 3

Inval i d Retransnissi on

Packet dropped.
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Attacker Address |Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

82.166.131. 119 |[Israel 147.237.72. 166 |aka.idf . il . .. droj
Inval i d Retransmission Packet dropped. P
. . SYNtAXK retransmt with .
116. 58. 205. 107 |Bangl adesh 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or
Sreaning Engi ne: TCP i i ssi
5.22.131. 24 I srael 147. 237. 72. 166 |aka i of . i | mng tngine: ! Invalid segnent retransmssion. |
Inval i d Retransnission Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection ot o
2.54.173. 108 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
213.8.204.12  [Israel 147. 237.72. 166 [aka. i o . | Block HTTP Non Conpliant | 1ed o hende comection ooy oy
. . SYNtAXK retransmt with .
116. 58. 205. 107 |Bangl adesh 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent v ndow scal e noni t or
5.22.130. 239 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.14. 243, 234 |AESUINa )0 537 77. 216 |dover. i f i1 SYN At t ack SYN -> SYN-ACK -> Timeout [reject
Territory, Gecupied
185.3.144.112 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
S reanm ng Engi ne: TCP i i ssi
89. 138. 6. 87 I srael 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. |
Inval i d Retransnission Packet dropped.
94.230. 86. 157 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
212.14.243. 234 | EStin an 147. 237. 77. 216 |dover i of .i Bad TCP sequence SINACK retransmt with roni t or

Territory, Qcupi ed

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 84 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
80. 246. 138. 152 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 11
80. 246. 137. 242 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 6
93.173.254.85 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 93.173.254. 85 B ock 5
176.13.21.103 |[lIsrael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from176. 13. 21. 103 B ock 5
46.121.93. 35 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 46. 121. 93. 35 Bl ock 4
46. 19. 86. 156 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from46.19.86.156 |B ock 3
2. 54. 164. 208 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.121.93.35  |israel 147.237.77. 243 |nobi | e. i df . i | #;;”It:?rélee? , t’;‘eggrcyetsemzlesu <t ehi 1 ddocument s/ 1431 Bock  [3
46.19. 86. 38 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed Method for Known URL from 46. 19. 86. 38 B ock
176.13.21. 103 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
93.173.254.85 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
109.67.101.52 |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?r(;fz‘f? } Lcieggrcy‘isemztesn <t ehi | ddocunent s/ 1431 Bock |2
176.13.21.103 [Israel 147.237.77. 243 |nobi | e. i df . i | #;;”It:?rélee? , t’;‘eggrcyetsemzlesu <t ohi | ddocument </ 1362 Bock |2
5.22.130.239  |israel 147.237.76.42 |refuah.idf.il \;Twaf:; o ;y;e. i\AdfO.' o /' fglgr']s()rﬁbu”;h‘f':;;xacem' derlStxtlasthame in g oo 5
80.246.137.77 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
213. 8. 204. 12 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for aka.idf.il/main/ hone/ defaul t.aspx  |B ock 2
125. 78.220. 178 |China 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 2
109. 67.101.52  |Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 109. 67. 101. 52 B ock 2
39. 46. 59. 182 Paki st an 147.237.76.42 |refuah.idf.il PHP Att enpt Bl ock 1
125. 78. 220. 178 |chi na 147.237.72. 166 |aka. i df . i | m“;}:';rii gfe_o: Ilﬁoric:ler:sluti?m terml st es! horre, sl xnh 1 pe. php Bl ock 1
Unknown Par anet er
77.127.57.8 I srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%$ct | 03$chl Quest [None 1
i on$98 i n wwwv aka. i df .il/nai n/ gi yus/ questi onnai re. aspx
199. 16. 156. 126 |Uhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1283-18021en/ dover.aspx |B ock 1
www. chamat z. aka. i i A #ATA G
169.220.3.91  |United Sates [147.237.77.226 L'g'ég[ilm vyl A hod ARt @oe Bock |1
84.108. 205. 197 |l srael 147.237.77. 170 |nmar achot . i df . i | Dstributed PHP Atenpt B ock 1
66.240.219. 146 |Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ Bl ock 1
39. 46. 59. 182 Paki st an 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
157.55.39.159 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
93.173.254.85 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/aj ax/updatestatus. php  |B ock 1
79.179. 67. 35 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
207.46.13.29  |United Sates |147.237.0.34 [ti kshuv.idf.il m“ttlhk‘;mef’ e (e asp Bock |1
169. 229. 3. 91 Lhited Sates |[147.237.77.226 \(/j\;/wxil.lchanat z.aka. | Mal formed URL B ock 1
109. 253. 135. 83 |l srael 147.237.72. 166 |aka. i df . i | L'u'rigezs"/ I?ta;eg’ldsngggzgzgg;ku; f’ i 1/ kapat 2/ /res Bock |1
84.108. 205. 197 |l srael 147.237.77. 170 |m@ar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/xnirpc. php B ock 1
68.180. 230. 224 [United Sates |147.237.76.31 |nakchal .idf. il L e o TP _\fl‘j'f{é;”hgagsk'\ﬁ;”_ e Bock |1
184.105. 139. 68 |Uited Sates |147.237.77.243|nobile.idf .il Unaut hori zed URL Access to 147.237.77.243/ Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in Mthod B ock 1
95.32. 82. 25 g;z:;nl on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/wp-config. bkp B ock 1
207.241. 231, 248|United Sates |147.237.72. 166 |aka. i df . i | m”;gi ?_’ﬁrﬁ;ri; h:r"gs?(?f;/d d;fr;ul (. asp None 1
www. charat z. aka. i A; #ALA" @R
169.229.3.91  |[tnited Sates |147.237.77.226 & il ggqan[oxﬂ]ﬂT%?ggés/{,szﬁtnho&&#AiA @ Bl ock 1
17.138.56. 26 Lhited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 17.138. 56. 26 B ock 1
125. 78.220. 178 |Chi na 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 125. 78. 220. 178 B ock 1
Unknown Par anet er
85. 64. 210. 78 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
74.82.47.4 Lhited Sates [147.237.0.19 |[madi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
185. 3. 147.235 |Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 185. 3. 147. 235 B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.226 \C/i\;/u/\il.lcharrat 2. aka. i Abnor mal |y Long Request net hod B ock 1
109.67.23.212  |Israel 147.237.77. 234 |hal ag. i df .i | ﬂ?f’tzg;’r;;?gsﬂmpgg:f;h;oe 4/ bl et L. g f Bock |1
2.52.41.242 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to v chi nuch. aka. i df.il/404. ht m Bl ock 1
61.3.129.70 I ndi a 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 1
37.146.111. 38 gs::;”i on 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to ww i df.il/nazi B ock 1
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