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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 144 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 4
79.182.21.19 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
85. 65. 202. 14 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000212: HITP. prefix 1.01 in the URL B ock 2
95. 10. 67. 251 Tur key 147.237.77.216 |dover.idf.il |CL000023: HITP. adninistrator in LR B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
66. 249. 66. 190 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 149 Italy 147.237.72. 166 aka.idf.il C1000228: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212.199. 156. 81 147.237.76. 30 I srael himsh.idf.il  |ET SCAN NVAP -sA (2) 2
128.199. 241. 231 147.237.77. 216 S ngapore dover.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
218.246. 0. 97 147.237. 0. 34 Chi na tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf il [dr op SAMrul e drop 36
Sreaning Engine: TGP Invalid i i ssi
2.54.40. 88 I srael 147.237.77. 243 |nubi 1 e.i df i 9 =9 Invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dropped.
66. 102. 6. 85 Lhited Sates [147.237.77.233(atal.idf.il [drop First packet isn't SWN drop 13
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 12
.. . . SYNPAXK retransmit with different .
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence i ndow scal noni t or 9
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.i of i1 [Bad TCP sequence SN retransmt with different oo s
w ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop
192. 243.55. 132 |Donini ca 147.237.77.74 |lawidf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop
.. . . SYNPAXK retransmt with different .
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence i ndow scal noni t or 8
37.26.149.163 |Israel 147. 237.77. 216 |dover.idf .i 1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
37.26.149.163 |[lIsrael 147.237.77. 216 |dover.idf.i1|Bad TCP sequence I'nval i d ACK nunber alert 7
192. 243. 55. 132 |Donini ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval id ACK nunber alert 7
37.26. 149. 163 | srael 147.237.77. 216 |dover.idf.il {Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.i1|Bad TCP sequence I'nval i d ACK nunber noni t or 7
37.26.149.163 |[lIsrael 147.237.77. 216 |dover.idf .il[Bad TCP sequence Invalid sequence nunber noni t or 7
37.26.149.163 |Israel 147. 237.77. 216 |dover.idf .i 1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
- . . SYNPAXK retransmit with different .
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il|Bad TCP sequence wi ndow scal e noni t or 6
Sreaning BEngine: TCP Invalid i i ssi
109. 67. 163. 194 |Israel 147.237.77. 243 |nobi | e.i df . i g =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.127.108. 232 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
5.28.165.155 | srael 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.95 |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
37.26.149.133 |Israel 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243.55. 138 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
62.219.117. 103 |[Israel 147.237.72. 166 |aka.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.149.133 |Israel 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.i1|Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber alert 4
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval i d ACK nunber alert 4
192.159.47.12 |Uited Sates [147.237.77.233|atal.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26.149. 133 |lIsrael 147.237.72. 166 |aka.idf.il [Bad TCP sequence noni t or 4
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 132 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence noni t or 4
192. 243.55. 138 |Doni ni ca 147.237.77.216 |dover.idf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning BEngine: TCP Invalid i i ssi
79.177.129.13 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
66.102. 6. 91 Lhited Sates [147.237.77.233|atal .idf.il |[drop Frst packet isn't SYN drop 3
Sreaning BEngine: TP Invalid i i ssi
176.13. 5. 32 I srael 147. 237.72. 166 |aka i of . i | 9 =9 Invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180. 119. 222 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TP Invalid i i ssi
185.3.147. 144 |Israel 147. 237.77. 243 |nobi l e. i f . i 9 =9 Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.179. 222.99 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TP Invalid i i ssi
2.52. 3. 104 I srael 147. 237.72. 166 |aka i of . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.171. 208 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TP Invalid i i ssi
176. 31. 106. 117 |France 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.186.61 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
37.26.149.133  |Israel 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d sequence nunier alert 3
Sreaming Engine: TP Invalid i i ssi
109. 253. 203. 241 |i srael 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
94.23.205.208 |France 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.177.174.9  |israel 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
109.64.63.10  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.181.194. 153 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
89.139.139.9 | srael 147.237.0.19 |nadimatal .idf.i| [DOstributed Suspicious Response Gode Bl ock 73
89.139.139.9  [israel 147.237.0.19 |nadimatal .idf.il ;g?l"sgr.'yl;; ;he Sane Response (bde (404) in Session from Bl ock 44
80. 246. 136. 138 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 12
80. 246. 138. 152 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 11
80.246.137.95 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 8
17.138. 56. 26 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 17.138. 56. 26 Bl ock 7
46. 19. 86. 156 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 19. 86. 156 Bl ock 6
80.246.136.32 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 6
87.70.43.59  [israel 147. 237.77. 243 |nobi | e. i df . i | Por et er TYpe M olat Lﬁ;ng':‘r’)":;jo"‘f;d in Bock |4
46.119. 123. 238 |Wkrai ne 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on v i df .il/nazi/ Bl ock 4
46.119.117.85 |lkraine 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/nazi/ B ock 3
95. 10. 67. 251 Tur key 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 95. 10. 67. 251 B ock 3
80.246.137. 1 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
80. 246. 137. 162 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
109. 253. 143. 190|I srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code Bl ock 3
80. 246. 137. 118 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
80. 246. 136. 185 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
80. 246. 137. 123 |l srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode Bl ock 2
79.176.52.238 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
80.246.137.68 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
95. 10. 67. 251 Tur key 147.237.77.216|dover. i df .i | Dstributed PHP At tenpt Bl ock 2
207.46.13.189 |lnited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed LRL Access from 46. 118. 155. 216 B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.i|lllegal Byte Gode Character in Header Nane Bl ock 1
95. 10. 67. 251 Tur key 147.237.77. 216 |dover . i df . i | Ml tipl e Adnin Bl ocking from 95.10. 67. 251 B ock 1
66.249.64.56 I srael 147.237.76.42 |refuah. i df.il ﬂ?”tzg;’r;gefzfg‘p ;thoerzz‘:/?i | es/ 0/ 3350, pa Bl ock 1
169.229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Miltiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock
141.212. 122. 160|nited Sates [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
208.115.111.68 |thited Sates [147.237.77.74 |lawidf.il mult;j’ur: éffji IL?c_orfggleeslscct)roe/ doc. mr/ doc.nur. asp Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.i|lllegal Byte Code Character in Method «Aun[[#23]] A€ B ock 1
5.22.129. 234 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Mil tiple Malformed URL from 169. 229. 3. 91 Bl ock 1
66.249.64.61  |Israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁgﬂ;géﬁ;ﬂp fsctcoerf‘get/?i | es 41 329%. | pg Bl ock 1
149. 88. 36. 60 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gyus Bl ock 1
46.19.86.156  |Israel 147. 237.72. 166 |aka. i df . i | mu;kr:ri idleeidl /'\::j wgaﬂ?(;e?;m (. aspx Bl ock 1
213.21.47.33 g;z:;”i o 147.237.77. 216 |dover . i df . i | g |T/yf§35\3'1- g'n"/"tdioc\’/r;rc_t;sogfa’m ent A acetbl der 15t xtEnai | in Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.i[Mal formed URL B ock 1
95. 10. 67. 251 Tur key 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawu i df.i|/wp-1ogin. php B ock 1
Unknown Par anet er
5.29.9.131 I srael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphiai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
157.55.39.159 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
95. 10. 67. 251 Tur key 147.237.77.216|dover. i df .i | Adnin B ocki ng Bl ock 1
217.69. 133. 244 g{sj:;;nl on 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
65.55.210.234 |lnited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
169.229. 3. 91 Uited Sates |147.237.0.15 |kosher-kravi . i df . iJunknown HTTP Request Method «Aun[[#23]]1A€ in URL B ock 1
207.46.13.172 |Wnited Sates |[147.237.72.156|anan. i df.il Uhaut hori zed URL Access to v anan. i df.i|/nodiin/defaul t. B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi . i df . i|Abnornal Iy Long Header Line request header nane Bl ock 1
46.118. 155. 216 [Wkraine 147.237.77.216|dover.i df .i | D stributed Unauthorized URL Access on wa i df.il/xmrpc. php B ock 1
217.69.133. 244 gcsj:;:ﬂ on 147.237.77. 216 [dover . i df . i | muit Qfo.riI IZ/etderrlﬁ_atA:sC/ecT;p;r(: nent sl obby/ depar t nent sl obby. aspx/ Bl ock !
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