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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237. 72. 167 ishurimaka idf.il |[B ock Ulp All _Nets drop 3
182. 185. 215. 134 Paki st an 147.237.77.216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 3
182.133.103. 178 Chi na 147.237. 76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
112.121.190. 17 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
118. 165. 2. 55 Tai wan 147.237.76. 38 e.eneitav.idf.il JLMPurple Con Lint_Tcp drop 1
182.133. 103. 178 Chi na 147.237. 76. 201 e atal.idf.il B ock UWp Al _Nets drop 1
112.121. 190. 69 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
182.133. 103. 178 Chi na 147.237.76. 197 e hinush.idf.il B ock_Udp Al _Nets drop 1
112.121.190.9 Hong Kong 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
182.133. 103. 178 Chi na 147.237. 76. 202 e halag.idf.il B ock Udp All Nets drop 1
112.121.190. 70 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
182.133. 103. 178 Chi na 147.237. 76. 199 e. nakchal .idf.il B ock Up Al _Nets drop 1
112.121.190. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
112.121.190. 71 Hong Kong 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

Devi ce Action |Count

79.182. 107. 215 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 8
213.57. 42. 100 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 8
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 5
151. 80. 44. 115 Italy 147.237.72.156 |anan.idf.il CL000106: HTTP. maj estic bot B ock 2
151. 80. 41. 169 Italy 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 2
151. 80. 44. 115 Italy 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot Bl ock 2
84.108. 94. 232 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
151. 80. 41. 169 Italy 147.237.76. 42 refuah.idf.il C1000106: HTTP. naj estic bot B ock 2
151. 80. 41. 169 Italy 147.237.77.176  |mat pash.idf.il |CL000106: HTTP: najestic bot Bl ock 2
66. 249. 81. 199 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
151. 80. 41. 169 Italy 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
66. 249. 81. 202 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
66. 249. 81. 199 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

Federati on

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
174.37.194. 144 |147.237.0.19 |[wnited Sates nedi matal .idf.il ET SCAN NVAP -sA (2) 2
185. 110. 132. 54 |147. 237. 76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 [147.237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.190. 111. 182 [147. 237. 77. 179 :Z;;"ion e nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.226|Chi na ww chamat z. aka. i df i1 |ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 [147. 237.77. 61 :3;:1’}0'1 e cogat.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 76. 34 yohal an. i df.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 76. 197 gz::;"ion e hi mush. i df . ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 199 |(hi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 76. 177 :3;:1’}0'1 ncore.idf. il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.39 |China nobi | e. neitav.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.0.17 |Lhited Sates mny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 3072 1
94.190. 111. 182 |147. 237. 76. 147 gz::;"ion chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.0.17 |Lhited Sates mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
59.45.79.117  |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 76. 31 ?;Z:::t”ion nakchal . i df .i | ET SCAN Potential SSH Scan 1
118.165.2.55 [147.237.76.86 |Tai wan navy. i df.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 72. 217 gz::;"ion eidf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 77. 235 |VSSIan svivaidf.il ET SCAN Potential SSH Scan 1
Federati on
94.190. 111. 182 |147. 237.72. 14 gz::;"ion dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 77. 216 ?;Z::;r}on dover. i df il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.235|Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237.77. 74 |VSSIan lawidf.il ET SCAN Potential SSH Scan 1
Feder ati on
59.45.79.117  |147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 76. 147 chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 76. 201 ?;3;:30'1 eatal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.0.34 |Uited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
94.190. 111. 182 |147. 237. 76. 196 gz::;"ion esvivaid.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.0.17 |Uiited Sates mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
94.190. 111. 182 |147. 237. 76. 148 ?;Z:::t”ion gacent er. aka. i df . i | ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.0.17 |Lhited Sates mny-kosher -kravi.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
59.45.79.117  |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
94.190. 111. 182 |147. 237. 76. 86 |55 N navy. i df . ET SCAN Potential SSH Scan 1
Feder at i on
174.37.194. 144 |147.237.0.16 |United Sates ny-kosher-kravi.idf.il  |ET SCAN NVAP -sA (2) 1
94.190. 111. 182 |147. 237. 76. 30 |58 hi nush. i df . | ET SCAN Potential SSH Scan 1
Feder at i on
94.190. 111. 182 [147. 237. 77. 243 :Z;;"ion nobi | e.idf. il ET SCAN Potential SSH Scan 1
_ o | NDI CATOR- COMPROM SE ¢99shel | . php command request -
197.117. 99. 147 |147.237.77. 216 |A geria dover.idf.il sql 1
Russi an . ) .
94.190. 111. 182 [147. 237. 72. 166 . akaidf.il ET SCAN Potential SSH Scan 1
Feder ati on
94.190. 111. 182 |147. 237. 7. 226 |55 & v chanat z. aka. i df i1 |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Count ry

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

87.71.39.193 |Israel 147.237.72. 166 |aka. i of . i et 1 ansm Ssi on Packet. d opped. drop 54
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
87.71.39.193 |israel 147.237. 77. 243 |robi l e i df . i Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dropped.
46.120. 73. 244 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 17
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 11
192.243.55.129 |Doninica  [147.237.77.74 |lawidf.il Bad TCP sequence ﬂ;‘gﬁ;ﬁ:ﬁ;ﬁ?&gth moni tor |11
192.243.55.130 |Dominica  |147.237.77.74 [lawidi.il Bad TCP sequence wﬁtrj\;;ggzz&?th moni tor |11
104.148.71.91 |Wwited Sates |147.237.0.17 T?I”y'kOSher'kra"i'idf SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 10
104.148.71.83 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> Tineout  |reject 10
104. 148.71.90 |lhited Sates |147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
192.243.55.131 |Dominica  |147.237.77.74 |lawidf.il Bad TCP sequence wﬁtﬁ;ggsg&gth moni tor |9
192.243.55.137 |Dominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |9
192.243.55. 131 |Dominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence wﬁtﬁ;ggsg&gth moni tor |9
192.243.55.134 |Domnica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th monitor |9
185.3.144.71 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 9
Ret r ansm ssi on Packet dropped.
192.243.55.137 |Dominica  |147.237. 77. 216 |dover. i f il Bad TCP sequence Inval i d ACK nurber alert 9
192.243.55. 129 |Doninica  [147. 237. 77. 216 |dover. i df . Bad TCP sequence ﬂ;ﬂfnra:ﬁxgﬂgth moni tor |9
192.243.55.137 |Dominica  |147.237.77.74 [lawidi.il Bad TCP sequence wﬁtrj\;;ggzz&?th monitor |9
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 137 |Dom ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 8
192. 243. 55. 137 |Don ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |8
192.243.55.134 |ominica  |147.237. 77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 7
212.143. 142. 56 |I srael 147. 237. 77. 216 |dover i df i drop First packet ism't SN drop 7
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni tor |7
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
192.243.55.132 |ominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th monitor |7
192. 243. 55. 130 |Donm ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55.134 |Dominica  |147.237.77.74 [lawidi.il Bad TCP sequence wﬁtrj\;;ggzz&?th monitor |7
2.54.128.72  |israel 147.237.76. 200 |ei tan. aka. i of . i | Streamng Engine: TCP Inval id imvalid segnent retransmission. | 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 6
192.243.55.132 |Doninica  [147.237.77.74 |lawidf il Bad TCP sequence ﬂﬁtr:ﬁt;ggz?&:‘th moni tor |6
192.243.55.137 |ominica  |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 6
2.54.7.215 I st ael 147.237.0.34  |tikshuv.idf.il Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |6
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
192.243.55.132 |Dominica  |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 5
192. 243. 55. 129 |Donm ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
192.243.55.134 |Dominica  |147. 237. 7. 216 |dover. i f i Bad TCP sequence Inval i d ACK nurber aert 5
192. 243.55.130 |Dominica  |147.237. 77. 216 |dover i df .i Bad TCP sequence ?ﬁﬁfﬁf;ﬁﬂcﬁth monitor |5
192.243.55.131 |Dominica  |147.237. 7. 216 |dover. i f il SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence noni t or 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 4
192. 243. 55. 130 [Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 4
37.142.68.174 |Israel 147. 237. 72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK - > RST rej ect 4
192.243.55.132 |ominica  |147.237. 77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 4
192.243.55.138 |Dominica  |147. 237. 77. 216 |dover. i f il Bad TCP sequence monitor |4
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor (4
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|Top Attackers In V\AF|

Attacker Address

Sgnature

Devi ce

At t acker Country‘Target Address |Site

Too Many of the Sane Response Gode (404) in Session from

Action

‘Count

147.237. 76. 31/ f ckedi t or/ _what snew. ht m

46. 19. 86. 213 I srael 147.237.0.19 |[madimatal .idf.il 46. 19 86. 213 B ock 243
46.19. 86. 213 I srael 147.237.0.19 |nadimatal .idf.il |Suspicious Response Code Bl ock 102
46.19.86.213  |israel 147.237.0.19 |nadimatal .idf.il 12?11\5%02fléhe Sane Response (bde (403) in Session from Bl ock 36
197.117.99. 147 |Ageria 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 197.117. 99. 147 B ock 30
208.115.111. 72 |wnited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed LRL Access from 208.115. 111. 72 B ock
176.13.18.201 |Israel 147.237.0.19 |nadimatal .idf.i| |[Ostributed Suspicious Response Code B ock
208.115.111.72 [United Sates  [147.237.76.86 |navy.idf.il ﬁsytlhg; .i izle/dgil‘ﬁs/'}coﬁsnj ;Sf)/ shout or um asp Bl ock 3
2.54.31. 161 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 3
17.138.56.26  |United Sates 147.237.77. 216 [dover . i df . i | Ml tipl e Unaut hori zed URL Access from 17.138.56. 26 Bl ock 3
66.249.83.155 |[lIsrael 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 2
207.46.13.193 [lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/captcha. ashx Bl ock 1
37.142.189.87 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ Bl ock 1
193. 136. 33. 224 |Portugal 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
141. 212. 122. 160|lhited Sates 147.237.0.15 |kosher-kravi . i df . i|Unhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
182. 185. 215. 134 |Paki stan 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df . il/894-he/ B ock 1
68.180. 228. 112 |[Wnited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-he B ock 1
157. 55. 39. 90 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
46.117. 0. 220 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wwy i df.il/1283-19142-en/ dover B ock 1
79.180.62.51  |Israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 1
79. 180. 62. 51
46. 19. 86. 213 I srael 147.237.0.19 |nadimatal .idf.il [Too Many 403: Response Code per Session B ock 1
197.117.99. 147 |Ageria 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawnidf.il/ar/@ B ock 1
157.55.39. 134 |Uhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/navy/ navy/ def aul t. aspx B ock 1
66.249.73.138 |[Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/list2005c. htm B ock 1
217. 69. 133, 241 :3:;;’} o 147.237.77. 216 |dover . i df . i | mult crl]fo.rillzletinﬁtzglciz\jsftloash/ nevsf | ash. aspx/ Bl ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to waw | aw i df.il/14-he Bl ock 1
85.64.159.66  |Israel 147.237.72. 156 |aman. i df . i | m”;:‘;;' izjg_ m‘cgﬁggf; (t:gre/ doc._mur/ undef i ned Bl ock 1
46. 19. 86. 213 | srael 147.237.0.19 |nadimatal .idf.i| [Too Many 404: Response Code per Session B ock 1
207.46.13.189 [lhited Sates 147.237.77. 216 |dover.i df . i | Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
157.55.39.159 |thited Sates 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
66.249.73.147 |lsrael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to |ist.ips.gov.il/robots.txt B ock 1
37.142.189.87 | srael 147.237.72. 156 |aman. i df . i | muﬁ.iizd?iﬁfgffmom_ S B ock 1
217. 69. 133. 247 2;;:3 o 147.237.77. 216 |dover . i df . i | mult gfo'ri'lzlinﬁtgc;iz; ;é’t s/ cont act us. aspx! Bl ock 1
193. 136. 33. 224 |Portugal 147.237.77.216|dover.i df . i | PHP At t enpt B ock 1
91.200.12.24  |Wkraine 147.237.76.31 |nakchal .idf.il thaut hori zed LRL Access to Bl ock 1
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