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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site

|Signature |Device Action  |Count |
121.199. 23. 158 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
51. 255. 232. 67 Uni ted Ki ngdom 147.237. 76. 198 e.yohal an.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

213.57. 42. 100 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 8
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 4
151. 80. 44. 115 Italy 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
103. 48.183.17 |147.237.76. 30 hi nush. i df . i . 1
Potential Scan or Brute Force
. |ET SCAN Behavioral lhusual |y fast Terminal Server Traffic,
89.248.172. 140 |147.237.0.17 |Netherl ands mny- kosher -kravi .idf.il . . 1
Potential Scan or Infection
218.246. 0. 97 147.237. 77. 170 |Chi na maar achot . i df . i ET SCAN NVAP -sS wi ndow 1024 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
176.111. 116. 133/147. 237.0.35  |Pol and akavs. i df . i | ) 1
Potential Scan or Brute Force
93.113.125.11 |147.237.76.44 |Ronani a e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237. 77. 216 |dover..i df . i | drop SAMrule drop 36
104.148.71.90 |lLited Sates |147.237.0.19 [nadimatal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 10
104.148.71.91 |Uhited Sates |147.237.0. 17 r?I"y'kOSher'krav"'df SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 10
104.148.71.83 |lLhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
. S SYNtACK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence di fferent vi ndow scal e noni t or 9
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
91.200. 12. 143 |Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
46. 19. 86. 255 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
192.243.55.130 |Doninica  |147. 237. 77. 216 |dover i df . Bad TCP sequence SYNHACK retransmt with monitor |7
different w ndow scal e
. S SYNtACK retransmt wth .
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence qifferent vi ndow scal e noni t or 7
192.243.55.129 |Doninica  [147. 237. 77. 216 |dover i df . Bad TCP sequence SYNHACK retransmt with monitor |7
different w ndow scal e
. S SYNtACK retransmt wth .
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence qifferent vi ndow scal e noni t or 7
192, 243. 55. 129 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
192, 243. 55. 129 |Doni ni ca 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber monitor |5
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber monitor |5
192.243.55.131 |Doninica  [147. 237. 77. 216 |dover. i df . Bad TCP sequence SYNHACK retransmt with monitor |5
different w ndow scal e
91. 200. 12. 143 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
195. 34.150. 18 [Austria 147.237. 77. 216 |dover . i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nenitor |4
107.77.97.91 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 4
91. 200. 12. 143 |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
192. 243. 55. 131 |Doni ni ca 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber monitor |4
46.19.85.231  |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
192.243.55. 134 |Dominica  |147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt wi th monitor 4
different wndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |4
192, 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover.i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
192, 243. 55. 134 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence noni t or
. . . SYNtACK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence di fferent vi ndow scal & monitor |4
192.243.55. 137 |Dominica  |147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt wi th monitor |4
different wndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192. 243. 55. 131 |Donm ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
. . . SYNtACK retransmt wth .
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence di fferent vi ndow scal 6 monitor |4
208. 115. 113. 92 |Lhited Sates |147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 4
Lo . . SYNtACK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent w ndow scal e noni t or 4
Sreamng Engine: TQP Invalid i i ssi
185.3.144.17  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
80. 178. 150. 248 |I srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 3
46.19.85.231 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber alert 3
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 3
Sreamng Engine: TQP Invalid i i ssi
5.102. 215. 222 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
5.22.135.219 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreanming Engine: TQP Invalid i i SSi
79.179.52. 225 |Israel 147.237.77. 243 |robi L e, i of . i1 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.166.116.59 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 3
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

147.237.72. 166/ si p_storage/ fi | es/ 8/ 71548. pdf

Country Action

46.19.86.255 |Israel 147. 237. 72. 166 |aka. i df . i | m”;kgorl idfzidl /'\':a:i r;?gaﬁ\; Z:,\paysl . asp B ock 6
66.249.81.212 |Israel 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 3
5.28.138. 58 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/xmrpc. php B ock 1
210. 195. 169. 155|Mil aysi a 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/xnrpc. php B ock 1
85.250.117.29 [Israel 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
17.138. 56. 26 Uhited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 17.138.56. 26 B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/hal ochamim Bl ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 1
5.28.138. 58 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
213.57.42.100 |[lIsrael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/1517-he/ atal . aspx |B ock 1
93.172.167.80 [Israel 147.237.77.233|atal . i df .i | e Mo horized W _A:;:;fs o Bl ock 1
46.19.85.231  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |Bl ock 1
192. 243. 55, 138 |Doni ni ca 147.237.77. 216 |dover.idf . il Mil tipl e Unhauthorized URL Access from 192. 243, 55. 138 B ock 1
5.28.138. 58 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
220. 255. 148. 212|S ngapor e 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
103. 234.188.99 |[India 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 1
5.22.13.92 [ israel 147.237.77.233|atal .i df .i L e M hori zed W peesie Bl ock 1
203.127.58. 235 |9 ngapore 147.237.77.216|dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
66.249.81.215 |[lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 1
5.135.127.168 |Portugal 147.237.77. 216 |dover.idf . il Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
103.234.188.99 |[India 147.237.77.216|dover.i df . il D stributed Wauthori zed UR. Access on ww i df.il/xmrpc.php [B ock 1
66.102.9.101  |Wnited Sates |147.237.77.216|dover.idf.il mmmfv“itgfo_riilzleldzgﬁ n/Acm;svsis dft_oi | enl i sh B ock 1
5.28.138. 58 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock

210. 195. 169. 155 |Mil aysi a 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
80.230.37.125 | sr ael 147.2317.0.17 ;n in|y- Kosher-kravi - 1d :Tlllrrfl?ilos?;ra}n::ae\:i Elng?d: r?a: I;(j(licr; eat ecapt chai nage. aspx None !
17.138.56. 26 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm B ock 1
141.212. 122. 160|lnited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
66.249. 65. 217 I srael 147.237. 72. 166 |aka. i df . i | thaut hori zed URL Access to Bl ock 1
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