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|Attacker Country

Target Address
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Site

Signature

Device Action

Count

192.99. 194. 131 Canada 147.237.76. 197 e. hinush.idf.il B ock_ Wp Al _Nets drop 1
208. 100. 32. 119 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
173.195.0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il B ock Wp Al Nets drop 1
208. 100. 32. 121 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
173.195. 0. 22 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
208. 100. 32. 116 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_Wp Al _Nets dr op 1
173.195. 0. 23 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
208. 100. 32. 117 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
71.187.179. 155 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
106. 38. 241. 144 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 5
131. 253. 25. 246 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address Count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.246.0.97 |147.237.77.178|hina e.natpash.idf.i||ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.8.45 |[China eeitanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
188.86.127.39 [147.237.77.61 |Yain e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
183. 61. 146. 142 [147. 237. 76. 44 |Chi na e.refuah.idf.il [ET SCAN Potential SSH Scan 1
113.59.33.61  [147.237. 76. 196 |Chi na esvivaidf.il |ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48.193 |147.237.8.50 [Netherlands e.tikshuv.idf.iI[ET SCAN NVAP -sS wi ndow 1024 1
80.82.79.104 |147.237.76. 176 [Net her | ands test.ncore.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
58.176. 23,222 |147.237.76.34 |Hong Kong yohal an.i df. i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.76. 196 |Chi na esvivaidf.il |ET SCAN NMVAP -sS wi ndow 1024 1
183. 61. 146. 142 |147. 237. 76. 177 [Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
183. 61. 146. 142 [147. 237. 76. 38 [Chi na eeneitav.idf.i(ET SCAN Potential SSH Scan 1
113.59.33.61  [147.237. 76. 196 |Chi na esvivaidf.il |ET SCAN NMAP -sS wi ndow 1024 1
91.230. 110. 132 |147. 237. 77. 216 :32;:1’} on dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
75.147.243.2 |147.237.8.46 |Lhited Sates e.chinuch.idf.iI[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover.i df i drop SAMrule drop 36
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni tor |14
- R SYNtAK retransmt wth .
192. 243. 55. 132 [Doni ni ca 147.237. 77. 216 |dover . i df .| Bad TCP sequence di fferent vi ndow scal & nonitor |11
- s SYNtACK retransmt wth .
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 11
104.148.71.90 |Lhited Sates 147.237.0.19 |nadi matal.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 11
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
L . . SYNtACK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence di fferent vi ndow scal 6 monitor |11
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber monitor |10
104.148.71.91 |Wited Sates 147.237.0. 17 ;nlnly kosher-kravi. 1d loyN At t ack SYN -> SYN-ACK -> Tineout |reject 10
104. 148.71.83 |lhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 10
192. 243, 55. 132 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINGACK retransmt with moni tor |10
di fferent w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |9
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber aert 8
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 8
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 8
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 8
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
192. 243. 55. 135 |Doni ni ca 147. 237. 77. 216 |dover i df i Bad TCP sequence SINACK retransmt with moni tor |7
di fferent w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence nonitor |4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor |4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
Sreamng Engine: TCP Invalid i i ssi
27.55.210.78  |Thailand 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber monitor |4
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber aert 4
54.244.22.103 |thited Sates 147.237. 77. 176 |mat pash. i of . | drop First packet isn't SWN drop 4
5.161. 44. 71 'F;ZEH :i' o 147.237. 77. 216 |dover . i df i Bad TCP sequence Invalid ACK nunber aert 3
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout [reject
5.102.195.56 [lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
5.161. 44. 71 ::\;ZEH :E'?"C 147. 237.77. 216 |dover. i of .| Bad TCP sequence Inval i d ACK nunber moni tor |3
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence SINWACK retransmt w th monitor 3
di fferent w ndow scal e
Russi an . Do Streaming Engi ne: TCP Inval i dinvalid segnent retransnission.
130. 193. 37. 16 Federat i on 147.237.0.34  |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 3
94.77.196.82 [Saudi Arabia 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |3
41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |noni tor 3
37.46.38. 10 1 srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
2.54.178.213 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor 3
Sreamng Engine: TCP Invalid i i SSi
79.180.148.80 |Israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.23.185 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
91.200. 12. 143 |Wkrai ne 147.237.77. 74 [lawidf.il drop SAMrule drop
91.200. 12. 143 |Wkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.125.82.90  |israel 147.237.72. 167 |i shurimaka. i df i1 |10° M of the Sane Response Qode (404) in Session from B ock 11
77.125.82.90
17.138. 56. 26 Uited Sates  |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138. 56. 26 B ock
66. 249. 69. 26 I srael 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
. . Unaut hori zed URL Access to
46. 19. 86. 77 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
207.46.13.189 |lnited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
109. 65. 209. 241 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset. css |B ock 1
Russi an W, chanmat z. aka. i [unaut hori zed URL Access to
217.69.133. 243 Feder ation 147.2317.77. 226 df.il v chanat z. aka. i df . i |/ miktzoa/ defaul t. asp Bl ock !
79. 133. 106. 154 RJSS::{} o 147.237.77. 216 |dover . i df . i | Unaut hori zed UR. Access to waw i df . i/ mazi B ock 1
141.212.122. 160|thited Sates  |147.237.76.39 [nmobile. neitav.idf.il [Uhauthorized URL Access to 147.237.76. 39/ B ock 1
69.113.151.67 [lnited Sates |147.237.72.166|aka. i df .i | Mil tipl e Unaut hori zed Method for Known URL from 69. 113. 151. 67 |B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
] . . D stributed Lhauthorized URL Access on
157. 55. 39. 73 Lhited Sates [147.237.72.166|aka.idf .il 147 237 72. 166/ r obot s. £ xt Bl ock 1
60.113.151. 67 |lnited Sates  |147. 237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD f or Bock |1
wwy aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
94.59. 21. 111 ;:i']rtae[deskab 147.237.77. 216 |dover.i df . il Dstributed PHP At t enpt Bl ock 1
Unknown Par anet er
37.142.64.104 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphvai n$TochenPl acekHbl der $ct | 13$ct | 01$ct | 03$chl Ques |None 1
tion$76 in wwv aka. i df.il/nain/giyus/questionnaire. aspx
- . . Uhaut hori zed URL Access to
192. 243. 55, 138 |Doni ni ca 147.237.77.216|dover . i df . i Wi df i | /engl i sh/ hi st ory/ ent ebbel. st mxp rel = Bl ock 1
77.125.82. 90 I srael 147.237.72.167|i shurimaka.idf.il [Too Many 404: Response Code per Session B ock 1
94.59.21. 111 ;:illrtaetdespr ab 147.237.77.216|dover.i df . il Distributed Waut horized URL Access on waw i df . il/xnrpc. php B ock 1
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