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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 5
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HITP. naj estic bot B ock 2
195. 154. 187. 115 France 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il [c1000212: HITP. prefix 1.01 in the LR B ock 1
157. 55. 39. 216 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000212: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
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195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 130. 5. 224 147. 237.77. 227 e. hanaz.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147. 237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147. 237.76. 30 hi nush. i df . i ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
94.102. 49. 151 147.237.0. 17 Net her | ands mny-kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.182.170. 38 147. 237. 76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.77. 179 e nazi.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147. 237. 76. 147 chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
94. 102. 49. 151 147. 237.0. 33 Net her | ands idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.182. 170. 38 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
104.148.71.83 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 10
104.148.71.90 |lnited Sates [147.237.0.19 |nadi matal.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |reject 10
104.148.71.91 |wited Sates [147.237.0.17 qunly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> Tineout |reject 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
192. 243.55. 132 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SYNFACK retransmt with monitor (6
different w ndow scal e
138.134.102. 16 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
. R SYNtACK retransmt wth .
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vindow scal & monitor |5
192. 243.55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
Sreaning Engine: TCP Invalid i i ssi
61.19. 145.34  |Thail and 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Sreamng Engine: TCP Invalid i i ssi
176.13.16.217 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
94.77.196.82  |[Soudi Arabia  |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
95.218. 108. 131 |Ronani a 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engine: TCP I nvali i i ssi
2.54.25.61 I'sr ael 147.237. 72. 166 |aka. i df . i g Engine: TQP Invalidinvalid segnent retransmissi on, drop 3
Ret ransni ssi on Packet dropped.
185. 3. 144. 14 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |3
Russi an e Sreamng Engine: TGP Invalid|invaid segnent retransnission.
141. 8. 184. 30 er ati on 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
192. 243.55. 132 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or
192. 243.55.138 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SYNFACK retransmt with monitor  [2
different wndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 2
Sreaning Engine: TCP Invalid i i ssi
68.180.229.239 |thited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransni ssi on Packet dropped.
192. 243.55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence mnitor |2
Russi an R Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
217.69.133.246 [ - . 147.237.77. 243 |nobi | e.i df . i | Ret 1 ansmi ssi on Packet dr opped. drop 2
84.109.180. 63 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 2
192. 243.55. 138 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 2
Sreamng Engine: TCP Invalid i i ssi
207.46.13.147 |United Qates |147.237.76. 200 [eitan akaidf i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
184.105. 139. 87 |wnited Sates [147.237.77. 226 :’“’“’“ha”m' aka.1df-1 oy At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an s ) )
130. 193. 50. 33 r at i on 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
74.82.47. 46 Lhited Sates |[147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 36 I srael 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 1
180.76.15.6 Chi na 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 111|thited Sates [147.237.77. 170 |maarachot . i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.72 |lWited Sates [147.237.77.205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |CGer many 147.237.77. 235 |sviva.idf.il dr op SAMrul e drop 1
46.19. 86. 36 I srael 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nvalid ACK nunber moni tor |1
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 1
184.75.119.97 |Uhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
Russi an s ; Geo- | ocati on i nbound
195. 62. 53. 168 r at i on 147.237.76. 198 |e. yohal an. i df .i | CGeo- | ocati on enf or cenent enf or coment drop 1
74.82.47.16 Lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber aert 1
46. 120. 29. 28 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 1
192. 243.55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184.105.139. 71 |nited Sates [147.237.76. 148 |gqcenter. aka.i df .il drop drop 1
201.197.31. 154 |Qsta Rca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
74.82. 47. 46 Lhited Sates [147.237.72.167 [ishurimaka.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1




02-20-2016-06:04:06 to 02-20-2016-07:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Action ‘Count

17.138.56.26 |lLhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 17. 138. 56. 26 B ock 4
72.9.148.10  |Wited Sates  [147.237.76.86 [navy.idf.il bt rn'al\’/‘;tf?jfl‘r:?“/t;;;' Zed ﬁ:ﬁiszs‘;; aspx Bl ock 2
217. 69. 133. 247 gj::;”i o 147. 237.77. 226 \fAM:AI' chamat z. aka. i d muctmf:kﬁdﬁfﬁf;ﬁddamt.asp B ock 1
157.55.39. 226 |lhited Sates  |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 157.55. 39. 226 Bl ock 1
66. 249. 65. 217 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock

183.82.154.10 |[India 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to wa cogat.idf.il/xmrpc. php B ock

91.231.54.26 |Ukraine 147.237.77. 176 [nat pash. i df . i | muésg;t' iy f;scis;]/tczgat asp B ock 1
157.55.39.226 |Wnited Sates  |147.237. 76. 200 |ei t an. aka. i df . i | m“;htogr'].z:fa.%.ffffzmgt s/ opeernet ery/ OpceneL er . a5px B ock 1
66.249.69.26 |[lIsrael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www i df.il/page/ 3/ Bl ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df . il/dover/sitel/ nai npage.asp  |Bl ock 1
109. 125. 252. 23 |Pol and 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
17.138.56.26 |Lhited Sates |147.237.77.216|dover.idf.i | D stributed Uhaut hori zed URL Access on wanidf.il/error. htm Bl ock 1
162.243.29. 145 [Lhited Sates  |147.237.76.86 [navy.idf.il Mil tipl e Unhauthorized URL Access from 162.243.29. 145 Bl ock 1
197. 38. 225. 107 |Egypt 147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 1
109. 125. 252. 23 |Pol and 147.237.77. 216 |dover.i df .i | Dstributed Lhaut hori zed LRL Access on waw idf.il/xmrpc.php  |B ock 1

Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . i 1/1133-20579- he/ kkkkkkk=dedd0450kkkkkkk dedd04 |Bl ock 1
50

74.82.47.2 Lhited Sates  [147.237.72.167i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
197. 38. 225. 107 |Egypt 147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/xmrpc. php B ock 1
157.55.39.51 |[Wited Sates |147.237.0.16 Iny kosher-kravi. idf. i1\ horized URL Access to v ny- kosher - kravi . i df i1/ B ock 1
40.77.167.50 |lnited Sates  [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ Bl ock 1
183.82.154.10 |india 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 1
87.69. 245. 216 |l srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
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