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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237.76.176 test.ncore.idf.il JLM Under _Attack_Con Htp dr op 1
208. 100. 32. 121 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 86 navy.idf.il Block Udp All Nets drop 1
208. 100. 32. 116 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 38 eeneitav.idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 201 147.237. 76. 147 chi nuch. aka.idf.il ock Wdp Al _Nets drop 1
208. 100. 32. 117 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
185. 130. 5. 201 147.237.76. 39 nobile.neitav.idf.il |Bock Wdp All Nets drop 1
185. 130. 5. 201 147. 237. 76. 196 e.svivaidf.il Block Udp All Nets drop 1
45.32.57. 134 147.237.76. 34 yohal an. i df .i | B ock Np Al Net drop 1
208. 100. 32. 119 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 201 e atal.idf.il B ock_Udp All _Nets dr op 1




02-20-2016-04:04:00 to 02-20-2016-05:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 144 Chi na 147.237.77. 216 dover.idf.il |Clo00103: HTTP. User Agent Sogou+web+spi der B ock 6
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000106: HITP. majestic bot B ock 2
62.212.73.211 Net her | ands 147.237.77. 216 dover.idf.il [CL000106: HTTP. najestic bot Bl ock 2
162.210.196.130  [Lnited Sates 147.237.77.216 |dover.idf.il| |CL000106: HTTP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |C1000103: HTTP. User Agent Sogou+web+spi der Bl ock 1




02-20-2016-04:04:00 to 02-20-2016-05:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 146 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sSA (2) 2
192. 243. 55. 137 147.237.77. 216 Doni ni ca dover.idf.il GL VBB SERER I SAP . printer access 1
93.113.125. 11 147.237.8.50 Rormani a e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 243. 55. 137 147.237.77. 216 Doni ni ca dover.idf.il SRERIIS I SAP .printer access 1
146. 185. 250. 2 147.237.8. 27 Russi an Federati on e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 11 147.237.8. 46 Romani a e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1




02-20-2016-04:04:00 to 02-20-2016-05:04:00

|Top Attackers In FW |

Devi ce

At acker

Count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 12
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 12
192.243.55.137 |Dominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |11
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |11
104. 148.71.83 |Wited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |10
104.148.71.90 |Whited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10

m ny- kosher - kravi . i df

104.148.71.91 |lLited Sates [147.237.0.17 i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

. . . SYNWAKK retransmt with .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e noni t or 10

SYNWAXK retransmt with

192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence : . monitor |9
different wndow scal e

192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

192.243.55.130 |Dominica  |147.237.77.74 |lawid.il Bad TCP sequence SYINFACK retransmt with moni tor |8

different w ndow scal e

. . . SYNtACK retransmt wth .
192. 243. 55. 138 |Dom ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence different w ndow scal e noni t or 8

SYNWAKK retransmt with

192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different w ndow scal e nonitor |8
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or

192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or

192. 243. 55. 129 |Doni ni ca 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55. 134 |Dominica  |147. 237. 77. 216 |dover . i df il Bad TCP sequence wﬁtﬁ;ggsg&gth monitor |7
192.243.55.129 |Dominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th monitor |7
192. 243. 55. 129 |Donm ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

79.178. 129. 123 |I srael 147.237.77. 216 |dover. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

109. 67.172.78 |Israel 147. 237.72. 166 |aka i df . i Streaning Bngine: TCP Invalid invalid segrent retramsmission. 6

Ret r ansm ssi on Packet dropped.

192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect

192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192.243.55.138 |Doninica  [147.237.77.74 |lawidf.il Bad TCP sequence ﬂ;ﬂfnra:ﬁxgﬂgth moni tor 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop

192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert
192.243.55.132 |Domnica  |147.237.77.74 |lawidi.il Bad TCP sequence wﬁtrj\;;ggz?&?th monitor |6
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 6
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d ACK nunber nonitor |6
37.26.148.247 |Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
192.243.55.131 |Dominica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence wﬁtrf\;gj‘gz?&gth mnitor |5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
192. 243. 55. 131 |Donm ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor |4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
192.243.55.135 |Domnica  |147.237.77.74 [lawidi.il Bad TCP sequence SINGACK retransmt with monitor |4

different wndow scal e
SYNWAKK retransmt with

192. 243. 55. 131 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent w ndow scal e noni t or 4

Streaning Engine: TCP Invalid [invalid segnent retransnission.

66. 249. 66. 93 Lhited Sates |147.237.76.86 |navy.idf.il drop 4

Ret r ansni ssi on Packet dr opped.
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192.243.55.135 |Domnica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence SYINFACK retransmt with monitor |4

different wndow scal e
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4




02-20-2016-04:04:00 to 02-20-2016-05:04:00

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
197. 38. 225. 107 |Egypt 147.237.77. 170 |maar achot . i df . i | |PHP Att enpt B ock
197. 38. 225. 107 |Egypt 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed LRL Access to maarachot.idf.il/xnrpc. php B ock
17.138.56. 26 g"alt:g 147.237.77. 216 |dover. i df .i | Mil tipl e Unaut horized URL Access from 17.138. 56. 26 Bl ock 2
220. 255. 148. 34 |Sngapore  [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
Unaut hori zed URL Access to
192. 243.55. 130 |Doni ni ca 147.237.77.216|dover.idf .i | v i df . i |/ 1283-19015- en/ dover . aspx89/ dont - you- wi sh-t hi s-was-wai ting |B ock 1
-for-you-at - honme-i - doeat hhowconmrent =1367249835647
79.179.20.209 [israel 147.237.0.34 [tikshuv.idf.il |PHP Attenpt B ock
203.127.96.230 |Sngapore  [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
157. 55. 39. 96 g‘;ttee: 147.237.76.86 [navy. idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
66.249. 65. 115  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storagel fil es/ 7/ 3347. | pg Bl ock 1
Unaut hori zed URL Access to waw i df.il/1283-19121-en/ dover. aspx
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover . i df . il ht t p: / wane pri nt er dust cover s. net / speck- ki ndl e- dust j acket - red-fits-6-di spl ay |Bl ock 1
-1 at est - generati on-ki ndl e
79.179.20.209 |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to www tikshuv.idf.il/xnrpc. php B ock 1
203.127.96.251 |Sngapore  [147.237.77.216|dover.idf.il Ostributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
172.58.33.47  |goi o 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- hel r ef uah, aspx B ock 1
66.249. 65. 118 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
108. 227.98. 31 g‘;tt:: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
17.138. 56. 26 ;ﬂ;ttee: 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to v i df . il/shared/ usercontrol s/ header upper/ B ock 1
207. 46. 13. 189 g‘;tt:: 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . URL is Above Root Directory
185. 100. 85. 190 147.237.77. 216 |dover . i df . i | Wi o i 11,/ shered ol i ent scri pt /j query/j query-1. 4. 2. .| s B ock 1
68. 180. 230. 29 g‘;tt:: 147.237.77.176 |mat pash. i df . i| |Parameter Type Viol ati on PageNumin www cogat . i df.il/1043-he/ cogat . aspx  |Bl ock 1
Lhited - - Uhaut hori zed URL Access to
131.253. 24. 128 Sates 147.237.76.86 navy. | df.il wn navy. i df.i |/ sip_storagel fil es/ 0/ si ze338x0/ 1620. j pg Bl ock !
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fi | es/ 0/ 3120.  pg Bl ock
213.57.134.151 |[lIsrael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock
. . i i i - ? =Xe
192.243.55.129 |pominica  [147.237.77. 216 |dover . i df .i | thauthori zed LRL Access to v i df..11/1129-hef dover. aspx?searchtext=x g o\ 1
X X X'X X X
. . DO stributed Unaut hori zed URL Access on
79.176.221.230 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- hel r ef uah, aspx B ock 1
203.127.96.197 |Sngapore  [147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 1
141. 212. 122. 160 g‘;ttee: 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.65.112 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 8/ 3048. j pg B ock 1
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