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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
185. 130. 5. 228 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
45.32.57.134 147.237.76. 148 ggcenter.aka. i df.il B ock Np Al Net dr op 1
188. 138. 17. 205 France 147.237. 76. 197 e hinush.idf.il ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 31 nakchal .i df i Block Udp All Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_ Udp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Signa1 ure Devi ce Action |Oount
91.121.112. 142 France 147.237.77. 74 lawidf.il C1000106: HITP. naj estic bot B ock 2
65. 55. 210. 231 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
91.121.112. 142 France 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
69.197. 177. 50 Lhited Sates 147.237.77.216 |dover.idf.il [ClL000106: HITP. najestic bot B ock 2
84.108. 130. 25 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
199. 30. 24. 74 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 2
66. 249. 78. 127 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
132.252.173. 4 |147.237. 77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
218.246.0.97 [147.237.8.45 |[China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
146.185.250.2 |147.237.8.14 |RSSIn e.orchot.idf.il ET SO Behavi oral Unusual ly fast Termnal Server Traffic, 1
Federation Potential Scan or Infection
80.82.79.104 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 |147. 237. 77.61 |lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 |147.237.76.86 [China navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 |147.237.76.38 [China eeneitav.id.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 |147.237.0.200 [China . i df il ET SCAN Potential WNC Scan 5900- 5920 1
50. 204. 188. 142 [147.237. 77.61 |Wited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
223.4.174.30 |147.237.76. 199 Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 |147.237.76.42 [China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
223.4.174.30 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

ount ry ‘Target Address |[Ste Signature
8.37.227. 163 g”&;ymus 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 101
8.37.227. 163 g”&’;ymus 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 71
41.33.231.90 [Egypt 147.237.77. 216 |dover.i df i drop SAMrul e drop 30
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni tor |13
- R SYNtACK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal & monitor |12
104.148.71.83 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
104.148.71.90 |lLited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 10
104.148.71.91 |Wwited Sates |147.237.0.17 ;”inly'kOSher'kra"' T |syN Att ack SYN -> SYNACK -> Tineout  |reject 10
L o SYNtACK retransmt wth .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal 6 monitor |9
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |9
Sreaning Engine: TCP Invalid ' i ssi
46. 19. 85. 48 | srael 147.237.72. 167 |i shuri maka. i df .i | g .g Invalid segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber roni t or
L . . SYNtACK retransmt wth .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vindow scal e noni t or 7
192. 243. 55. 135 |Doni ni ca 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SINFACK retransmt with monitor |7
di fferent w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |7
192, 243. 55. 132 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 132 | Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |7
192. 243. 55. 134 |Donm ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
120.52.72.40 |China 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 6
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence nonitor |6
- R SYNtACK retransmt wth .
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |6
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
- R SYNtACXK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |5
192. 243. 55. 138 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 4
L . . SYNtACK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vindow scal e noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 132 | Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence moni t or
- R SYNtACXK retransmt wth .
192. 243. 55. 130 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence different vi ndow scal e monitor |4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence monitor |4
L o SYNtACK retransmt wth .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vindow scal e noni t or 4
Sreanming Engine: TCP Invalid i i SSi
65.55.210.90 |Wited Sates |147.237.76. 200 |ei tan. aka i df . 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
192. 243. 55. 132 |Domi ni ca 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop
192, 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence SYNHACK retransmt with moni tor |4
di fferent w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreanming Engine: TCP Invalid i i SSi
77.125.118.67 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
84.108.130.25 |Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84.108. 130. 25 B ock 9
131.253.25.189 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 2
185. 85. 130. 64 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawwidf.il/english/" Bl ock 2
37.77.51.58 Iraq 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 2
Unaut hori zed URL Access to
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover . i df . i | wan i df . i 1/ newsi t e/ novi es/ yassi n2. wiv Bl ock 1
http: /vwwy i df . i | / newsi t e/ novi es/ yassi n7.
66. 249. 69. 34 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
84.108.130.25 |[Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/sip storage/files/ |B ock 1
; ] . Unaut hori zed URL Access to
17.138.54.143 |lhited Sates  |147.237.72.166|aka. i df .i | vaww aka. i f i |/ appl e- app-si t e- associ at i on B ock 1
] - . Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates [147.237.77.216 |dover.idf.i| v i df i 1/ 1380- he/ dover . aspx Bl ock 1
Russi an . . ]
95. 32. 148. 18 er ati on 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
. . Paraneter Type Molation & in
188. 238. 219. 154|F nland 147.237.76.42 |refuah.idf.il voww ref ua atal i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. asp B ock 1
72.216.33.117 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/aman B ock 1
95. 32. 148, 18 RJSf;:I'} on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/bl og/wp-1ogin. php  |H ock 1
66. 249. 64. 70 I srael 147.237.76.200(ei tan. aka. i df . il Lhaut hori zed URL Access to v ei tan. aka. i df . i |/ header upper/ Bl ock 1
. . Paraneter Type Molation & in
188. 238. 219. 154|F nl and 147.237.77. 216 |dover . i df .i | ww i df i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
- . . Uhaut hori zed URL Access to
79.181.132. 139 |Israel 147.237.0.19 |[madimatal .idf.il naci matal i df.i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
. ww. chanmat z. aka. i d .
113.76.90.134 |China 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1

02-20-2016-03:04:09 to 02-20-2016-04:04:09




