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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
183. 60. 48. 25 Chi na 147.237.0. 17 mny- kosher - kravi . i df . i | Frk_Under _Attack_Con_Tcp drop 2
193. 242.218. 6 Sntzerl and 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
211. 200. 214. 69 Korea, Republic of 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
27.221.10. 194 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il JLMPurple Gon Linit_Tcp drop 1
185. 130. 5. 200 147.237. 76. 148 gocenter. aka.idf.il B ock Wp Al _Nets drop 1
211. 200. 214. 69 Korea, Republic of 147.237.76. 44 e.refuah.idf.il B ock_ Wp Al _Nets drop 1
45.32.57. 134 147.237.76. 38 e.eneitav.idf.il Bock Np All _Net drop 1
185. 130. 5. 200 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
45.32.57. 134 147. 237.76. 42 refuah.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
38.87. 46. 138 Lhited Sates 147.237.77.216 |dover.idf.il [Cl000008: HTTP. Xenu User Agent B ock 1
157. 55. 39. 41 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
66. 249. 78. 120 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000212: HITP. prefix 1.01 in the URL B ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
80. 235. 155. 54 Uhi ted Ki ngdom 147.237.77.216  |dover.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
165. 215. 209. 15 Lhited Sates 147.237.77.216 |dover.idf.il [14511: HITP. Wn32/Qiga Fake User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
120.24.72.25 147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 72. 14 |Turkey dover.idf.il(old) |ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
95. 154. 184, 100 |147. 237.77. 216 23::;'}0'1 dover. i df il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
95. 154. 184. 100 |147. 237.77. 179 ?éj::;’}m e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237. 72. 167 |Chi na ishurimaka.idf.il|ET SCAN Potenti al SSH Scan 1
222.124.152. 67 |147.237.76. 202 |l ndonesi a e halag.idf.il ET SCAN Potential SSH Scan 1
95. 154. 184. 100 |147. 237.77. 19 23::;'}0'1 lawforumidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.27 |China e.madi matal .idf.i|ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76.30 |China hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
95. 154. 184. 100 |147.237.8. 45 gj;:tnim eetanid.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102.63.158 |147.237.0.19 [Netherl ands madi matal .idf.il |[ET SCAN Potenti al SSH Scan 1
173.14.248.34 |147.237.76. 147 |Lhited Sates chinuch.aka.idf.il|ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uusual |y fast i nbound Tel net Gonnecti ons,
121.147. 228.26 |147.237.8.28 |KO"€& Republic | e ks idf il ) y 1
of Potential Scan or Brute Force
59. 45. 79. 117 147.237.77. 178 |Chi na ematpash.idf.il |ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 72. 14 [Turkey dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.77. 61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
95. 154. 184, 100 |147. 237. 77. 243 gj;:tnim nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
95. 154. 184, 100 |147. 237.77. 179 gjzg'im e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
95. 154. 184. 100 |147. 237.77. 170 ?éj::;’}m naarachot.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
59. 45, 79. 117 147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
222.124.152. 67 [147.237.76. 177 |I ndonesi a ncore.idf.il ET SCAN Potential SSH Scan 1
95. 154. 184, 100 |147. 237. 72. 156 23::;'}0'1 aman. i df il ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 98 147.237.77.205|Lhited Sates prisha.idf.il ET DRCP Bshiel d B ock Listed Source 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
95. 154. 184. 100 |147.237.8.28 gj;:tnim e.nobi le-ks.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
173.14.248.34 |147.237.76. 147 |Lhited Sates chinuch. aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 179 |Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker
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Attacker Address count ry Target Address |[Ste Signature
54,244.22.103 |wnited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 85
54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 37
176. 77. 28. 177 R‘F Sf:;”ion 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 35
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
50.97.138.113 [lhited Sates  |147.237.72. 166 |aka.idf.i| Bad TCP sequence SNretransmt wth different o000 |11
w ndow scal e
104.148.71.83 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |[reject 10
104.148.71.90 |[wnited Sates [147.237.0.19 |nedimatal.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 10
104.148.71.91 |Wited Sates |147.237.0.17 ]["I"Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Timeout |reject 10
Sreaning Engine: TGP Invalid ' i ssi
2.54.172.137  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 255 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
120.52.72. 47 Chi na 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 6
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 255 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
37.26.146.218 |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |4
5.22.130. 129 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor 3
Sreanming Engine: TCP Invalid i i SSi
5.28.160.142  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 74 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
77.127.205. 222 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
80. 235. 155. 54 LKTI;;éjom 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i SSi
66.249. 64.198 |lnited Sates |147.237.77. 243 nobile.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.22.135.250  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
80. 235. 155. 54 E?';;gom 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46.19. 85. 140 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
5.9.111. 70 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop
77.237.138.202 |Czech Republic |147. 237. 77. 212 [e. dover.idf i1 Geo- | ocati on enf or cenent ﬁ?olr ggﬁi'mo n i nbound drop 2
141.212.122. 175|nited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.140. 82 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74. 6. 254. 127 Lhited Sates [147.237.77. 216 [dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
185. 3. 144. 68 | srael 147.237.77. 243 |nobi l e.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
120.52.72.43 Chi na 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
82.166. 100. 163 |[lIsrael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 175|Uhited Sates [147.237. 77. 170 [mmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.94.33.82 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
161. 202. 72. 162 |Net her| ands 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 R‘SIS:;”i o 147.237.77. 226 :”’“"‘ chamatz. aka. 1df- T oy At t ack SYN -> SYN-ACK -> RST rej ect 1
41.13. 40. 120 South Arica 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 174|United Sates |147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85.237.234.64 |[Yovakia 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.210.181.15 |France 147. 237.77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nmonitor 1
46.19. 85. 214 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
161. 202. 72. 162 |Net herl ands 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
: e SYNretransmt wth different
50.97.138.113 |[hited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence wi ndow scal e alert 1
141.212.122. 174|United Sates |147.237.77. 170 |naarachot . i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.180.64.220 [Netherlands  [147.237.0.16 |ny-kosher-kravi.idf.il |Bad TOP sequence SiNretransmt with different oo 3
w ndow scal e
100.73.127.69 | ted 147.237.77. 176 |nat pash. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1

Ki ngdom
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
149.78.189.37 [ srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Code (404) in Session from g o 15
149. 78. 189. 37
208.115.111.72 |thited Sates 147.237.76.86 |navy.idf.il Mil tiple Unhauthorized URL Access from 208. 115, 111. 72 Bl ock 4
197. 38. 225. 107 |Egypt 147.237.0.15 |kosher-kravi.idf.il PHP At enpt B ock 2
197. 38. 225. 107 |Egypt 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to kosher-kravi.idf.il/xmrpc. php B ock 2
37.238.144.116 |[Iraqg 147.237.77.216|dover. i df .i | Ml ti pl e Uhaut horized URL Access from 37.238. 144. 116 B ock 2
149.78.189. 37 |Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
50.97.138.113 [lnited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e signatures fromb50.97.138. 113 Bl ock 1
207. 46. 13. 42 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/msrot.aspx |B ock 1
89. 39. 93. 218 Romani a 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php B ock 1
. . Unaut hori zed URL Access to
37.238.144.116 |iraq 147.237.77. 216 (dover.idf .il W i df i |/ 1133- 22787ayedar / dover . aspx B ock 1
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
95.73. 241. 125 RJSIS::I”i o 147.237.77. 216 |dover . i df . i | Uhaut hor i zed URL Access to wwwidf.il/mazi' a=0 B ock 1
41.202.219.72 |Cameroon 147.237.77.216|dover. i df .i | Ostributed PHP At tenpt B ock
157.55. 12. 90 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock
. . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 (dover.idf .il 147. 237.77. 216/ 1133- 19825- he/ dover . aspx B ock 1
: . . Unaut hori zed URL Access to
208.115.111. 72 |thited Sates 147.237.76.86 |navy.idf.il navy. i df .11/ edi i yoran/ yonan. asp Bl ock 1
103. 18.118. 6 New Zeal and 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
. . D stributed Unaut hori zed LRL Access on
41.202.219.72 |Cameroon 147.237.77.216|dover . i df .i | v i i 1/ xr pc. php Bl ock 1
80. 246. 130. 3 | srael 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm |B ock 1
Russi an waw. chamat z. aka. i df . [unaut hori zed URL Access to
217.69.133. 246 Feder ation 147.237.77. 226 il vy chanat z. aka. i df . i 1/ kurs/ defaul t. asp Bl ock !
141. 212.122. 160|lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ B ock 1
50.97.138.113 [lhited Sates 147.237.72. 166 |aka. i df . i | MBSQ Data Retrieval wth Inplicit Qonversion Brors None 1
89. 39. 93. 218 Rormani a 147.237.77.216|dover. i df .i | PHP Attenpt B ock 1
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