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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
192. 243. 55. 130 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
23. 24. 243. 249 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
166. 181. 82. 119 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
185. 130. 5. 201 147. 237. 76. 196 e.svivaidf.il B ock_Udp Al _Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 201 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp All _Nets drop 1
185. 130. 5. 201 147.237. 76. 200 eitan. aka.idf.il B ock_Udp Al _Nets dr op 1
71.6.167. 142 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |Bock Wdp All Nets drop 1
185. 130. 5. 201 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 1
45.32.57. 134 147.237.76. 30 hi mush. i df i | Block Np All Nt drop 1
185. 130. 5. 201 147. 237. 76. 201 eatal.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 201 147.237.76. 148 gogcenter.aka.idf.il |Bock Udp All Nets drop 1
45.32.57. 134 147.237.76. 199 e. nakchal .idf.il B ock Np All _Net dr op 1
185. 130. 5. 201 147.237. 76. 202 e halag.idf.il B ock UWdp Al Nets drop 1
185. 130. 5. 201 147. 237.76. 34 yohal an. i df . i | Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
85.65. 112, 71 I srael 147.237.0. 34 tikshuv.idf.il |C1000212: HITP. prefix 1.01 in the URL B ock 8
79.176.97. 186 I srael 147.237.0. 34 tikshuv.idf.il |Cc1000212: HITP. prefix 1.01 in the UR B ock 5
5.9.87.111 Ger nmany 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot Bl ock 2
178. 203. 146. 227  |Ger many 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
5.9.151.22 Ger nany 147.237.77.176  |matpash.idf.il |Cl000106: HITP: najestic bot B ock 2
46. 19. 86. 203 I srael 147.237.0. 34 tikshuv.idf.il |C1000212: HITP. prefix 1.01 in the URL B ock 2
69.197. 177. 50 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 2
144.76. 7. 107 Ger nany 147.237.77.216 |dover.idf.il C1000106: HITP. rmaj estic bot B ock 2
193.111. 140. 153 |Ger nany 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 78. 120 I srael 147.237.0. 34 tikshuv.idf.il |Ccl000212: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Federati on

188. 120. 148. 137(147. 237. 72. 166 || srael aka idf.il ET SCAN NVAP -sA (2) 30
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
113.94.179. 110 |147. 237 76. 30 |ani i rush i | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
. . . . . . 1 ha | nusn. . .
Potential Scan or Brute Force
104. 44. 133. 108 |147.237.76.30 [Lhited Sates hi nush. i df .i | ET SCAN NVAP -sS w ndow 2048 1
95. 154. 184. 100 |147. 237.77. 74 EZZli}on lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
95. 154. 184. 100 |147. 237.8. 27 gj::;”ion e.madi matal .idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
125. 212. 232. 146|147. 237. 76. 39 |V et nam nobi | e. nei tav.idf.i [ET SCAN NVAP -sS w ndow 3072 1
104. 44. 133. 108 [147.237.76.30 |Uhited Sates hi nush. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
104. 44.133. 108 [147.237.76.30 |Lhited Sates hi nush. i df .i | ET SCAN NVAP -f -sS 1
95. 154. 184. 100 [147.237.76.86 EZZli}on navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
95.154. 184. 100 |147.237.0.200 |RHSSI&n . i of i | ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
166. 181. 82. 119 |lhited Sates |147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1138
166.181.82. 119 |Uhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 120
Sreanming Engine: TCP Invalid i i ssi
109. 64. 135. 196 | srael 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. o 108
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreaming Engine: TCP Invalid i i ssi
5.102.222. 1 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 15
Ret ransni ssi on Packet dr opped.
23.24.243.249 |Uhited Sates |147. 237. 77. 216 |dover.idf.il drop First packet isn't SN drop 11
104.148.71.83 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
104.148.71.90 |Wited Sates [147.237.0.19 |[nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
104.148.71.91 |wited Sates |147.237.0.17 ;“I"I" kosher-kravi.id [N At t ack SYN -> SYNACK -> Timeout  |reject 10
- S SYNtACK retransmt wth .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e monitor |9
192.243.55.130 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SYNGACK retransmt with monitor (8
di fferent w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
85. 250. 134.86  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. o 8
Ret ransni ssi on Packet dr opped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber monitor (8
23.96.208. 137 |Uhited Sates |147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |7
192. 243.55. 130 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
5.102.254.213 |lsrael 147.237.72. 166 |aka.i df il Bad TCP sequence Invalid ACK nunber noni t or 7
50. 18. 94. 121 Wited Sates |147. 237. 77. 216 [dover. i df. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |6
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng Engine: TCP Invalid i i SSi
109. 67. 217. 104 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
- S SYNtACK retransmt wth .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal e monitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert 5
80. 179. 18. 64 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber monitor (4
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
195.34.150.18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
79.179.55.176 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
54.151.42.39 Lhited Sates |147. 237. 77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
54.241.198.78 |Uited Sates |147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |4
37.26.147.184 | srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e
93.172.224.82 |israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi
109. 64.57.107  |Israel 147. 237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
93.172.239.216 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TP Invalid i i ssi
87.70.44.98  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
192.243.55.131 |Dominica  [147.237. 7. 216 |dover. i df il Bad TCP sequence SYINFACK retransmt with monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
77.126.98.193 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
102.243.55.138 |Doninica  |147.237.77.74 [lawidr. il Bad TCP sequence SINWACK retransmt wi th monitor |3
di fferent w ndow scal e
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
94.77.196.82  |Saudi Arabia |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
L . . SYNtACK retransmt wth .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence different v ndow scal monitor 3
102.243.55.129 |Doninica  |147.237.77.74 [lawidr.il Bad TCP sequence SINWACK retransmt wi th monitor |3
di fferent w ndow scal e
136. 243. 154. 102|Ger many 147. 237.77. 216 |dover. i df . il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |3
192. 243.55. 129 |Doni ni ca 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 2
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 2
70.196.140.28 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243.55. 134 |Domi ni ca 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |2
136. 243. 154. 93 |Ger many 147.237.77. 216 [dover. i df . il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
217.132.127. 212|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
141.212.122. 160|thited Sates |147.237.77. 176 [nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
37.26.147.184 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i | Mil tiple Wauthorized URL Access from 192. 243. 55. 129 Bl ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
157. 55. 39. 51 Lhited Sates |147.237.0.16 ][Tyl- IkOSher -kravi.id Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
45.210.246.41  |U uguay 147.237.77.216|dover. i df .i | Mil tipl e Untraceabl e SSL Sessions from45. 210. 246. 41 (Cpen Mbde) [None 1
195. 22. 126. 190 |Pol and 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to www aka. i df . i | /894-he/ chi nuch. aspx Bl ock 1
68.180.228.175 |[Whited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
178. 140. 99. 19 :Z::I”i on 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to v idf.il/nazi B ock 1
45.210. 246.41  |Uruguay 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
199. 30. 24. 65 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm Bl ock 1
Unknown Par anet er
89.138.119.73 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wa aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Unknown Par anet er
188. 120. 148. 137|I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenM acetbl der $ct | 13$ct | 01$ct | 03%chl Questi |None 1
on$116 in ww aka. i df.il/nmai n/gi yus/ questi onnai re. aspx
66.249. 65. 118  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css Bl ock 1
204.68.184. 250 [Lhited Qates |147.237.77.234|hal ag.idf . il ﬂ?f’;gg%fg?’:ﬂ‘mpggjsh;oe /bl et L, gi Bock |1
93.158. 152. 44 gs::;”i on 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
5.29.121. 42 | srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Mol ation in ww aka.idf.il/chanatz/ contact/ None 1
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to ww | aw i df . il/228-he/ fag. aspx B ock
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock
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