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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site

|signature |Device Action  [Count |
167.114. 133. 208 Canada 147.237.76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 2
45.32.57. 134 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
45.32.57. 134 147.237.76. 197 e. hinush.idf.il ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘S gnature Devi ce Action |Count
81.218. 143. 185 I srael 147.237.76. 31 nakchal .idf.il |ClL000004: HTTP: options nethod (M crosoft) B ock 11
109. 64. 214. 104 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 5
77.127.221.29 I srael 147.237.0. 34 tikshuv.idf.il [C1000212: HTTP. prefix 1.01 in the LR B ock 2

84. 94. 48. 202 I srael 147.237.0. 34 tikshuv.idf.il |C1000212: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP:. User Agent Sogou-+web+spi der B ock 1




02-19-2016-22:04:02 to 02-19-2016-23:04:02

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66.39 [147.237.77.74 [Uited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
200. 128. 67. 64 [147.237.0.35 |Brazil akavs. i df il ET SCAN NMAP -sS wi ndow 4096 1
200.128. 67.64 |147.237.0.35 |mazil akavs. i df .i | ET SCAN NVAP -f -sS 1
185.130. 5. 179 [147.237.76.38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
176. 58. 113. 167 [147. 237. 8. 50 E:irf;gom e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193 [147.237.0.15 |Netherl ands kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
45.79.149. 159 (147.237.8.28 e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
201 172, 4. 252 1147, 237, 77. 212 [ co o dover i df il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
200.128.67. 64 |147.237.0.35 |Brazil akavs. i df .il ET SCAN NVAP -sS wi ndow 2048 1
185.130.5. 179 [147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
192 117, 52 950 |147. 237 76.34 |Tai ven yohal an.idf i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80.82.79.104 [147.237.72. 166 |Net her| ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.151.52. 253 |147.237.77. 216 |krai ne dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 [147.237.76. 196 |Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Devi ce

CGountry

SWNretransmt wth different

Action

Ret r ansm ssi on

Packet dropped.

79.177.169. 93 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence . nonitor |61
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
46.213. 154. 101 2&3{2?” 147, 237. 7. 216 |dover. i of . | Bad TCP sequence I'nval i d AGK nunber moni tor |14
Srian Aab R .
46.213. 154. 101 Republ i ¢ 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 13
37.48.65. 76 Net her | ands 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
104.148.71.83 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 9
R SWNretransmit wth different .
213.57.160. 27 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence vi ndow scal monitor |9
104.148.71.90 |Wited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
104.148.71.91 |twited Sates |147.237.0.17 ?]:le kosher-kravi.1d gy At t ack SYN -> SYN-ACK -> Tinmeout |reject 9
reamng Engi ne: TCP Invali i i ssi
79.177.39.192 |Israel 147.237.72. 166 |aka. i df . Streaming Engi ne: TCP Inval id |invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.60 |Wnited Sates |147.237.76.86 |navy.idt.il 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 66.63 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179.57.35 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaning Engine: TGP Invalid i i ssi
5.102.222.1  |isradl 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
. R SYN+ACXK retransmt with .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal e monitor |5
82.166. 114. 235 [l srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
54.54.54.253 |Whited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
12.183.71.3 Lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 5
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (4
46.19.86.191 |[lIsrael 147.237. 72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.121. 228. 68 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber monitor |4
5.22.135. 99 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber mnitor |4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |4
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover i of . i Bad TCP sequence STNACK retransmt with monitor (4
di fferent w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.19.86.26  |Israel 147.237.77. 243 |mubile.i o i1 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
79.180.16.32 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. —q ., 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.68.69.242 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject
Sreamng Engine: TCP Invalid i i ssi
79.182.17.218 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
5.22.134.202 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
213.57. 111. 122 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or
5.102. 254. 219 |[lIsrael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACGK nunber noni t or
. R SYN+ACK retransmt with .
192, 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence different wi ndow scal e monitor |3
94.77.196.82 |Saudi Arabia  |147.237.77.216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |[monitor 3
Sreaning Engine: TQP Invalid i i ssi
79.183. 163. 248 |I srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor
5.22.135.156 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni t or
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber alert
192. 243, 55. 132 |Doni ni ca 147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt with monitor |3
di fferent w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
162.208.92.66 [Lhited Sates |[147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINHACK retransnit i th monitor (3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 253. 206. 10 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
62.0.114.121 |israel 147. 237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68. 180. 231. 40 g;g: 147.237.77.74 [lawidf.il Suspi ci ous Response Code B ock 7
91. 200. 12. 82 kr ai ne 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock

91. 200. 12. 82 kr ai ne 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 91.200.12. 82 Bl ock 5
157. 55. 39. 163 LSthlatt:sd 147.237.77.216|dover. i df . i | O stributed Whaut horized URL Access on waw idf.il/error.htm B ock 4
80. 179. 109. 2 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 4
66.249.81.212 |lIsrael 147.237.77. 216 |dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
85. 64. 98. 100 I srael 147.237.77. 243 |nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 85. 64. 98. 100 B ock 3
79.181.138.99 [Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 3
46. 19. 86. 89 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
66.249.81.218 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2

. . . Unaut hori zed URL Access to
85. 64. 98. 100 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1431 B ock 2
85. 64. 98. 100 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
66.249.81.215 |[Israel 147.237.77. 216 |dover.idf .il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock
. . O stributed Unaut hori zed URL Access on
79.177.169.93 [Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
66.249.74.108 |l srael 147.237.77. 170 [n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
104. 194. 26. 204 g];::: 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php Bl ock 1
46. 19. 86. 26 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 127 |l srael 147.237.76.86 |navy.idf.il 147. 237.76. 86/ si p. st or age/ i | es/ 3/ 1603, pcf B ock 1
Lhi ted www. chanmat z. aka. i d _

198. 20. 69. 74 Sates 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
2.54.30. 214 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249.79. 104 I srael 147.237.77.233(atal . i df . i 147.237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
68. 180. 228. 112 ;“;tteeg 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover . i df . i | O stributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
208.115. 113. 89 g“;:s 147.237.77.74 [lawidf.il O stributed Suspicious Response Code Bl ock 1

. . Unaut hori zed URL Access to
5.22.135.156  [Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png B ock 1
66.249.79.108 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.120. 106. 173 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in v aka.idf.il/nai n/sachar/ payslips. aspx None 1
160. 176. 236. 230 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
89. 138. 93. 80 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
68. 180. 231. 40 Lsh'mt:: 147.237.77.74 |lawidf.il D stributed Suspici ous Response Code Bl ock 1
66.249. 74. 104 |lsrael 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 4/ 110934. pdf |B ock
213.57.160.27 |Israel 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
91. 200. 12. 82 kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i/ nain/gi yus/ i ndex. php B ock 1
5. 28. 131. 43 I srael 147. 237.72. 166 |aka. i df . i | Paraneter Read ly Violation in R None 1
ww aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
m ny- kosher - kravi . i ' i
80.230.37.125 |israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . URL is Above Root DOrectory
62. 210. 129. 246 |France 147.237.77. 216 |dover . i df .il Wi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
. . - D stributed Lhaut hori zed URL Access on
183. 39. 188. 235 |Chi na 147.237.77. 216 |dover. i df . i | ww i df . i 1/ shar ed user cont r ol s/ header upper / Bl ock 1
91. 105. 49. 2 Latvi a 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
66.249. 74.106 |l srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 5/ 108465. pdf |H ock 1
104. 194. 26. 204 g"alt:g 147.237.77. 170 [maar achot . i df . i | O stributed PHP At tenpt Bl ock 1
Lhited . . D stributed Lhaut horized URL Access on
8.18.120.51 Sates 147.237.77. 216 [dover . i df . i | ww i df . i | / shared/ user cont rol s/ header upper/ Bl ock !
66. 249. 66. 66 I srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. txt Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il wan | aw i df i | /tenpl ates/ getfil e/ getfil e. aspx?fi | enane=xgf Sb3nol wvy3n |Bl ock 1
cdghpa2f cdhphdn t xdeznzquzg9j & nf ocent eri t emet r ue
91.105. 49. 2 Latvia 147.237.77.216|dover. i df .i | Dstributed Unaut hori zed LRL Access on waw i df.il/xnrpc. php B ock 1
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