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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
220. 181. 108. 155 Chi na 147.237. 72. 156 aman.idf.il TCP handshake viol ation, first packet not syn |drop 2834
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 4
79.179. 49. 39 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

134. 147. 203. 115 Ger many 147. 237. 76. 200 eitan. aka idf.il |[Bock Np Al Net drop 2

185. 130. 5. 200 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1

185. 130. 5. 224 147. 237. 76. 197 e hinush.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

84. 94. 48. 202 I srael 147.237.0.34 [tikshuv. i df.il|Cl000212: HITP. prefix 1.01 in the URL B ock 12
77.127.221.29 |[israel 147.237.0.34 [ti kshuv. i df.il|Cl000212: HITP. prefix 1.01 in the URL Bl ock 5
162. 210. 196. 130|United Sates 147.237.77.216|dover. i df .i| [Cl000106: HTTP. maj estic bot B ock 2
199. 58.86.206 |Uited Sates 147.237.72. 166 [aka. i df . i | C1000106: HITP. naj estic bot B ock 2
5.9.85.4 Ger many 147.237.77.216|dover.idf.i| |Cl000106: HITP. najestic bot Bl ock 2
199.58.86.206 |lhited Sates  |147.237.77.216|dover.idf.il [Cl000106: HITP. najestic bot B ock 2
111. 202. 102. 69 |Chi na 147.237.77.216|dover.idf .i| [Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
80. 246. 133. 222 [Israel 147.237.0.34 [ti kshuv. i df.il|Cl000212: HITP. prefix 1.01 in the URL Bl ock 1
187.38.150. 123 |Rrazil 147. 237. 77. 176 |mat pash. | df.il\lﬁf::fab'mr& PHP-G3 Query String Paraneter Conmand [ nj ection Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl000103: HTTP: User Agent Sogou+web+spi der B ock

106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf .i| [Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218. 246. 0. 97 147.237.0. 200 |China . i df . i | ET SCAN NVAP -sS wi ndow 1024 2
66.249.66. 125 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
175. 146. 162. 167|147. 237.76. 30 |Chi na hi nush. i df . il ET SCAN Behavi oral thusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
104. 255. 65. 207 [147.237.0.15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
98.119.105. 221 |147.237.0.16 |Lhited Sates |[ny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 200 |China ndu. i df . il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77.226 |Wnited Sates [wwv chanatz. aka.idf.il |ET DRCOP Dshi el d B ock Listed Source 1
185.130.5.200 [147.237.8.27 e.madimatal .idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 [147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
98.119.105.221 [147.237.0.16 |[Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
95.211.184.107 [147.237.0.19 |[Netherlands |madimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
s SWNretransnmit wth different .
89.139. 146.52 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e nonitor |11
Iran, Islanic . . .
93.119. 223. 173 Republ i ¢ of 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 11
Iran, Islamc . . . .
93.119. 223. 173 Republ i ¢ of 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |11
70. 208. 128. 205 |Lhited Sates 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval id ACK nunber nonitor |10
. . SWNretransnmit wth different .
109. 253. 210. 178|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 9
46. 19. 86. 54 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 9
S reaning Engi ne: TCP i i ssi
79.183.55.112 | srael 147. 237.77. 243 |nubi l e.i df .i mng tngine: 1 Invalid segnent retransmssion. | 9
Inval i d Retransm ssion Packet dr opped.
104.148.71.91 |Wited Sates 147.237.0.17 ;nlnly kosher-kravi.Td |qy\ At ack SYN -> SYN-ACK -> Tineout |reject 9
104.148.71.83 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |[reject
46. 19. 86. 54 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
85. 130. 254. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
188. 161. 23. 113 ga:lcis;i':éa” Territory 1 47, 237. 77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject |7
188. 161. 23. 113 g‘ilcisgi':('ja” Territory 47, 237. 77. 216 |dover. i df . i1 Bad TCP sequence monitor |7
188. 161. 23. 113 ga:lcisgi':éa” Territory 1 47, 237. 77. 216 |dover. i of . i1 dr op First packet isn't SN drop 7
Sreamng Engi ne: TCP i i ssi
152.248.150. 72 |mrazil 147.237.77. 216 |dover. i df . mng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
188. 161. 23. 113 (F;ajcis;i';'ja” Territony 147, 237. 77. 216 |dover. i f i1 Bad TCP sequence Inval i d ACK nunber monitor |6
104.148.71.90 |Uited Sates 147.237.0.19 |[nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
46.19. 85. 104 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
S reaning Engi ne: TCP i i ssi
77.125.143.85 | srael 147.237.72. 166 |aka. i df . i mng Ehgine. Invalid segnent retransmssion. |q 6
Inval i d Retransmission Packet dr opped.
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 200. 22 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engi ne: TCP i i ssi
176.13.20.33 [ srael 147. 237.72. 167 |i shuri maka. i df . i mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
37.26.148.191 |[lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 154. 102|l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber monitor |5
109. 253. 200. 22 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 5
46.19. 85. 172 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.14.140.2 Italy 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval id ACK nunber alert 4
S ream ng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 95 Lited Sates 147.237.76.86 |navy.idf.il . o " |dro 4
W Inval i d Retransnission Packet dr opped. P
212.14.140. 2 Italy 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
94.230.86.123 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232.66  |Egypt 147.237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant z:tged to handie comection | oo |a
37.46.39.51 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
85. 130. 254. 145 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber alert
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df . i B ock HTTP Non Conpl i ant Zgjtged to hand'e connection Jopnitor [
Sreaning Engi ne: TCP i i ssi
46.19. 86. 26 I srael 147.237.72. 166 |aka. i df .| mng thgihe. Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP ' i ssi
79.183.54.155 | srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransni ssion Packet dr opped.
70.208. 128.205 |Wited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
94.77.196.82  [Saudi Arabia 147. 237. 77. 216 |dover. i of . Bl ock HTTP Non Conpl i ant sztlaed to hand e conection Jnitor |3
188. 161. 23. 113 glcis;ilgéan Territory147. 237. 77. 216 |dover. i df i1 Bad TCP sequence Inval i d ACK nunber alert 3
S reanming Engi ne: TCP i i ssi
79.183.60.125 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
109. 67. 229. 214 i srael 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. |q 3
Inval i d Retransmission Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
S reaning Engi ne: TCP i i ssi
185.3.147.232  |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
193.238.188.56 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
149. 78. 231. 117 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
80.246.133.0 | srael 147. 237. 77. 170 |nmar achot . i df . i Bl ock HTTP Non Conpl i ant EZ’I!:d to handie comnection oo |3
S reaning Engi ne: TCP i i ssi
176.13.7.73  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. | 3

Inval i d Retransnissi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature
S reaning Engi ne: TCP i i ssi

79.181.63.113  |Israel 147.237.72. 166 |aka.i df .i mng tngine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi

141.8.132. 112 |Russian Federation |147.237.72. 166 |aka.idf il mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmi ssion Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
79.183.55.112 |[lIsrael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock
5.102. 215. 12 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock
Pal estini an Paraneter Type M ol ation ctl00$Cont ent A aceHbl der 1t xt Brai | in
37.8.121.198  [Territory, 147.237.77. 216 |dover. i df . i | e.er yp B ock 3
; wan i df . i 1/1038- en/ dover . aspx
Qccupi ed
149. 78.63. 150 |l srael 147.237.0.19 |nadi matal .idf.il |Dstributed Suspicious Response Code B ock 3
46. 19. 85. 182 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/main/ gi yus/ B ock 2
110. 141.139. 71 |Australia 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
157.55.39. 164 |[lnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
89.139.146.52 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
68.180.231.40 [lhited Sates 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
110. 141.139. 71 |Australia 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
. . Unhaut hori zed URL Access to
82. 81. 40. 156 I srael 147.237.72. 156 |aman. i df . i | - Cid i1/ https: /waw il B ock 1
66. 249. 65. 40 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwurefua. atal .idf.il/894-he B ock
188.138.1.218 |Ger many 147.237.72. 166 |aka. i df . i | D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
Unhaut hori zed URL Access to
95. 160. 59. 28 Fol and 147.237.76.42 |refuah.idf.il waw refua. atal . idf.il/1593- he/ ref uah. aspx+hel p+get + hi ngs+st art ed [B ock 1
+by+aski ng+a+quest i on+
Unknown Par anet er
79.179.170. 184 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Quest [None 1
ion$26 in aka.idf.il/nain/giyus/questionnaire.aspx
128.232.110.28 |United Kingdom [147.237.0.15 |kosher-kravi.idf.i|authorized URL Access to 147.237.0. 15/ B ock 1
84.94.155.121 |Israel 147.237.72.166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
Unknown Par anet er
213.57.38.75 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03%chl Quest [None 1
i on$14 in ww aka.idf.il/nai n/gi yus/ questionnai re. aspx
109. 253. 210. 178]I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 109. 253. 210. 178 B ock 1
Unknown Par anet er
79.179.170. 184 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPt aceHbl der $ct | 13$ct | 01$ct | 03%chl Quest [None 1
ion$39 in aka.idf.il/nain/giyus/ questionnaire. aspx
130. 193.218.90 |[Iraqg 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wawidf.il/aman B ock 1
. . Unaut hori zed URL Access to
84.200. 45. 165  |Ger many 147.237.77.216|dover . i df .i | vawe i dff i |/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
66. 249. 69. 32 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
Unknown Par anet er
213.57.38.75 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Quest [None 1
ion$7 in ww aka.idf.il/nain/giyus/questionnaire. aspx
109. 253. 210. 178l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ 960. css  |B ock 1
79.180. 250. 122 [lIsrael 147.237.72. 156 |arman. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
85. 64. 37. 209 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
68.180.228.112 [lnited Sates 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/navy/ ht m/gal eryfs. htn B ock 1
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