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02-19-2016-20:04:07 to 02-19-2016-21:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
191. 250. 41. 161 Brazi | 147.237.77.216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce-r eset 48
84.108. 152. 18 | srael 147.237.72. 156 anan. idf.il Bl ock_Udp All _Nets drop 6

191. 250. 41. 161 Brazil 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2

134. 147. 203. 115 Ger many 147.237.76. 198 e.yohal an.idf.i| Block Np Al Net drop 2

185. 130. 5. 224 147.237. 76. 148 gacenter.aka.idf.il |Block Udp All _Nets drop 1

208.67. 1. 74 Lhited Sates 147.237. 76. 148 ggcenter.aka.idf.il |B ock Wp Al _Nets drop 1

185. 130. 5. 224 147.237.76. 198 e.yohal an.i df .il Bl ock_Ulp Al _Nets drop 1




02-19-2016-20:04:07 to 02-19-2016-21:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
209.15.196.171 |Canada 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
82. 205. 21. 59 Pal estinian Territory, Qcupied [147.237.77.216 |dover.idf.il |CL000023: HTTP. administrator in LR B ock 4
84.108. 186. 43 | srael 147.237.77.216 |dover.idf.il [15323: HTTP: User-Agent (MRSPUTN K) Bl ock 2
77.127.221.29  |Israel 147.237.0. 34 ti kshuv. i df.i[Cl000212: HTTP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il [CL000103: HTTP. User Agent Sogou+web+spi der Bl ock 1




02-19-2016-20:04:07 to 02-19-2016-21:04:07

|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

82.205.21.59 |147.237.77.216 gilcis;ii:éa” Territory: | over. i . il SERVER- WEBAPP | ogi n. ht m access 7
82.205.21.59 |147.237.77.216 Ecis;iig;a” Territory, \iover.id. il SERVER- WEBAPP admi n. php access 6
209. 15. 196. 171 [147. 237. 77. 233 |Canada aal.idf.il A Injection - Select From 5
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
82.205.21.59 |147.237.77.216 zlcis;ii:;a” Territory, | sover. i df il SERVER EBAPP adni nl ogi n access 3
104. 255. 65. 207 |147. 237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237.0. 35 akavs. i df . il ET SCAN Potential SSH Scan 1
218. 108. 132. 58 |147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.252.6. 14 147.237.8.14 Mexi co e.orchot.idf.il ET SOAN Behavi oral - Uhusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
63.221. 141. 195 |147. 237. 77. 74 |Hong Kong lawidf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 77. 235 sviva idf.il ET SCAN Potential SSH Scan 1
52.77.230. 145 [147.237.76.30 [Wited Sates hi nush. i df . i 1 ET SCAN NMAP -sS wi ndow 3072 1
104. 255. 65. 207 |147. 237. 77. 176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 76. 86 navy. i df il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 [147. 237. 8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 0. 17 mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
191. 250. 41. 161 |147. 237. 77. 216 |Brazi | dover.idf.il portscan: TCP O stributed Portscan 1
79.177.169.93 |147.237.76.30 |Israel hi mush. i df . | ET DB Large anount of TP ZeroWndow - Possi bl e 1
Nki |l er2 CDos attack
146. 185. 250. 2 |147.237.72. 14 |Russian Federation dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
63.221. 141. 195 [147.237.8.28 |Hong Kong e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 77. 227 e. hanaz. i df . il ET SCAN NMAP -sS wi ndow 1024 1




02-19-2016-20:04:07 to 02-19-2016-21:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature

191. 250. 41. 161 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 48

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

82. 205. 21. 59 ga:lcisgi':éa” Territory. 47, 237.77. 216 |dover.icf.il  |Bad TOP sequence Invalid AK nunber monitor |23

. . SN retransmt wth different .

109. 160. 233. 143|I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence i ndow scal e noni t or 22

70.208. 128. 205 |Lhited Sates 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 17

105. 105. 74. 184 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
Sreamng BEngine: TCP Invalid i i ssi

84.109.32.178 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

46. 19. 85. 167 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi

77.127.29.247  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.183. 112. 123 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segment retransmssion. | 9
Ret ransni ssi on Packet dropped.

. . SN retransmt wth different .

109. 66. 126. 216 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 8

31.210. 187. 148 |l srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7

69. 124.241. 186 |Lhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [monitor |7
Sreamng BEngine: TCP Invalid i i ssi

2.54.189.177  |Israel 147.237.0.19  |madi matal i df .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

reaming BEngine: TCP Invali i i ssi

2.54. 36,103 I'sr ael 147.237.77. 243 |rvi e i1 |/ €AM NG Engine: TP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

2.54.35.250  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

5.22.129.97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5

31.210. 186. 244 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |5

85. 65. 114. 90 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5

31.154.38.225 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

5.102. 195. 76 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber moni tor |4

79. 180. 146. 248 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4

31.210. 186. 244 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi

85.65.223.28  |Israel 147. 237. 76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor (4

reanmn ine: TCP Invali i i ssi

79.177.187.6  |Israel 147, 237. 72. 166 |aka. i df .| Streaming Engi ne: TCP Inval id invalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.

98.213.53. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

31.154.38.225 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 44 I srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

77.125.122. 107 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 66.18.66 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179.188.59 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 67. 221. 218 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.131. 70 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109.66.54.51  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 3
Sreanming Engine: TGP Invalid i i ssi

109. 160. 169. 83 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

46. 19. 86. 241 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi

46.19.85.103  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.

37.142.68. 64 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreaming Engine: TGP Invalid i i ssi

77.127.216.32  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109.66.117.7  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf. il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor 3
Sreanming Engine: TGP Invalid i i ssi

176.13.13.96  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi

2.52.139.114  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

46.19.85.162  |Israel 147.237.77. 243 |mobile.i o i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.176.42.170 |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address

109. 66. 126. 216

| srael

147. 237. 76. 42

Ste

refuah.idf.il

Signature

Bad TCP sequence
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w ndow scal e

alert

37.46. 41. 107

I srael

147.237.77. 216

dover.idf.il
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Inval id ACK nunber
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Too Many of the Same Response Code (404) in Session from

Action

‘Count

2.54.189. 177 I srael 147.237.0.19 [madi matal .idf.il 2 54189, 177 B ock 252
2.54.189. 177 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 134
2.54.189.177  |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (403) in Session from g 102
2.54.189. 177
82. 205. 21. 59 (F;ajcis;i';'ja” Territoryls 47 237, 77. 216 [dover . i df . i | Mil tiple Admin Bl ocking from 82.205. 21. 59 Bl ock 67
82. 205. 21. 59 glcis;ilgéan Territory1i47. 237. 77. 216 |dover . i df . i | Ml ti pl e Unaut hori zed LRL Access from 82. 205, 21. 59 Bl ock 63
82.205.21.59  |Aestinian Territoyl, p; 537 77 216|dover. i df .| PHP Att enpt Bl ock 41
Qccupi ed
37.26.149.157 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock
131.253. 25. 234 |Uited Sates 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm [B ock
2.54. 144. 109 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
Paraneter Type Mol ation
85.64.156. 183 [l srael 147.237.76. 42 |refuah.idf.il ct100$Cont ent Pl aceHbl der 15t xt Last Nane i n Bl ock 3
wan refua. atal .idf.il/1518-he/ref uah. aspx
66.249.81.215 |Israel 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm |B ock 3
. . . Unaut hori zed URL Access to
2.54.36. 103 I srael 147.237.77.243|mobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 2
46.121.233.49 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
157.55.39. 146 |lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhauthorized UR. Access on wwidf.il/error.htm [B ock 2
31. 154. 89. 59 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 31.154. 89. 59 Bl ock 2
69.124.241.186 [lhited Sates 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 69. 124. 241. 186 Bl ock 2
207.46.13.189 |lhited Sates 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wwidf.il/error.htm |B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on www i df.il/error.htm |B ock 2
2.54.36. 103 I srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 2.54. 36. 103 Bl ock 2
. . Unaut hori zed URL Access to
85.64. 156. 183 | sr ael 147.237.76.42 [refuah.idf.il v refua atal .idf.il/tenpl ates/ general / undefi ned Bl ock !
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
212.34.23.117 |Jordan 147.237.77. 176 |nat pash. i df . i | I11egal HITP Version Bl ock 1
: . . Unaut hori zed URL Access to
98.213. 53. 42 Lhited Sates 147.237.77. 216 |dover . i df . i | vow i dff i 1/894- en/ i of gdover . aspx B ock 1
82. 205. 21. 59 gjceusgi':('ja” Territory 47, 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to wmw i df . il/ar/ adnin/ Bl ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm |B ock
37.142.68.101 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
87.71.31. 161 I srael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 1
82.205.21.59  |Aestinan Territoyl, oo 537 77 216|dover. i df i Adnin B ocki ng Bl ock 1
Qccupi ed
212.34.23.117  |Jordan 147.237.77. 176 [nat pash. i df . i | Mal formed UR. http/1.1 Bl ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 1
. . Unaut hori zed URL Access to
109. 66. 126. 216 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ st yl ef shar ed/ | ayout 2. css B ock 1
84.109.32.178 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180. 230. 224 |lhited Sates 147.237.76.31 |nakchal .idf.il vaww nakhal i df i 1/ 1100- he/ nakhal . asp Bl ock 1
ny- kosher - kravi . i df . _ .
37.187.114. 171 |FRance 147.237.0. 16 il Unaut hori zed URL Access to /sap/ hana/ adm n/ B ock 1
176.13. 1. 14 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con. i co Bl ock 1
87.71.31.161 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from87.71.31. 161 Bl ock 1
. . Unknown HTTP Request Method pts/ui/i18n/jquery-ui-i18n.js
212.34.23.117 |Jordan 147.237.77. 176 |mat pash. i df . i | i n URL waw cogat i o i1 http/ 1 1 Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 26 | srael 147.237.77.216|dover.i df . i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
. . Unaut hori zed URL Access to
109. 160. 233. 143l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed bul | et 1. gi f Bl ock 1
2.54. 35. 250 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock
85. 64. 156. 183 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 85. 64. 156. 183 B ock
. . . Uhtraceabl e S3. Sessions: Protocol violation
46.19. 85. 162 I srael 147.237.77.243|mobi | e. i df . i | (SSL_OONN LI ENT FELLO) None 1
87.71.31.161 I srael 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from87.71.31. 161 Bl ock
2.54.189. 177 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock
waww. chamat z. aka. i d i
217.69. 133. 244 |Russian Federation |147.237.77.226]|. . Wnaut hori zed LRL Access to B ock 1
fil v chanat z. aka. i df . i | / ki shur/ defaul t. asp
31.154.89.59  |israel 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to o B ock 1
wwy aka. i df . i |/ mai n/ gi yus/ nyunsel ect quest i onnai r e/ aspx
: . . Unaut hori zed URL Access to
69.124.241.186 [lLnited Sates 147.237.77.216|dover . i df .i | vow i df i |/t enpl at es/ shar ed/ user cont rol s/ navrenu/ nazi . df . | Bl ock 1
212.34.23.117 |Jordan 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod B ock 1
. . Unaut hori zed Met hod HEAD for
46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ nai v sachar / pays! i ps. aspx B ock 1
87.71.31.161 I srael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
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