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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
95. 221. 233. 194 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon_Limt Htp drop 3
115. 236. 75. 201 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under At tack_Con_Tcp dr op 2
95. 221. 233. 194 Russi an Federation 147.237.77. 233 atal.idf.il Frk Under Attack Con Htp drop 2
111. 51. 6. 159 Chi na 147.237.76. 31 nakchal . i df i | Block Udp All Nets drop 1
185. 130. 5. 224 147. 237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp All _Nets drop 1
208.67. 1. 74 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 148 gogcenter.aka.idf.il |Block Np Al_Net drop 1
185. 130. 5. 224 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
84. 94. 48. 202 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 5
151. 80. 44. 115 Italy 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot Bl ock 2
80. 246. 133. 222 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000212: HITP. prefix 1.01 in the URL B ock 2
151. 80. 44. 115 Italy 147.237.77.216 |dover.idf.il [ClL000106: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
78. 165. 104. 208 Tur key 147.237.72.166 |aka.idf.il C1000023: HTTP. adninistrator in LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176.58. 113. 167 |147.237.76.38 |United Kingdom|e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147. 237. 76. 31 23::;'}0'1 nakchal .i df . i | ET SCAN NVAP -sS wi ndow 1024 1
115. 236. 75. 201 |147.237.76. 42 |[Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
95. 211. 184. 107 |147.237.76.30 |Net herlands hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
75.147. 243. 2 147.237.77. 212 |Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
- ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
2.54.162.35 147.237.77. 233 |l srael atal.idf.il 1
DDos att ack
218.108. 132. 58 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.35 [China akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
146. 185. 250. 105|147, 237. 77. 179 ?ézz;;”im e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 236. 75. 201 |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91. 201. 236. 113 |147.237.8.50 |kraine e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
67.220.158. 150 |147.237.77.216|Wited Sates  [dover.idf.il portscan: TCP O stributed Portscan 1
Russi an , o ET SCAN Behavi oral Lhusual |y fast inbound Tel net
213.108. 18. 162 |147.237.8.27 . e.nadi matal .idf.il . . 1
Feder at i on Gonnections, Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76.86 |Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Russi an R .
95. 221. 233. 194 Feder at i on 147.237.77. 233 |atal .idf.il dr op Frst packet isn't SN drop 22
reaming BEngine: TCP Invali i i ssi
2.54.36.230 |Israel 147, 237. 76. 200 |ei tan aka i ot 11| | S NG ENgi ne: TCP alid  Jinvalid segnent retransnissi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.81  |Israel 147.237.77. 216 |dover. i f . i1 9 =g vl i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
213.57.41. 149 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
79.183.31.51 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 9
41.37.113. 73 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.52.12.178 I srael 147.237.0.34 |[tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 7
78. 165. 104. 208 |Turkey 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 7
79.181.173. 28 |[Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
reaming BEngine: TCP Invali i i ssi
5.22.129.94  [Israel 147.237.77. 243\t ei o i1 | €M NG Engine: TCP Invalid — Jinvalid segnent retransnissi on. dr op 6
Ret r ansm ssi on Packet dr opped.
79.183.31.51 |[Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
95. 199. 5. 166 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
109. 67.80. 141 |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
5.22.134.201 |Israel 147. 237. 72. 166 |aka. i df .| Streaming Engi ne: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dr opped.
37.46.41.107 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
109. 253. 133. 37 |I srael 147.237.77. 243 |nobil e.i of i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
37.46.41.75 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 5
. s SWNretransmit wth different .
183. 26. 209. 217 |Chi na 147. 237. 77. 216 |dover i df .i | Bad TCP sequence vi ndow scal e noni t or 5
54,244.22.103 |[Wited Sates  [147.237.77.176|matpash.idf.il [dr op First packet isn't SWN drop 4
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
5.22.134.201 |[lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.183.31.51 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SINAK retransmt with different Jopyiior  |a
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
181. 130. 102. 94 |Col onbi a 147. 237. 77. 216 |dover i df . 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
41.37.113.73  |Egypt 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence noni t or
46. 19. 85. 87 | srael 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop
41. 37.118.231 |Egypt 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
75.98.9.252  |Wited Sates  [147.237.72. 166 |aka i of .l 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
R SWNretransmit wth different .
109. 66.36.22 [Israel 147.237.76.42 |refuah.idi.il |Bad TCP sequence vi ndow scal e noni t or 3
reamn ine: TCP Invali i i ssi
79.178. 170. 138 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
197. 38. 215. 212 |Egypt 147.237. 77. 170 |naar achot . i df . i I|dr op SAMrul e drop
84.108. 174. 212 |l srael 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.162.35 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Russi an . ... |Sreamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.142. 1 Feder ati on 147.237.76. 200 |eitan. aka.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
77.125.122. 107 i srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 66. 138.52 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
5.22.130.129 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.180.54.68  |Israel 147.237.72. 166 |aka. i of . 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
94.77.196.82 [Saudi Arabia 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor |3
Sreaning Engine: TGP Invalid ' i ssi
185.27.106.88 |Israel 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.54.162.35 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
79.183.31.51 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 66. 152. 16 |1 srael 147.237.72. 166 |aka. i of . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
216.185.39. 126 |Uited Sates  [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.242.122 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
62. 219, 142. 203 |I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 136. 179 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.26.147.216 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
5. 29.75. 248 I srael 147.237.0.34 |tikshuv.idf.il [[°O My of the Sane Response Code (404) in Session from Bl ock 15
5.29. 75. 248

46.19. 85. 229 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

79.178.117.199 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock

157.55.39.163 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock

185. 120. 125. 52 147.237.72.166 |aka. i df . i | m”;f;’_ri' ;ﬁ‘?lb‘:‘mﬁf;ﬁs}f‘)ﬂ“ol o at udel A Bock |2
78. 165. 104. 208 |Turkey 147.237.72. 166 |aka. i df . i | PHP At enpt Bl ock

207.46.13.31 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock

130. 193.218.90 |iraq 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/anan B ock

95. 30. 43. 206 :Zg::t”i o 147.237.77.74 |lawidf.il \;':‘l"rwalma\tlvelr dfT?'ﬂe/t“er?;ftatiZ;get' fi'\f;/mg;tr}”e. aspx Bl ock 1
78.165. 104. 208 |Turkey 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/wp- 1 ogin. php B ock 1
37.26.147.216 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 1
212. 150. 214. 130|I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
140. 110. 221. 53 |Tai wan 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
84.108. 174. 212 [ srael 147.237.77. 216 |dover. i df . i | i‘sﬁmag_fﬁi‘:f& - Protocol violation None 1
66.249.81.218 |lsrael 147.237.77.216|dover. i df .i | Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock

157.55.39.226 |lhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter 4f9c0c80 in www aka. i df . i |/ mai n/ hone/ def aul t. aspx |None 1
95. 30. 43. 206 :Zg::t”i o 147.237.77.74 |lawidf.il \;?rwalma\tlvelr dfT?'ﬂe/ t\”er‘::pft ai o ggﬁgge; ]fleln;' ;‘pr Bl ock 1
40.77.167.62  |wited Sates [147.237.77.74 |lawidf.il ma’:egweri g_pfl\/"lcg;tégggi:?;e;;i_ gspx B ock 1
141.212.122. 160|thited Sates [147.237.72. 167 |i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock 1
87.69.107.111 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
78.165. 104. 208 |Turkey 147.237.72. 166 [aka. i df . i | Admin Bl ocki ng B ock 1
183. 26.209. 217 |Chi na 147. 237.77. 216 |dover . i df . i | m:zfpf)fye Zﬁ;gd/rjizzmml of header upger Bl ock 1
5.29. 75. 248 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
108.227.98.31 |Uhited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1

Unknown Par arret er
79.182.32.188 |[lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP! acehol der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1
30 in ww aka.idf.il/main/giyus/questionnaire. aspx

157. 55. 39. 73 Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
91. 205. 205. 83  |kraine 147.237.72. 166 [aka. i df . i | Unhknown Paraneter anp;catld in aka.idf.il/rights/asp/info.asp None 1
78. 165. 104. 208 |Turkey 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 78. 165. 104. 208 Bl ock 1
109. 253. 133. 37 |l srael 147.237.77. 243 |nobi l e. i df . i | Suspi ci ous Response Code B ock 1
79.182. 166. 16 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/hi nush/site/ he/ hi nush. asp B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wwidf.il/error. htm B ock 1
157.55.39. 146 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock 1
91. 205. 205. 83  |kraine 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; docld in waw aka. i df.il/rights/asp/info.asp None 1
31.175.137. 193 |Pol and 147.237.77.216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/tenpl ates/ general / nul | Bl ock 1
83.130. 115. 113 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df . i/ mai n/giyus/gen. .. px B ock 1
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