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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
212.179. 54. 237 | srael 147.237. 72. 167 i shurimaka.idf.il B ock_Wp Al _Nets drop 3
185. 130. 5. 201 147.237.76. 44 e.refuah.idf.il B ock_Udp Al _Nets dr op 1
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
118. 165. 2. 55 Tai wan 147.237.76. 147 chi nuch. aka.idf.il JLMPurple Gon Linit_Tcp drop 1
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il B ock_Udp Al Nets drop 1
185. 130. 5. 224 147.237. 76. 199 e. nakchal .idf.il B ock Wp Al _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
185. 130. 5. 201 147.237.76. 197 e hinush.idf.il B ock_Udp Al _Nets dr op 1
185. 130. 5. 201 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp Al Nets drop 1
185. 130. 5. 201 147. 237. 76. 199 e. nakchal .idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
84. 94. 48. 202 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 4
46.19. 85. 43 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
84.108. 186. 43 I srael 147.237.77.216  |dover.idf.il 15323: HTTP: User - Agent ( MRSPUTN K) Bl ock 1
87.70.28.75 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
45.79.149.159 |147.237.0.15 kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
192 116.54.32 |147. 237 76.30 |15 ael hivushi b il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
115.182.17.13 |147.237.77. 205 |Chi na prisha idf.il ET SCAN NVAP -f -sS 1
95.211. 184. 107 [147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
82.196.14.40 |147.237.72.14 [Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
77.125.80.95  |147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
46.101.93. 164 [147.237.0.16 ?23331 o ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
115.182.17.13 |147.237.77. 205|Chi na prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
95, 211. 184. 107 |147. 237.76. 38 [Nether| ands eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.113.125.11 |147.237. 77. 243 |Rormani a nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 |147. 237. 76. 34 yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
46.116. 150. 83 |147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

SYWNretransnit wth different w ndow

109. 66. 36. 22 | srael 147.237.76.42 |refush.idf.il |Bad TCP sequence ocal e noni t or 78
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 34
46.120.162. 117 |[israel 147.237.77.233|atal .idf.il  |Bad TCP sequence i’;:;e”ansm with different wndow) ooivor |26
149.78.252. 44 |israel 147.237.77. 234 |nal ag.icf.i1  |Bad TOP sequence S retransmt with different wndow) ooivor |20
84.228. 44. 93 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 16
Sreaning Engine: TGP Invalid ' i ssi
84.111.78.88  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Inval i d segrent retransmssi on. drop 14
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
213.8.204.18  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
217.132.17.164 |israel 147. 237. 72. 166 |aka.i df .i 1 drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
109. 253. 209. 130 i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 9
192. 243.55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
192. 243.55.130 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt wth different oo g
W ndow scal e
192. 243.55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
L S SYNWACK retransmt wth different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence i ndow scal 6 noni t or 8
192.243.55.129 |Comini ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different foonior s
wi ndow scal e
L R SYNWACK retransmt wth different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal 6 noni t or 7
46.116.150. 83 [Israel 147.237. 72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 243.55. 130 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
95. 199. 5. 166 Sweden 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
217.132.17. 164 |l srael 147.237. 72. 166 |aka. i df .il Bad TCP sequence noni t or 6
Sreaning Engine: TGP Invalid i i ssi
84.109.49.172 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 6
192. 243.55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.116. 150. 83  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
192.116.54.32 |lIsrael 147.237.76.30 |hinush.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SN drop 5
46.116. 150. 83  [Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
192.116.54.32 |lIsrael 147.237.76.30 |hinush.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
109.66.36.22  |Israel 147.237.76.86 |nawy.idf.il |Bad TOP sequence iz;e”ansm't wthdifferent wndowf oo |5
192.243.55. 131 |Comini ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different foonior |5
wi ndow scal e
46.117.192.21 |[Israel 147.237. 72. 156 [anan. i df . il Bad TCP sequence noni t or 5
64.246.165.190 [nited Sates |147.237.77.216|dover.icf.il |Header Rejection rzzzitre‘ ection pattern found in— oo |4
192. 243.55. 131 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
31.210. 186. 249 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or 4
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
Sreaning Engine: TGP Invalid i i ssi
84.111. 224. 187 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
79.183.48.211 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 126. 213 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
37.26.148.233 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
217.132.17.164 |israel 147. 237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
166. 137. 177. 137|Wnited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i Ssi
46.19.85.108 | srael 147.237.72. 166 |aka. i f . i1 g =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 130 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Action ‘Count
134. 249. 65. 86 |krai ne 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/nazi/ B ock 3
66.249. 81. 212 |Israel 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 3
66.249. 81. 215 [l srael 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 2
66.249. 81. 218 |Israel 147.237.77.216|dover . i df . i Distributed Lhaut horized UR. Access on www idf.il/error.htm B ock 2
81.218.56.171 |Israel 147.237.77.216|dover . i df . i Ml tipl e Unaut hori zed URL Access from 81.218.56. 171 B ock 2
149. 78.190. 25 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
Unknown Par anet er
46.120. 95. 105 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekol der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$83 i n wan aka. i df .il/nmai n/ gi yus/ questi onnai re. aspx
84.200. 45. 43 |Ger many 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df.il/english B ock 1
40.77.167.55 |lhited Sates [147.237.77.176 |nat pash. i df .i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock
) . . Unaut hori zed URL Access to
157.55.39. 193 |Wited Sates |147.237.77.170|naar achot . i df .i | naar achot i df .i 1/t enpl at s/ j our nal vi ew | our nal vi ew aspx B ock 1
109. 64. 176. 238 | srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
79.180. 61. 141 |[lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46. 120. 162. 117 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
147.9.209.42 |wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/894-en/i df gdover . aspx B ock 1
93. 86. 15. 117 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
40.77.167.88 |lhited Sates |147.237.76.31 |nakchal .idf.il Distributed Whaut horized URL Access on 147.237.76. 31/ B ock 1
178. 68. 131. 139 :3:;:1“' o 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wan i df i1/ nazi' a=0 B ock 1
109. 66.36.22 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ reset . css Bl ock 1
. . . Unhaut hori zed URL Access to
46.120. 191. 110 | srael 147.237.0.19 [madimatal .idf.il nedi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
93. 86. 15. 117 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.i|/xmrpc. php Bl ock 1
68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed LRL Access to www i df.il/navy/htn/unitfs. asp B ock 1
- kosher-kravi.id
40.77.167.90 |lhited Sates |147.237.0.16 :yi | Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
) . i i i i 1% T™M TMxe
207.46.13.171 |Uited Sates [147.237.77.170[maarachot . idf il | horized LR Access to marachol. Tdf. TH/pdf/fileshadtoed™ g o 1y
109. 186. 181. 86 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df.il/main/giyus/ B ock 1
81.218.56.171 |[Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df.il/images/ 1. he/ sear chback.png |B ock 1
66.249.66.36 |lsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/14-3182-he B ock 1
. - Unhaut hori zed URL Access to
149.78.252. 44 || srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Russi an . . Paraneter Type Mol ation FleNane in
95.30.43.206 | oo o 147.237.77.74 |lawidf.il vow g i o i1/t enpl at es/ getfi | ef getfil e. aspx B ock 1
Unknown Par anet er
79.176. 49. 207 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wa aka. i df . i/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19.86.194 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 1
128. 232. 110. 28 z";;gom 147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 1
84.111. 224. 187 |I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
157.55.39. 163 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
Russi an . . Paraneter Type Mol ation InfoGenterltemin
95.30.43.206 | oo o 147.237.77.74 |lawidf.il voww mag i o i1/t enpl at es/ get i | ef getfi | e. aspx B ock 1
79.177.14. 163 |[Israel 147.237.76. 147 [chi nuch. aka. i df .i| |Wauthorized LRL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
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