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02-19-2016-17:04:00 to 02-19-2016-18:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
79.178. 147. 33 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
71.6.135.131 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net dr op 1
185. 130. 5. 224 147.237.76. 42 refuah.idf.il |Bock Wp All Nets drop 1




02-19-2016-17:04:00 to 02-19-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
84. 94. 48. 202 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 6
64.87.23.55 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 4
79.182.207. 81 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000212: HITP. prefix 1.01 in the URL B ock 2
2.54.167. 81 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
46. 19. 85. 43 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
207.46.13. 4 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1




02-19-2016-17:04:00 to 02-19-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

64.87.23.55 147.237.77.233 |nited Sates atal .idf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.102. 9. 91 147.237.77.216 [lhited States dover . idf.il ET SCAN NVAP -sA (2) 2
103. 53. 84. 13 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 200. 165. 32 147.237.76.196 |Russian Federation [e.svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85. 65. 103. 88 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
2.108. 68. 226 147.237.0.34 Dennar k tikshuv.idf.il ET SCAN Potential SSH Scan 1
128.199.164.55  |147.237.76. 42 S ngapore refuah.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 147.237.0. 16 Net her | ands ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
88. 249. 106. 23 147. 237. 76. 39 Tur key nobi | e. nei tav.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
46.101. 93. 164 147.237.77.19 Russi an Federation [lawforumidf.il ET SCAN Potential SSH Scan 1
2. 108. 68. 226 147.237.0. 19 Denmar k madi matal .idf.il ET SCAN Potential SSH Scan 1




02-19-2016-17:04:00 to 02-19-2016-18:04:00

|Top Attackers In FW |

A tacker

Devi ce

Count ry Target Address |Ste Signature Action ‘Count
141.0.13.26 Nor way 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 74
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TGP Invalid i i sSi
84.111.78.88 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 26
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182. 197. 129 |I sr ael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 24
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
46.19.86.240 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segent retransmssion. dr op 18
Ret ransmi ssi on Packet dropped.
85. 250. 113. 26 [l srael 147.237.77. 170 |maarachot . i df . i 1{SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
. . SYNHAK retransmit with different .
85.250. 113. 26 |Israel 147.237.77. 170 |naarachot . i df .i[|Bad TCP sequence wi ndow scal noni t or 16
Sreaning Engine: TCP Invalid i i ssi
66.249. 66.63 |lhited Sates |147.237.76.86 [navy.idf.il 9 29 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence SINWAK retransmt wth different oy o 10
W ndow scal e
192.243.55.133 |Dominica  |147.237.77. 216 |dover.icf.il  |Bad TOP sequence SINHAK retransmt with different oonitor |10
w ndow scal e
. . . SYNHAK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal noni t or 9
192.243.55.133 |Domnica  |147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different ooniior |
w ndow scal e
. . . SYNHAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal noni t or 8
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 8
. . . SYNHAK retransnit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal & noni t or 8
192. 243. 55. 130 |Comi ni ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SIWAK retransmt with different Joooiior |7
w ndow scal e
192. 243. 55. 132 |Dom ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.135 |Dominica  |147.237.77. 216 |dover.icf.il  |Bad TOP sequence SINHAK retransmt with different  \ooniior |6
w ndow scal e
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192. 243. 55. 132 |oomi ni ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SIWAK retransmt with different Jooniior |6
w ndow scal e
185. 3. 147. 96 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46.19.85.150 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
192. 243. 55. 132 |Dom ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
79.180.57. 201 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
L . . SYNPAXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i sSi
79.183.117.53 [Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.1.155 |l srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
207.46.13.78 |twnited Sates [147.237.77. 243 |nobile.idf.il 9 =g Invalid segent retransmssion. dr op 6
Ret ransmi ssi on Packet dropped.
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i SSi
185. 32, 179. 148 |I srael 147.237.72. 166 |aka. i df . g =g vl i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or
85. 250. 113. 26 [l srael 147.237.77. 170 |naar achot . i df . i [|dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
87.68.42.216 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.85.150 [Israel 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
31.210.186.65 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 179. 188. 234 |I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
. e SYNHAK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence wi ndow scal noni t or 5
192.243.55.136 |Domnica  |147.237.77.74 [lawidf.il Bad TCP sequence SINHAK retransmt with different  \ooniior s
w ndow scal e
. . . SYNHAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 5
. . . SYNHAK retransmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal & noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber aert 5
L . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 48 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop
. . . SYNHAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence vi ndow scal & noni t or 5
192. 243. 55. 134 |Coni ni ca 147.237.77. 216 |dover.idf il [Bad TCP sequence WS. n‘dﬁfv(srcztl rea”S”"t wthdifterent | onitor |5
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
79.177.96.230 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e UWnaut hori zed URL Access from 79. 177. 96. 230 B ock 12
46.19.86.155 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
79.176.179. 151 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 6
46.19. 86. 59 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 3
87.71.34.133 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.8.220 |lIsrael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
38.111.147.88 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 2
38.111.147.88 |Lhited Sates [147.237.77.216|dover.idf .il Ml tipl e Unhaut hori zed URL Access from 38.111. 147. 88 B ock 2
46.19.86.196 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
84.111.180. 47 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover . i df .i | Ml tipl e Uhauthorized URL Access from 192. 243. 55, 136 B ock 2
. - DO stributed Lhaut hori zed URL Access on
5.29.245.65  [lsrael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
Unknown Par arret er
85. 64.115.69 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$2 [None 1
3in wwaka. idf.il/nain/giyus/questionnaire. aspx
79.179.48.188 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 79.179. 48. 188 B ock 1
46.161. 63. 161 RF;::?. on 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp; catid in vww aka.idf.il/rights/asp/info.asp None 1
Russi an . . . Paraneter Type Mol ation Folderld in
95. 30. 43. 206 Federati on 147.237.0.34  [tikshuv.idf.il ww ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx Bl ock !
37.238.128.6 |[lrag 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wanidf.il/arr/ Bl ock 1
79.179. 48. 188 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw rmag. i df.il/xmrpc. php B ock 1
207.46.13.78 |lhited Sates [147.237.77.243|nobil e.idf.il D stributed Suspicious Response Code Bl ock 1
68.180.228. 175 [Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9710- he/ ref uah. aspx  |Bl ock 1
109. 64. 112. 120 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
Unknown Par aret er
85.64.115.69 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$7 [None 1
8 in ww aka.idf.il/nain/giyus/questionnaire. aspx
5. 189. 205. 200 :Z::Inl on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/chi nuch/ hone/ def aul t . asp' Bl ock 1
79.179. 48.188 |lsrael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. . Lhaut hori zed URL Access to ww i df.il/tenpl ates/articl e/ video
178. 24. 114. 144 |Ger many 147.237.77.216|dover . i df .i | ht t p: / waw yout ube. comi v/ t v4zoxi 3kn B ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 223 || srzel 147.237.76.30 [hi nush. i df . i wwn chi nush. atal .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
Russi an . . . Paraneter Type Mol ation Forumid in
95. 30. 43. 206 Federati on 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx Bl ock !
79.179.151. 22 |[Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
Unknown Par arret er
79.176.39.172 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$l [None 1
12 in ww aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
207.46.13.193 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/kanar/ newspaper. asp Bl ock 1
157.55.39. 146 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
37.9.46.135 gz::ﬂ on 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp; catld in v aka.idf.il/rights/asp/info.asp None 1
79.179. 48. 188 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt Bl ock 1
178. 255. 87. 242 t?'rf:gom 147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ robot s. t xt B ock 1
66.249.69.26 |Israel 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
Russi an . . . Paraneter Type Mol ation lang in
95.30.43.206 | oo o 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i | / nodul es/ f or uns/ f or um aspx B ock 1
84.111.65.82 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/matash B ock 1
166. 78. 134. 156 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 1
93. 186. 31. 98 Lk?lr::gom 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.39. 40. 84 Kumai t 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt Bl ock 1
79.179. 48. 188 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/xnmrpc. php Bl ock
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf il thauthori zed LR Access to Bl ock 1
wwn | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/val tam Bl ock 1
38.111.147.88 [lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/894-he Bl ock 1
98.175.103. 108 |Lhited Sates |147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
46.120.142.4 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
166. 78. 134. 156 |Lhited Sates |147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php Bl ock 1
93.186.31. 114 LKJiqlr;[:gom 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
37.39. 40. 84 Kumai t 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php Bl ock
79.179. 48.188 |lsrael 147.237.77.74 |lawidf.il PHP Attenpt B ock
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