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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 186
141.212.122.78 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1
82.221.105. 6 | cel and 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1
208.67. 1. 74 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
141. 212. 122. 77 Lhited Sates 147.237.76. 31 nakchal . i df i Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

get Address

‘Sgnature

Devi ce Action |Count

46.19. 85. 131 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000212: HITP. prefix 1.01 in the URL B ock 7
46.116. 44. 175 I srael 147.237.0. 34 tikshuv.idf.il [c1000212: HITP. prefix 1.01 in the LR B ock 4
79.182.207. 81 I srael 147.237.0. 34 tikshuv.idf.il [C1000212: HITP. prefix 1.01 in the IR B ock 3
193.111. 140. 106  |Ger many 147.237.72.166 |aka.idf.il CL000106: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP. User Agent Sogou+web-+spi der Bl ock 1




02-19-2016-16:04:07 to 02-19-2016-17:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

80. 246. 136. 153 [147.237.0.19 |[lIsrael nadi matal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
194.39.181.78 |147.237.77. 216 |Ger many dover.idf.il portscan: TGP D stributed Portscan 1
177.243.91. 178 |147.237.76.34 |Mexico yohal an. i df . i1 ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
46.151.52.253 |147. 237. 76. 197 |krai ne e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
146.185.250.2 |147.237.0.19 gjj:tnim nedi matal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.101.93.164 |147.237.8.46 ?ég:;;”im echinuchidf.il |ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 39 [Chi na nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 72. 156 |Net her | ands anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
190, 249. 163. 108|147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79. 182. 30. 24 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
159. 203. 90. 137 |147.237.8.14 [Wnited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.116.133.57  |147.237.77. 216 srael dover.idf.il portscan: TGP D stributed Portscan 1
128.199. 164. 55 [147.237. 77. 121 |9 ngapore e navy.idf.il ET SCAN Potential SSH Scan 1
37.142.68.8 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
121. 207. 226. 199|147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
121. 207. 226. 199(147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 147 [Chi na chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
121. 207. 226. 199|147. 237. 76. 42 [Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
911 23.119.83  |147. 237, 76. 31 |Tai van rekehal i df i1 ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
121. 207. 226. 199|147. 237. 76. 30 [Chi na hi nush. i of . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
87.71.34.133  [israel 147.237.77. 233 |atal i df il Bad TCP sequence SrNretransmt with different monitor |28
T ) T ) ) q w ndow scal e
Sreaning Engine: TQP Invalid i i ssi
2.54.136.86 I sr ael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
132.71.170.7  |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
212.179. 172. 219/i srael 147.237.72. 166 |aka.i df .i Stream g Ehgihe @ Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
46.19.85.31  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
79.181.102. 123 |l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
46.19.85.0 I srael 147.237.72. 166 [aka. i df . il dr op SAMrule drop 10
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 9
192.243.55.132 |Dominica  |147.237.77. 216 |dover.idf. il Bad TCP sequence SIWAK retransmt with different | oo |6
W ndow scal e
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i sSi
5.102. 222. 1 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
84.228.77.135 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.216  |Israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
77.125.123. 177 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 32 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 117. 138. 211|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
5.22.129. 249 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.90. 142. 51 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
192. 243.55. 132 |Donmi ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 5
192.243.55.132 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SIWAK retransmt with different | oo |5
W ndow scal e
79.182.121.2 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
98.82.54.39  [lhited Sates [147.237. 7. 216 |dover.idf il Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
- . . SYNPAXK retransmit with different .
192. 243.55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi
84.108. 183. 230 [l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaning BEngine: TQP Invalid i i ssi
85.64.17.227  |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
192. 243. 55. 132 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
192.243.55.136 |Comnica  [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmit with different oo vor g
w ndow scal e
192. 243. 55. 137 |Donmi ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi
66.249.66.90  |Wnited Sates |147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
Sreaning Engine: TGP Invalid i i sSi
79.180.116.23 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
85. 65. 49. 191 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval id ACK nunber alert
5.22.135. 156 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning BEngine: TGP Invalid i i ssi
37.26.149.205 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.177. 234. 162 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
- . . SYNPAXK retransmit with different .
192. 243.55. 133 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TQP Invalid i i sSi
84.228.65.130 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
149.88.3.200  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79. 180. 250. 149 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
5.28.152.124  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.178.20.31  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5.22.130. 253 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i SSi
109. 64. 128. 120 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TGP Invalid Inval i d segnent retransnission.

2.54.18. 149 I srael 147.237.72. 166 |aka. i df . il o
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80. 246. 136. 153 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 410
80. 246. 136. 153 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 170
80. 246. 136. 153 I srael 147.237.0.19 |madi matal . i df i (|T°C V& of the Sane Response Cbde (403) in Session from Bock  [133
80. 246. 136. 153
149.50. 97. 245 |Uhited Sates [147.237.0.19 |nadi matal.idf.il|Dstributed Suspicious Response Code B ock 93
149.50.97.245 |Uited Sates [147.237.0.19 |[madimatal .idf.il Eg_';%’?yg;’_fzzge Sane Response (bde (404) in Session from Bl ock 52
176.13. 14. 28 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 34
46.116.44.175 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 32
80. 246. 137. 165 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
5.102.213.22  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁaﬂt : (I’rd'fz‘f? , tg‘egpgrcytesem e/ stchi | ddocunent s/ 1465 B ock 3
41. 235. 238. 146 |Egypt 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 3
41. 235, 238. 146 |Egypt 147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on ww i df .il/xmrpc. php B ock 3
157.55.39.48  |Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed URL Access to 147.237.76.42/robots. txt Bl ock 1
85. 65. 49. 191 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock 1
188.51.111. 84 |Saudi Arabia  [147.237.77.216|dover.idf.i | PHP Attenpt B ock 1
79.19.123.159 |[italy 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to vww | aw i df.il/xnirpc. php B ock 1
169. 229. 3. 91 Uited Sates |147.237.76.30 |[hi nush.idf.il Mitiple Illegal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock 1
5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
207.46.13.189 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-13807- he/ dov B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il NULL Character in Method B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Il1egal Byte Gode Character in URL B ock 1
85. 93. 91. 84 Ger many 147. 237.77. 216 |dover . i df . i | m“lt (?fo.riilzliibl;l:\;\/g‘r:gz:isz;toi on par at 1 ooper s Bl ock 1
188.51.111. 84 |Saudi Arabia  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
79.180. 6. 178 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.30 [hi nush.idf.il Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
80. 246. 136. 153 |[lIsrael 147.237.0.19 |madi matal .idf.il|Too Many 403: Response Code per Session B ock 1
217.76.3.214 Arneni a 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed URL Access on wawn i df.il/error. htm Bl ock 1
68.180. 229. 239 |[Lnited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter KEY in www aka.idf.il/ishurinicityofficers/ None 1
Unknown Par anet er
176.13.1.18 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ |None 1
116 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
2.54.54.88 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
87.71.34.133 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
189. 218. 117. 109|Mexi co 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/261-5836-en/ pat zar. aspx'  |B ock 1
79.181.107. 104 |israel 147.237.72. 166 |aka. i df . i | \'\/Aimotli ;tl : o;m(rgéffbégwﬁpﬁﬁﬁfé{ﬁ;iﬁli 10 |7':10‘)1 (Prot ocol None 1
169. 229. 3. 91 Lhited Sates [147.237.76. 147 |[chi nuch. aka. i df . i|Il1egal Byte Gbde Character in Mthod B ock 1
149.78.86.193 |Israel 147.237.77. 233 at al . i df . i | el et horized W Agscsis on Hock |1
217.76. 3. 237 Arneni a 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
70.39.157.192 |lhited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
169.229.3.91  |tnited Sates |147.237.72. 166 |aka. i df .i uu;_}(nom HITP Request Method ;- 7AYAxAYA—SA™ [[#11]]ARK in o o 1
4.79.123.1 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
91.219. 237. 244 |Hungary 147.237.77. 216 |dover. i df . i | mi'dsfﬁ?(j‘f‘?/?h(:reggﬁcéggcn ot s/] cuery/ ] query- 1 4. 2.nin. | B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/international -training B ock 1
79.181.107. 104 |israel 147. 237.72. 166 |aka. i df . i | (Sz-SLuj tégfﬁispﬁngﬁi EZ;DETO/:E;'Q‘_’IX,’\'&; on None 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il Abnornal |y Long Request et hod B ock 1
157. 55. 39. 41 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/xxYA;AsxYA; As B ock 1
176.13.14.28  [Israel 147.237.0.19 |nadi matal .idf.il %ﬁﬁ;e; .-Ii-de:e.i\IA/(r)’rloétl)iF:Z/nl g;il mﬂt ent A acetbl der 19t xt Gapt cha i n B ock 1
79.19.123.159 [italy 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.30 [hi nush.idf.il Abnornal |y Long Request met hod B ock 1
4.79.123.3 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
95. 30. 43. 206 g;:::tnl on 147.237.77. 216 |dover . i df . i | Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx B ock 1
207.46. 13. 31 Lhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
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