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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
149. 78. 83. 163 | srael 147. 237. 76. 42 refuah.idf.il ock_Udp All _Nets dr op 3
212.179. 221. 96 | srael 147.237.72. 156 anan.idf.il Bl ock Wp Al Nets drop 1
38. 229. 33. 47 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Wp All Nets drop 1
185. 130. 5. 224 147.237.76. 198 e.yohalan.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
40.77.167. 25 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot Bl ock 2
149. 88. 3. 143 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 2
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il [ClL000106: HITP. najestic bot B ock 2
65. 55. 210. 155 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
66. 249. 78. 134 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
207. 46.13. 2 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
112. 196. 49. 101 [147.237.76.31 |india nakchal .i df.il ET SCAN NVAP -f -sS 1
106. 187.90. 86  [147.237.76. 42 |Japan refuah.idf.il GPL SCAN super scan echo 1
106.187.90.86 [147.237.76.30 |Japan hi nush. i df . i | @PL SCAN super scan echo 1
. . ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
84.228.161.35 |147.237.76.30 |Israel hi nush. i of . i | 1
attack
_ L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkill er2 DDos
176.13.5. 55 147.237.76.30 |Israel hi nush. i df . i 1
attack
125. 24.59. 237  |147.237. 77. 121 |Thai | and e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.76.31 |Iindia nakchal . i df.il ET SCAN NVAP -sS w ndow 2048 1
106. 187.90.86  |147.237. 76. 198 |Japan e.yohalan.idf.il |GPL SCAN superscan echo 1
106.187.90. 86  [147.237.76.31 |Japan nakchal .i df.il @PL SCAN super scan echo 1
91.201. 236. 114 |[147.237.8.28 |lkraine e.nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
82.117.224.18 |147.237.8.28 |lkraine e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
125.24.59. 237 |147.237.77. 121 |Thai | and e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
117. 218. 234.197|147. 237.77.19 |India lawforumidf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
Sreanming Engine: TGP Invalid i i ssi
37.47.146.73  |Poland 147. 237. 77. 216 |dover . i of . i 9 =g Invalid segment retransmssion. drop 33
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
82.145.211.20 |Europe 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaming Engine: TGP Invalid i i sSi
132.71.170.7  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 16
Ret ransni ssi on Packet dropped.
31.168.197.195 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or 10
. . SYNretransmt wth different .
80. 246. 130. 151 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal noni t or 9
reamn ine: TCP Invali i i Ssi
109. 67. 107.93  |Israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
109. 66. 16. 77 | srael 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
2.54.45.118 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 7
2.54. 45,118 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 7
2.54.45.118 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 7
2.54.45.118 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54. 45,118 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreaming Engine: TGP Invalid i i sSi
5.22.131. 30 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
68.180. 229. 239 [Uited Sates  |147. 237. 72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
31.168.197.195 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6
Russi an L Sreaning Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 erati on 147.237.72. 166 |aka. i df .i Ret r ansmi ssi on Packet  dr opped. drop 6
79.179.13.81 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109.66.16.77  |Israel 147.237.72.166 |aka.iof il |Bad TOP sequence SIACK retransmt wth different oo
W ndow scal e
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
reanming BEngine: TCP Invali i i ssi
109. 253. 219. 102|i srael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
2.52.169. 55 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
176.13.5.55 I srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Inval i d ACK nunber alert
192. 243.55. 129 |Donini ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SINAXK retransmt with different | o0 |5
W ndow scal e
176.13.5.55 I srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
31.168.197. 195 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
31.168.197.195 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
31.210. 187. 228 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber alert 4
46.19. 85. 138 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
189. 219. 147. 193|Mexi co 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent [drop 4
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 138 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
2.52.41.18 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.126.220.90 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
5.22.131.30 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 178 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
80. 246. 133. 208 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109.66.8.171  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
31.168.197.195 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i sSi
79.182.214.30 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
77.127.157.226 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
46.19.86.168  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.177.138.94 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 65. 106. 69 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 95
85. 65. 106. 69 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Same Response Code (404) in Session from85.65.106.69 |Bock |81
46.19. 86. 163 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 59
89. 138. 177.235 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 52
. . . Too Many of the Sane Response (ode (404) in Session from
109. 160. 160. 138|l srael 147.237.0.34 |tikshuv.idf.il 109. 160. 160. 138 Bock |33
176. 13. 19. 85 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |3
176.13.6.119 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 102. 8. 238 Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
176.13.18. 71 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |3
212.76.119.43 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in URL Bl ock 3
212.76.119.43 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from212. 76. 119. 43 B ock 2
2.54.167. 81 I srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: Qpen Mde None 2
212.76.119.43 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HITP Header Line from212.76.119. 43 B ock 2
212.76.119.43 [israel 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Code Character in Mthod from212. 76. 119. 43 B ock 2
212.76.119.43 [Israel 147.237.72. 166 [aka. i df . i | Miltiple Malformed URL from212. 76.119. 43 Bl ock 2
212.76.119.43 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Name from212.76. 119. 43 B ock 2
212.76.119.43 [israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Header Line from 212, 76.119. 43 B ock 2
81.218. 106. 146 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |2
212.76.119.43 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unknown HTTP Request Method from 212. 76. 119. 43 B ock 2
212.76.119.43 [israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Request from 212.76.119. 43 B ock 2
212.76.119.43 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from212. 76. 119. 43 Bl ock 2
Unknown Par arret er
149. 78. 133. 43 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$82 |None 1
in ww aka.idf.il/nmain/giyus/questionnaire. aspx
. . DO stributed Whaut horized URL Access on
84.228.17.139 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
NLLL Character in Paraneter Nane [[#0]]ra&€sx|[#3]] APx?x04,
212.76.119.43 [Israel 147.237.72. 166 [aka. i df . i | ¢/ OVAYMCa[ [ #14] ] A2a€¢ A2 [ [ #25] ] o[ [ #26] ] x'v<. Ge.x" Mk?4,¢A Ok in Bl ock 1
a1 [#18]]
46. 210. 136. 145 |l srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
89.138.168.52 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/matash/register/changepass.asp |Bock |1
68.180.228. 112 |lLhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/894-ar Bock |1
Illegal Byte de Qharacter in Query Sring
>A«BAWbAS « Af<[ [ #22] ] A?: v[ [ #1]] Aux3yx?[ [ #31]] A-x"8FpAZ
" x28] [ #8] ] x“ASP20N[ [ #15] 1 AT W2A»Ac() [ AESALASA» 3 SAE“A€° | ACA: vpLAES
x &€ [[#17]] x3Ai AcexCs A [[#5]]1 K) [ [ #5] ] ya€i [ [ #29] ] 4€7[ [ #7] ] AoGAY
212.76.119.43 [Israel 147.237.72. 166 [aka. i df . i | 3TAZ! [ [ #29] ] <a€“1A®xapl A2 v T3x'h[ [ #3] ] O | x2 A€">x"} x¥x?ABXA: UAE B ock 1
¢x¥/ 0A€COVSFRAPAYA™OAE® cAEX“X YA XxEA® x¥AEL Lx" [ [ #27] ] AccAE
[[#31]] xAEQ[#12]]&E™[[#25]]1a€3[ [#4]]1[[#1]]1t A BA (x¢A MA x5
[[#24]] A & TG [ #24] ] ASx; 4€! Agae[ [ #8] | x“<EAS
yASG bl [ #4] 1 [ [ #11] 1 kA?G/x28] [ #15] 1 e[ [#11] ] x@ Y[ [#12] ]| AN
157.55. 39. 178 Lhited Sates |147.237.77.233[atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock 1
. . Unaut hori zed URL Access to
84.228.17.139 | srael 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
NLLL Character in Query Sring [[#0]]ra€3x][#3]] Aox?x04,
212.76.119.43 |[Israel 147.237.72. 166 |aka. i df . i | ¢/ OVAYMCa[ [ #14] ] A28€¢AZ0 [ [ #25]] o[ [ #26] ] x'v<. Qo x" Mk?4,6A Gron  |Bock |1
aE7[#18]]
62.84.81. 6 Lebanon 147.237.77.216|dover.idf.i |l Unaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ B ock 1
5. 29. 165. 67 I srael 147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on waw i df.il/https:/wanidf.il/ B ock 1
185.16.27.210 |[Iraqg 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to v idf.il/arr/ Bock |1
79.182. 136. 242 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
Pal esti ni an
46. 60. 61. 86 Territory, 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
Qccupi ed
212.76.119.43 [Israel 147.237.72. 166 [aka. i df . i | Il11egal URL Path Encoding . {&€¢aE€0 A™ha€ces xj nSAEccYE B ock
213.151. 32. 163 |l srael 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to www i df.il/tenpl ates/tenpl atecontrol s/generic/ |B ock
212.76.119.43 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Paraneter Name from212.76.119.43 |Bock |1
Unaut hori zed URL Access to
31. 44.139. 37 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai | box. aspx8sa=udved=0ahukewj dj 83d5opl ahu |B ock 1
kvbgkhykvai cqj bai cg&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8hqg
. . Paraneter Type Molation FleNane in
185.93.35.9 147.237.77.74 |lawidf.il W | aw i i |/tenpl at es/ getfil ef getfil e. aspx Bock |1
91.135.102. 161 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . DO stributed Whaut horized URL Access on
80. 246. 130. 151 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
46.116. 192. 205 |[lIsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df . il/hi nush/ site/ he/ hi nush. asp B ock 1
. . Paraneter Read Qnly Molation in
176.13.10. 128 |[lIsrael 147.237.72. 166 |aka. i df . i | vow aka i dff i 1/ mai n sachar /£ or got passwor d. aspx None 1
. . D stributed Uhauthorized URL Access on
213.151.46.95 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
212.76.119.43 [israel 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Query Sring from212. 76. 119. 43 B ock
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wawnidf.il/error. htm Bl ock
Unaut hori zed URL Access to
31. 44. 139. 37 I srael 147.237.77.216|dover.idf.il W i df . i | /1133- 22456- he/ i df gdover . aspx&sa=udved=0ahukewj 2- b3l 5opl a B ock 1
hxk6xgkhuendvqqf ggj mas&usg=af qj cnha4nb6odf | nxr v4f syt 0z3gj gkj w
. . Paraneter Type Mol ation InfoCGenterltemin
185.93.35.9 147.237.77.74 |lawidf.il W | aw i i |/t enpl at es/ get il of getfil e, aspx Bock |1
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