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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
115. 239. 228. 10 Chi na 147.237.76. 30 hinush.idf.il |JLM Under Attack Con_Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Sgnature Devi ce Action |Oount |
184.106. 114. 136 |Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 9
184.106. 114. 136 |Lhited Sates 147. 237.76. 42 refuah.idf.il [3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 8
184.106. 114. 136 |Lhited Sates 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Declaration Evasi on Bl ock 7
2.54.13. 227 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

66. 249. 79. 43 147.237.77.170 |Lhited Sates naarachot . i df .i I[ET SCAN NVAP - sA (2) 77
184. 106. 114. 136(147. 237. 76. 42 |Wited Sates refush.idf.il [SQ Injection - Select From 26
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
120, 63. 149 196|147 237 76. 44 lindia o refuahidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

89.216.119. 94 [147.237. 76. 44 e.refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 180. 198. 185|147. 237.0.33 |Lhited Sates idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 76. 202 [Chi na ehadag.idf.il [ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
178.77.232.108 |147.237.77. 216 [Czech Republic |dover.idf.il portscan: TCP Distributed Portscan 1
146. 185. 250. 105|147, 237. 77. 170 ?;Z:;:I”ion mear achot . i of . I|ET SCAN Potential SSH Scan 1
146. 185. 250. 105(147. 237. 8. 45 23::;'}0'1 eetanid.il |ET SCAN Potential SSH Scan 1
89.216.119.94 [147.237.76. 44 e.refuah.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
198. 180. 198. 185|147. 237.0.33 |Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 2048 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 196 [Chi na esvivaidf.il [ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.31 [China nakchal .idf.il |ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147, 237. 77. 216 gj;:lnim dover.idf.il  |ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147. 237. 72. 14 ?ggji o dover.idf.il (ol {ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

46. 19. 85. 199 I srael 147. 237. 72. 166 |aka.i df .i | . dro 54
Ret r ansm ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i sSi
37.26.146.155 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
2.54.10.91 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
212.76.127.219 |l srael 147.237.77. 176 |natpash.idf.i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
37.26. 147. 240 | srael 147.237.76.30 |hinush.idf.il |dr op Frst packet isn't SN drop 10
89. 139. 147. 219 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
192. 243.55. 131 |Doni ni ca 147.237.77.176 |matpash.idf .11 |Bad TCP sequence SINHAKK retransmt wth different .0 |7
W ndow scal e
37.46.41.34 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or
37.26.147.188 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i ssi
176.13.21.66 | srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
185.32.179.30 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or
37.26.147.188 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber alert
Sreanming Engine: TGP Invalid i i ssi
79.177.34.147 |israel 147. 237.72. 166 |aka. i df .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243.55. 131 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAC retransmt with different  Jooniior |5
W ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I nval i d ACK nunber noni t or 5
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243.55. 131 [Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Inval i d AGK nunber noni t or 5
192. 243.55.130 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAK retransmt with different oo s
W ndow scal e
5.22.135. 156 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243.55. 130 |Doni ni ca 147.237.77. 176 |nat pash. i of .1 |Bad TOP sequence SINRAK retransmt wth different o000 |4
W ndow scal e
Sreaming Engine: TP Invalid i i ssi
199.30.24.119 |Wited Sates |147.237.76.200 |eitan. aka.idf . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
54.244.22.103 |Lhited States |147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
- . . SYNPAXK retransmit with different .
192. 243.55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i sSi
213.151. 35. 221 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
- o SYNWACK retransmt wth different .
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal 6 noni t or 4
reamn ine: TCP Invali i i ssi
176.13.11. 165 | srael 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.12. 32 I srael 147. 237, 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.181. 151. 219 |Israel 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
192. 243.55. 131 |Donini ca 147.237.77. 176 |natpash.idf .i1 |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 3
reaming BEngi ne: TCP Invali i i ssi
2.54.140.157  |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
46.210. 218. 214 I srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
77.127.177. 216 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 3
Sreaming Engine: TP Invalid i i ssi
2.54. 40. 83 I srael 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
192. 243.55. 130 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaming Engine: TGP Invalid i i ssi
66.249.78.230 |Wnited Sates |147.237.77.243|nobile.idf.il g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.182. 167. 107 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.139 |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia [147.237.77.216|dover.icf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
192. 243.55. 130 |Doni ni ca 147.237.77. 176 [natpash.idf .i| |Bad TCP sequence I nval i d ACK nunber noni t or 3
Sreaming Engine: TP Invalid i i ssi
79.176.225. 127 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
192. 243.55. 131 |Donmi ni ca 147.237.77. 176 |natpash.idf.i1 [Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaming Engine: TGP Invalid i i ssi
5.102.254.242 |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 66.99. 106 |Israel 147. 237.72. 166 |aka. i of . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.39. 86 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 51
109. 253. 138. 135|| srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 38
87.69.178.174 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
87. 70. 43. 59 I srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type ol ation NewPassword in Bock |9
nobi | e.i df . i |/ sachar/ changepassword
197.38.197. 170 |Egypt 147.237.77. 170 [naar achot . i df . i | Ostributed PHP At tenpt B ock
197.38.197.170 |Egypt 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/xnrpc. php B ock
109. 253. 202. 2061 srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock
. . Unhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | wiw cogat i o i 1/si p storagelfi1 es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 3
217.132.6.136 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
Lhited . . Lhaut hori zed UR. Access to wwy naarachot . idf.il/pdf/fil es/ A—4E™A—4
207.46.13.177  [g o 147.237.77. 170 |maar achot . i df . i | ¢A—A"A—a 6A—aECA—A A—a€cA_Ad Bock |2
80. 246. 133. 172 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 2
. . . Unhaut hori zed URL Access to
217.132.6.136 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1432 Bl ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
68. 180. 228. 112 gﬁ;ttg: 147.237.77.216|dover.idf .il Paranet er Type Mol ati on PageNumin waw i df . i|/1086-en/ dover . aspx B ock 1
197.38.197. 170 |Egypt 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
141.0.14.72 Eur ope 147.237.77.216|dover.i df . il Dstributed Waut horized URL Access on waw i df.il/error.htm Bl ock 1
Unknown HTTP Request Met hod A%A»A¥@Or[[#0]]"! [ [#27]] A*AcAS
. . [[#1]] {r A—A%Au$x0ACAs QAZA[ [ #1] ] +A° MALA® ATAT6R] [ #22] ] A%
5.29.247. 168 I sr ael 147.237.72. 166 [aka. i df . i | Ao{ <AVSARAVASAYBATAS in URL ASyx™ Bl ock 1
u} 7[ [ #3] ] xEpOry N[ [ #21] ] x¢A+COV] [ #22] | x€6x pxZ
5.29.247. 168 | srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request et hod Bl ock 1
207. 46. 13. 149 ;ﬂ;ttee: 147.237.77.216|dover.i df .l Lhaut hori zed URL Access to waw i df.il/hebrew organi zation/si gnal s/ atar/ |B ock 1
79.178.108.209 |[Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
184. 168. 192. 163 g“;:s 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to v aman. i df . i|/xmrpc. php Bl ock 1
54.173.223.170 g];::: 147.237.77.216|dover. i df . il D stributed Suspicious Response Code Bl ock 1
5.29. 247. 168 I 'srael 147.237.72. 166 |aka. i df . i | Ml formed HTTP Header Line 3 B ock 1
109. 100. 100. 232|Romani a  |147. 237. 77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
m ny- kosher - kr avi . j '
80.230.37.125 | srael 147.237.0.17 || 1Y KOSNET-KTAVE-|il1egal Parameter Encoding rnd in . None |1
idf.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai mage. aspx
2.54.136. 161 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Lhited . - Unaut hori zed URL Access to
72.9.148. 10 Sates 147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bock |1
197.38.197.170 |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php Bl ock 1
141. 0. 14. 217 Eur ope 147.237.77.216|dover.idf .il Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock
46.19. 85. 124 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock
Il1legal Byte Code Character in Header Nane AUACA A[[#12]][[#5]] OAt
5.29. 247. 168 I srael 147.237.72. 166 |aka. i df . i | [ [#6]] ARRAfAs A-K >[[#23]] <Afo[ [ #30] ] J [#23] ] AS[ [ #16] ] AZ B ock 1
AcA Axl A°A [ [#18] ]RA G
79.178.108. 209 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/xmrpc. php B ock
61.135.190.69 |China 147.237.0.19 |madimatal .idf.il Distributed Wauthorized URL Access on 147.237.0. 19/ B ock
192.243.55.129 [Domnica |147.237.77.176|mat pash.idf.il Unaut hori zed URL Access to www cogat . i df.i|/894- he B ock 1
. . Mal formed URL ASyx™
5.29. 247. 168 I srael 147.237.72. 166 |aka. i df . i | U} 7[ [ #3] ] <EpCry O] [ #21] ] xCAH] [ #22] ] x@6x px B ock 1
109. 100. 100. 232|Romani a  [147.237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnrpc. php Bl ock 1
5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Lhauthorized URL Access from5. 22.135. 156 B ock 1
74. 84.136. 105 ;h;:ee: 147.237.72. 166 |aka. i df . i | MSSQ. Dnta Retrieval wth Inplicit  Qonversion Brors None 1
Unknown Par anet er
149. 78.56. 166 |l srael 147.237.72. 166 |aka. i df . i | ct100%$ct | 00$cphMai n$cphSachar $enpl oynent St at eshont h i n None 1
wwy aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
46. 19. 85. 196 | srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
5. 29. 247. 168 I srael 147.237.72. 166 [aka. i df . i | I1l1egal Byte Qde Character in Header Val ue B ock 1
87.71.13.56 |Israel 147. 237.72. 166 |aka. i df . i | thknown Parameter VI ERSTATEENCRYPTED i n None |1
ww aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
213.151.35.221 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
79.178. 108. 209 |Israel 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock
195. 67.74.166  |Sweden 147.237.72. 156 |aman. i df . i | Oistributed PHP Attenpt B ock
NULL Character in Method A%A»A¥@Or[[#0]]"![[#27]] AAchS
5. 29. 247. 168 I srael 147.237.72. 166 [aka. i df . i | [[#1]1]{r A—A%Au$xoAcAs QAZA[ [ #1] ] +A MATA®\ AtAT6R[ [ #22]] A% |B ock 1
A?{ <AYSAce4VA»A'vs ATAS
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
5.29.116. 158 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock
74.84.136. 105 g“;:s 147.237.72. 166 [aka. i df . i | Mil ti pl e signatures from 74.84.136. 105 Bl ock 1
180. 76. 15. 142  |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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