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02-19-2016-09:04:03 to 02-19-2016-10:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
84.111. 164. 68 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
217.132. 55. 95 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np All Net drop 2
37.26.147.188 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il B ock Np Al Net drop 2
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
37.26.147.188 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1




02-19-2016-09:04:03 to 02-19-2016-10:04:03

|Top Attackers In IPS|

Attacker Address

At t acker

Country

rget Address

Site

Sgnature

162. 210. 196. 100|United Sates 147.237.77.216|dover.idf .l C1000106: HITP. naj estic bot B ock
213.8.10. 16 I srael 147.237.77. 170 |n@ar achot . i df . i [/C1000004: HTTP: options method (M crosoft) B ock
172. 86.83. 125 147.237.76.42 |refuah.idf.il tﬁi?g;bm? G\ Bash HITP Header Renote Code Bxecution Bl ock
202. 29. 239. 187 |Thail and 147.237.77. 170 [maar achot . i df . i [[C1000023: HITP. adninistrator in R B ock
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000103: HTTP: User Agent Sogou+web+spi der B ock
106. 38. 241. 106 [Chi na 147.237.77.216|dover.i df . il C1000103: HTTP: User Agent Sogou+web+spi der B ock




02-19-2016-09:04:03 to 02-19-2016-10:04:03

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
146.185.250.2  |147.237. 76. 198 ?ég;;m eyohaanid.il |ET SCAN NVAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
103. 28.130. 177 |147.237.8.28 |Austraia e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
40.76.206.112 |147.237.72.166|Wited Sates akaidf.il ET SCAN Potential SSH Scan 1
40.76.206.112 |[147.237.0.35 |Uited Sates akavs. i df .i ET SCAN Potential SSH Scan 1
202. 29.239. 187 |147.237.77. 170 |Thai | and mearachot.idf.il  |SERVER WEBAPP adm n. php access 1
27.221.10.194 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
192.114.5.10 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
146. 185. 250. 105|147. 237. 76. 202 gj::;”ion ehalagidf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105(147. 237. 76. 44 ?éj;:ﬂm erefuah.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250, 105147, 237. 8. 24  |FSSian elifestyleidf.il |ET SCAN Potential SSH Scan 1
Feder at i on
146.185.250.2  |147.237. 76. 39 ?éj;:ﬂm nobi | e. nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193 |147.237.76.34 |Netherlands yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
40.76.206.112 |147.237.72. 156 |Wited Sates aman.idf.il ET SCAN Potential SSH Scan 1
40.76.206.112 [147.237.0.15 |Whited Sates kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
149.78. 81. 27 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
146. 185. 250. 105|147, 237. 76. 147 ?ég;;m chinuch aka.idf.il |ET SCAN Potential SSH Scan 1
146. 185. 250, 105|147, 237. 76, 39 |FUSSIan nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1




02-19-2016-09:04:03 to 02-19-2016-10:04:03

|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature

54.173.9. 10 Lhited Sates|147.237. 72. 166 |aka.idf.il dr op Frst packet isn't SN drop 390

52.5.133. 46 Lhited Sates|147.237. 72. 166 |aka.i df . il drop Frst packet isn't SYN drop 188

54.85.198.156 |[lLhited Sates|147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 95

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi

2.54.40.76 I'srael 147.237.76.31 |nakchal .idf.i 9 =9 Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.

54.173.9. 10 Lhited Sates|147. 237. 72. 166 [aka. i of .il B ock HTTP Non Conpl i ant Fai | ed to handl e connection data nonitor |20

89. 138. 197. 189 [l srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
S ream ng Engi ne: TCP Segnent i

37.26.147.188 |israel 147. 237. 77. 216 |dover. i df .1 . g =g 9 TCP segrrent out of naxi mumalloved 9
Limt Enforcenent sequence. Packet dropped.

52.7.32.143 Lhited Sates|147.237. 72. 166 |aka.idf.il dr op First packet isn't SN drop

87.71.16.253 |[lIsrael 147.237.0.19 |[nadimatal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi

89.138.19. 181 |Israel 147. 237.77. 243 |nobile. i o . | 9 =g Invalid segment retransmssion. Packet | 6
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

37.26.147.187 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

176.13.21. 248 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet | 6
Ret ransni ssi on dr opped.

37.26.147.188 |[Israel 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi

2.54.14.153  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i sSi

85.65.11.133 |l srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

79. 182. 164. 141 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet |, . 6
Ret r ansni ssi on dr opped.

37.46.39.183 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi

66.249.66.93 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.

212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi

66.249.66.95 |United Sates [147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.

192.243.55.130 |Dominica  |147. 237. 77. 216 |dover. i df .1 Bad TCP sequence SINHAK retransmt with different monitor |4

w ndow scal e

192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor |4

37.46.38.144 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |4

195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 B ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
Sreaning Engine: TCP Invalid i i ssi

5.22.135.203 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

46. 19. 85. 36 I srael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i sSi

176.13.13.25 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

217.132. 24. 227 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet |, . 3
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i sSi

2.54.135.103 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.210 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet |, . 3
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i sSi

79.181.145.84 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

94.77.196.82 |Saudi Arabia |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreaning Engine: TCP Invalid i i ssi

84.228.6.192 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

37.26.149. 244 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

2.54.171.168 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.182. 155. 119 |1 srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

5.28.166.220 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TP Invalid i i ssi

178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i of . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

37.46.38.144 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor 3
Sreaning Engine: TCP Invalid i i ssi

109. 66. 210. 200 |1 sral 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

41.33.232.66 |Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

2.54,38.76 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect

37.26.147.223 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi

46.19.86.149 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransni ssi on dr opped.

37.26.147.147 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect

93.172. 230. 119 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect

192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 [dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
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02-19-2016-09:04:03 to 02-19-2016-10:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 88. 213. 145 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 55
54.173. 9. 10 Wited Sates |[147.237.72. 166|aka.idf il gk:irc'j:‘ftﬁ?m?ﬁ;:;ré ezfzc:“ 'f;ggj for Known LR on Bock |8
197.38.197. 170 |Egypt 147.237.77. 170 |naar achot . i df . i | Dstributed PHP A tenpt B ock 7
197.38.197. 170 |Egypt 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 7
93.172.236.252 |[Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 5
109. 253. 210. 16 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
2.54.133.193 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
54.173.9. 10 Lhited Sates |[147.237.72.166|aka. i df .i | m“;}?:ri' dzf'f:‘ijl ?Ierr;jhr?/dhm;(;LI ‘. aspx B ock 2
202. 29.239. 187 |Thail and 147.237.77. 170 |maar achot . i df . i | Mil tipl e Waut hori zed URL Access from 202.29. 239. 187 B ock 2
168.167.134.6 [Bot swana 147.237.77. 176 |nat pash. i df . i | m“é:;;'.f? ?ﬁsipgfs‘izfaggm | es/ 64616, pg Bock |2
202. 29. 239. 187 |[Thailand 147.237.77. 170 |n@aar achot . i df . i | PHP At t enpt B ock 2
Unknown Par anet er
79.178.102.15 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03%chl Quest [None 2
ion$36 in aka.idf.il/nain/giyus/questionnaire. aspx
95. 86. 117. 96 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 95.86.117.96 |B ock 2

Paraneter Type M ol ation SearchText in

wan cogat . i df . i |/ 938- en/ cogat . aspx

] ; ; D stributed Whaut horized Met hod for Known URL on
52.5.133. 46 Uhited Sates |147.237.72.166aka.idf.il aka. i of . i |/ nai v hone/ def aul t . aspx Bl ock 2

Unaut hori zed URL Access to

168.167.134.6  [Bot swana 147.237.77. 176 |mat pash. i df . i | Bl ock 2

178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df .i1/1133-15388-he/ mmmmmmEbc40289emmmmmmm bc |B ock 1
40289e
Unknown Par anet er
24.120.11. 26 Lhited Sates [147.237.72.166|aka.idf.il ct | 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest |[None 1
i on$76 in vwwv aka. i df .il/nain/gi yus/ questi onnai re. aspx
i www. chanat z. aka. i d
217,69, 133,190 [0SSan 147. 237.77. 226, . Uhaut hori zed LRL Access to wan chanat z. aka. i df .i |/ contact/ B ock 1
Federati on f.il
87.106. 149. 183 |Ger many 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp/wp-admin/ B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
52.7.46. 16 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Method HEAD for aka.idf.il/main/home/ defaul t.aspx |B ock 1
104. 128. 144. 131|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
208.91.198.117 |thited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ol d/wp-admn/ B ock 1
82. 210. 20. 27 Ger many 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/bl og/wp-adnin/ B ock 1
192. 114. 5. 10 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
54.173.9.10  |United Sates |147.237.72. 166|aka. i df . i | thauthori zed URL Access to Bock |1
aka. i df.i|/checksitel cust omerror-page-test
37.142.151. 211 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
141.212.122. 160|lhited Sates [147.237.0.19 [nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
89.138.19.181 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
i www. chanat z. aka. i d
217.69. 133. 242 RJSIS:;ni on 147.237.77. 226 il Lhaut hori zed URL Access to waw chanat z. aka. i df.il/fag/ defaul t.asp |B ock 1
66. 249. 69. 34 I srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to v idf.il/anan B ock
176. 13. 3. 199 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock
52.30.171.229 |lnited Sates [147.237.72.166aka.idf.i | D stributed Unaut hori zed LRL Access on / B ock 1
’ . . O stributed Unaut hori zed URL Access on
108.227.98.31 [Wnited Sates |147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
2.52.37.217 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 1
Unknown Par anet er
212.76.106. 153 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 1

i on$14 in wwwy aka. i df.il/nain/gi yus/ questi onnaire. aspx
Unknown Par anet er

84.108.5. 42 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01%ct | 03$chl Quest |[None 1
ion$l4 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unaut hori zed URL Access to

54.243.53.148 |lhited Sates [147.237.77.216|dover.idf.il 147. 237.77. 216/ 1283- 12386- en/ dover . aspx B ock 1

40.77. 167. 25 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1

202.29.239. 187 |[Thailand 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock 1

Russi an . . Paraneter Type Molation f in
178.215.80. 72 Federation 147.237.77. 216 [dover . i df . i | ww i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
] - . D stributed Unaut hori zed Met hod for Known URL on

54.85.198.156 [Lhited Sates |147.237.72.166|aka.idf.il aka. i of. i 1/ nai v hore/ def aul t . aspx B ock 1
Unknown Par anet er

109. 64. 137.54 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

216.218.206. 68 [Lhited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1

84.110.209. 175 [Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

m ny- kosher - kr avi . i

61.135.190. 200 |Chi na 147.237.0. 17 of niyl Unaut hori zed URL Access to 147.237.0. 17/ B ock 1

46.172. 80. 45 kr ai ne 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on wawn i df.il/nazi' a=0 B ock 1

149. 88. 213. 145 |israel 147. 237.0. 19 madimatal Lidf.il %r_aneter Type_\A ol aFl on ct_l 00$Cont ent A acetbl der 1$t xt Capt cha i n B ock 1
nadi matal .idf.il/nobil e/l ogi n. aspx

203.196.19.14 |Japan 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp-adm n/ B ock 1

79.183.148. 236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
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