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02-19-2016-08:04:02 to 02-19-2016-09:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il ock Wdp Al Nets drop 1
185. 130. 5. 224 147. 237.76. 86 navy.idf.il Block Udp All Nets dr op 1
59. 33. 23. 109 Chi na 147.237. 76. 200 eitan.aka idf.il |Block Wp Al Nets drop 1
109. 201. 152. 234 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1




02-19-2016-08:04:02 to 02-19-2016-09:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
80. 246. 130. 33 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 6
136. 243. 152. 18 Ger many 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot Bl ock 2
79.177.204. 97 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000212: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
- ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2
80. 246. 133. 102 [147.237.77. 233 I srael atal.idf.il 3
DDos attack
66.249.78.146 |147.237.72.166|Wited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 33 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
27.221.10.194 |147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147. 237. 77. 19 ?;Z:;;”im I awf orumi df . i1 ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147, 237. 76. 197 gj::;”ion e. hi nush. i df . | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 |147. 237. 76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
N SERVER APACHE Apache nod_ssl non- SSL connection to SSL
45, 55, 236. 147 147. 237. 8. 45 eetanidf.il . X - 1
port denial of service attenpt
59. 45. 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
_ , L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
190. 29. 102. 18 147. 237. 8. 28 Col onbi a e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 72. 156 [Chi na anan.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147, 237. 76. 199 23:::;}0“ e. nakchal .i df . i ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 105|147, 237. 76. 34 ?ég:;;m yohal an. i df . i ET SCAN Potential SSH Scan 1
58.253.96. 122 |147.237. 77. 226 |Chi na v chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 |147.237.8. 24 elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count

70. 39. 187. 150 ?to\e/: 'dietre 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 119

70. 39. 187. 150 ;atos: 'dietre 147. 237. 77. 216 |dover. i df . i drop Frst packet isn't SIN drop 97

2.54.165.182  |israel 147, 237. 76. 147 |chinuch, aka. i of 1| o S NG BNgine: TP Invalid  Jinvalid segnent retransnissi on drop 84
Ret r ansmi ssi on Packet dr opped.

93.172.184. 199 |Israel 147, 237, 76. 200 |eitan aka i of i1 || S2M NG Engine: TP Invalid imvalid segnent retransmssi on drop 46
Ret r ansmi ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46.121.204.82  |israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.

5.102. 254. 78 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8

149.88.67.171 |l srael 147,237, 77. 243 |mbi e iop. i1 |2 M NG Engine: TP Invalid invalid segnent retransnissi on. drop 8
Ret ransmi ssi on Packet dr opped.

62.0.197. 197 | srael 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 7

46.19.85.114  |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.

46.19.85.21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46. 19. 85. 76 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

89. 138.108. 191 |Israel 147, 237, 76. 200 |eitan aka i of i1 || S2M NG Engine: TP Invalid invalid segnent retransmssi on drop 4
Ret r ansmi ssi on Packet dr opped.

195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 4

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

66. 96. 128. 60 Wited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 4

188. 120. 154. 57 |lIsrael 147.237.72. 156 |aman. i df .i | Bad TCP sequence I'nval id ACK nunber noni t or 3

2.54.133.231  |israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

79.183. 188. 204 |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

192. 114. 163. 1681 srael 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 3

37.26.146.205 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

84.228.6.192  |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.

207.46.13.84  |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.

192. 243. 55. 136 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence nmoni t or 2

192. 243. 55. 135 |Domi ni ca 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop 2

80. 246. 133. 102 (I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 2

176.13.20. 125 |Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 2

84.108. 61. 111 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2

208.115.111. 73 |United Sates |147.237. 72. 166 |aka idf.i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 2
Ret ransmi ssi on Packet dr opped.

192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2

80. 246. 133. 102 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

176.13.20. 125  |Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2

37.142.68.10 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

46.19. 85. 110 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

192. 243.55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 2

192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2

192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 2

148.251. 21. 227 |Ger many 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret r ansmi ssi on Packet dr opped.

192. 243.55. 135 |Doni ni ca 147.237.77. 176 |nat pash. i of . | Bad TCP sequence noni t or 2

192. 243.55. 134 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2

192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 2

94.230. 86.184 |lsrael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2

37.26.146.222 |lsrael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

84.108.61.111 [Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 1

188. 120. 148. 97 |l srael 147.237.72. 166 |aka.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 1

79.177.183.10 |lsrael 147.237.77. 216 |dover.idf.il Sreaming Engine: TCP Invalid Invalid checksum Packet dropped. [drop 1
Checksum

184.105. 139. 74 |Whited Sates |147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1

65.25.190.154 [lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.36.107 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
80.179.9.7 I srael 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 4
46.121.57.101 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.15.81 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.142.188.183 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 245 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.149 |Wited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
157.55.39.164 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
86. 62. 117. 180 RJF Sﬁ::ﬂ on 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/nmazi B ock 1
66.249.79.104 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
185. 89. 217. 231 147.237.77.216|dover.i df .l D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
128. 232. 110. 28 z";;gom 147.237.0.15 |kosher-kravi.idf.il |Uauthorized UR. Access to 147.237.0. 15/ B ock 1
46.146. 130. 126 RJS|S;$ o 147. 237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wan i df i1/ nazi' a=0 B ock 1
210.51.55. 3 Chi na 147.237.72.167|i shurimaka.idf.i|l |Wauthorized URL Access to 147.237.72. 167/ consol e B ock 1
] . . SS. Lhtraceabl e Gonnection - Protocol violation
88.27.116.214 [Spain 147.237.77. 216 |dover.i df.il (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
_ ny- kosher - kravi . i df ,
74.82.47. 4 Lhited Sates |147.237.0.16 i| Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
2.54.165. 182 I sr ael 147. 237. 76. 147 [chi nuch. aka. i df .i|  |Wauthorized URL Access to www chi nuch. aka. i df . i1/404. ht m B ock 1
185. 89. 217. 233 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
148. 251. 21. 227 |Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 148. 251. 21. 227 B ock 1
80.179.9. 115 | srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
220. 134. 189. 104|Tai wan 147.237.72. 156 [aman. i df . i | PHP Att enpt B ock 1
Unknown Par anet er
49. 237.199. 129 |Thai | and 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acekbl der $ct | 13%ct | 01$ct | 03%chl Quest |None 1
ion$3 in aka. idf.il/nain/giyus/questionnaire.aspx
Russi an . . Parameter Type Molation f in
178.215.80. 72 Federation 147.237.77. 216 [dover . i df . i | wwy i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to wan i df.il/newsite/english B ock
77.75.78.171 Czech Republ i ¢ |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to w i df.il/page/ 31/ B ock
. . . Unhaut hori zed URL Access to
195.138.85. 250 |Ukraine 147.237.77. 216 [dover . i df . i | v i df . i |/tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
148. 251. 21. 227 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ main/giyus/undefined/ [B ock 1
Unknown Par anet er
80. 246. 136. 177 |[lIsrael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest |None 1
ion$l in aka.idf.il/nan/giyus/ questionnaire. aspx
220. 134. 189. 104 |Tai wan 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to v anan.idf.il/xmrpc. php B ock 1
. . Unhaut hori zed URL Access to
66.249. 65.118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 2/ 2412, | pg B ock 1
Russi an . . Parameter Type Molation | in
178.215.80. 72 Federation 147.237.77. 216 [dover . i df . i | wwy i df . il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
95. 86. 84. 98 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/1133-19149- he/ dover B ock 1
. . Paraneter Type M ol ati on ct| 00$Cont ent Pl acetbl der 1%t xt Gontent in
77.125.88.69  [Israel 147.237.76.42 (refuah.idf.il vown r ef e at al i .. i 1/ 926- hel r ef uah, aspx Bl ock 1
207.46.13.84  [lhited Sates [147.237.76.86 [navy.idf.il thaut hori zed LR Access to Bock |1
wane navy. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
www. chanat z. aka. i ) )
148. 251. 21. 227 |Ger many 147.237.77. 226 df il Ml tipl e Uhaut horized URL Access from 148. 251. 21. 227 B ock 1
82.102. 169. 113 |[lIsrael 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
220. 255. 148. 17 |9 ngapore 147.237.77.216|dover.idf .l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock
66. 249. 69. 42 I srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waidf.il/error. htm B ock
178. 255. 87. 242 z‘;;gom 147.237.72. 156 |arman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt Bl ock 1
104. 128. 144. 131|Canada 147.237.77. 176 [mat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
Unknown Par anet er
79.179.57. 4 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphvai n$TochenPl aceHol der $bt nAt udaBack in None 1

v aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
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