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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
185. 56. 28. 67 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1




02-19-2016-06:04:03 to 02-19-2016-07:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
162.210.196.130 |Lhited Sates 147.237.77.216 |dover.idf.il |ClL000106: HITP. najestic bot B ock 2
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il C1000106: HITP. naj estic bot B ock 2
212.83.177.193 France 147.237.77.74 lawidf.il C1000106: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 78. 120 | srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR Bl ock 1




02-19-2016-06:04:03 to 02-19-2016-07:04:03

|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. . |ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons,
200. 37.228.195 |147.237.8.28 |Peru e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
189. 68. 74. 42 147.237.76.38 |Brazil eeneitav.idf.il ) 1
Potential Scan or Brute Force
. . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
106. 127.18. 14 |147.237.0.33 [China idf.il . 1
Potential Scan or Brute Force
_ _ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
177. 246. 108. 248|147. 237.0. 34  |Mexi co tikshuv.idf.il ) 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Devi ce

Count ry ‘Target Address ‘S’te ‘Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |mtpash.idf .i1|Bad TCP sequence mﬁsgreamm wehdifferent | onitor |10
70.209.194. 43 |Uhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |metpash.i of .1 I{Bad TCP sequence I'nvalid ACK nunber noni t or 8
192. 243. 55. 129 |Domi ni ca 147.237.77. 176 |natpash.idf.iI|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SO relransmt wehdifferent | onitor |7
192. 243. 55, 132 |Doni ni ca 147.237.77. 176 |mat pash.i of .i1|Bad TCP sequence mﬁ(;czj;ansmt wthdfferent | iior 6
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or
192. 243. 55. 131 |Domi ni ca 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SN relransmt wehdifferent  onitor |5
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 132 |Coni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Vmﬁsrcjgansm wehdifferent | onitor |5
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 4
192. 243. 55. 131 |Domi ni ca 147.237.77. 176 |natpash.idf .i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 [nat pash.i of .i1|Bad TCP sequence noni t or 4
192. 243. 55. 137 |Coni ni ca 147.237.77.74 |lawidi.il  [Bad TCP sequence ﬁﬁ;;ﬁ;ansm wthditferent | oonitor |4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 130 |Coni ni ca 147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁ(s:;j;ansnht wehdifferent | onitor |4
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |mtpash.idf .i1|Bad TCP sequence mﬁsrczreansm wehdifferent | onitor |4
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |nat pash. i of . i l{dr op Frst packet isn't SYN drop 4
192. 243. 55. 130 [Dom ni ca 147.237.77. 176 |mat pash. i df . i 1|dr op First packet isn't SN drop 4
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77.176 |matpash.idf.i1|Bad TCP sequence Inval i d ACK nunber aert 4
192. 243. 55. 131 |Domi ni ca 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvalid ACK nunber alert 4
54.244.22.103 |Lhited Sates |147.237.77. 176 |natpash.idf.il|{dr op Frst packet isn't SYN drop 4
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 133 |Coni ni ca 147.237.77.74 |lawidi.il  [Bad TCP sequence Vmﬁsrcjgansm wehdifferent  onitor |4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop
5.22.131.93  |Israel 147.237.72. 166 |akaicr.i1 | 2" €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
195. 212. 29. 168 |Eur ope 147,237, 72. 166 |aka i 11 | €AM NG Engi ne: TGP Invalid nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 131 |Dom ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 3
192. 243. 55. 129 |Coni ni ca 147.237.77. 216 |dover. i f .11 [Bad TOP sequence mﬁsggansm wthdifferent | onitor |3
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 [dover.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or
149. 88. 122. 193 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55, 130 |Doni ni ca 147.237.77. 176 |mat pash.i of .i1|Bad TOP sequence mﬁ(;czj;ansmt wthdfferent | iior s
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |metpash.i of .1 I{Bad TCP sequence I'nvalid ACK nunber alert 3
192. 243. 55. 130 |Doni ni ca 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
94.77.196.82 [Saudi Arabia |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 3
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 3
46.19.85.92  |israel 147.237.72. 166 |akaicr. i1 |2 €M NG Engi ne: TCP Invalid Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
64.233.173.151 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 5
52.90.128. 17 Wited Sates [147.237.77.176|nmat pash. i df.i | Suspi ci ous Response Code B ock 4
64.233.173.161 |[Wited Sates [147.237.77.216|dover.idf.il Dstributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 2
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i |l Mil tiple Unaut horized URL Access from 192. 243. 55. 129 B ock 2
64.233.173.156 |lLhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
195. 67. 74. 166  |Sweden 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt Bl ock 1
185. 89. 217. 226 147.237.77.216|dover. i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
66. 249. 78. 52 | srael 147.237. 76. 147chi nuch. aka. i df . i | |Waut hori zed UR. Access to ww chi nuch. aka. i df.il/404. htm Bl ock 1
208.115.113.89 [Lhited Sates |147.237.77.216|dover. i df .|| mﬂt:ﬁmfimﬁ chsftisn;l O ontra of gener Bl ock 1
109. 199. 117. 116|Bul gari a 147.237.72. 156 [aman. i df . i | D stributed Waut hori zed URL Access on waw anan. i df .il/xmrpc. php |B ock 1
66. 249. 66. 127 I srael 147.237.76.86 |navy.idf.il ﬂ??tzgg.r;éé;%/?pfcstc;sasg;ﬁi | es/ 2 1602, el Bl ock 1
195. 67. 74. 166  |Sweden 147.237.72. 156 [arman. i df . i | D stributed Waut hori zed URL Access on ww anan. i df.il/xnirpc. php |B ock 1
185. 89. 217. 228 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
66.249.78.153 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/giyus/ <br><br> Bl ock 1
213.57.139. 187 |lsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
65. 132. 59. 34 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed LRL Access to wwu i df . i/ newsitel hebrew nmai n. asp B ock 1
102.243.55.130 |Doninica  |147.237.77.216|dover. i df .i | chauthort zed W x,cgzietr‘_’aspx?seamht ot XX 504 B ock 1
128. 232. 110. 28 zi;gegom 147.237.76.200(ei tan. aka. i df . il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
66. 249. 69. 33 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/ il es/ 4/ 106654. pdf |B ock 1
195. 138. 85. 250 [Lkrai ne 147. 237.77. 216 |dover. i df . i | m”f Q]f).ri' IZ/etderrl;T;atAeCs(/:ise?l dttgf 1 endl sendtof i end. aspx28anp Bl ock 1
185. 89. 217. 229 147.237.77.216|dover. i df .i |l D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
66. 249. 66. 66 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ robots. t xt B ock 1
213.57.139.187 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.i|/xmrpc. php Bl ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to www i df .il/894-ar B ock 1
171.66.208.10 |hited Sates |[147.237.77.176|nat pash.idf.il Uhaut hori zed URL Access to waw cogat.idf.il/sip_ B ock 1
66.249.74.104 |[israel 147.237.77. 170 |maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 74. 104 Bl ock 1
207.46.13.102 |wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
185. 89. 217. 230 147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
104. 128. 144. 131|Canada 147. 237.76. 39 Ime' le.neitav.idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
66.249.66.69  |Israel 147. 237.77. 176 |nat pash. i df . i | \Amm:vué Qggt'.zi%‘: .%tfn;f:fe; et ed) user cont 1l s/ header pper Bl ock 1
213.57.139.187 [Israel 147.237.77.233|atal .idf.il PHP Att enpt Bl ock 1
192. 243.55. 134 |Doni ni ca 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-en Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf .il waw i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=1e28e4c5kkkkkkk_1e28e [Bl ock 1
4c5
66.249. 74.108  |Israel 147.237.77. 170 |na@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 4/ 111484. pdf |H ock 1
207.46.13.149 |United Sates |147.237.77.216|dover. i df . il mﬂt:foﬂ'lff“;bﬁ (ff;;slszatt?o /st grel o at ) Bl ock 1
185. 89. 217. 232 147.237.77.216|dover.idf .|l Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
109. 199. 117. 116|Rul gari a 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt Bl ock 1
66.249. 66. 125 I srael 147.237.76.86 |navy.idf.il ﬂ?ftzggr;éegﬁ/?pfgtﬁsjgé‘;i | es/ 81 1508, pcl Bl ock 1
213.57.139. 187 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/xnrpc. php B ock 1
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