02-19-2016-05:04:05 to 02-19-2016-06:04:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

804"

. M dover.idf.il
607 M awidf.il
1. M nat pash. i df i |
40 B naarachot .idf .
Number M aman.idf.il
thcks 20 M navy.idf.il
I ggcenter. aka. i df . i
0- . . M kosher-kravi.idf.i
$ N N N § .
SRS Aﬁ‘ %\& 3 IR aka. i df i
& . \ ‘Q'
&L T gL ¢ & & F & LN M e hinush.idf.il
S R & & S Q
& o &8 o
& § $
S N
Top Tar get

[Top Attackers |

W 41. 33. 231. 90
192. 243. 55. 130

Nunber
(6]

[ 192. 243. 55. 129
192. 243. 55. 131
Bl 195. 34. 150. 18

At acks

Top Attackers

W 41.33.232.66
[ 136. 243. 5. 215
M 212. 143.142. 56
94.77.196. 82
M 173.14.248. 34




02-19-2016-05:04:05 to 02-19-2016-06:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
106. 118. 64. 254 Chi na 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
116. 58. 248. 193 Thai | and 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 1
106. 118. 64. 254 Chi na 147.237.76. 199 e. nakchal .idf.il Bl ock Wdp All Nets drop 1
106. 118. 64. 254 Chi na 147.237.76. 200 eitan. aka.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

At t acker At t acker .

ountry get Address |Site dgnature
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000103: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df .i| [Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
172.86.83. 125 147.237.77. 176 |nat pash. i df . i I\lAS’I?r?;;bmF; G\U Bash HTTP keader Remote Code Execution Bl ock 1




02-19-2016-05:04:05 to 02-19-2016-06:04:05

|Top Attackers In |D|

‘ Target Address

A tacker
CGount ry

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
183. 61. 109. 189 [147. 237. 76. 197 |Chi na ehimsh.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
173.14.248.34 |147.237.0.15 |wited Sates kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
173.14.248.34 |(147.237.0.15 |Uited Sates kosher-kravi.idf.i|ET SCAN NVAP -f -sS 1
26,176, 223. 164 |147. 237 77. 170 |1 v 8l vaarachot i df i | ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 DDos 1
attack
183. 61. 109. 189 |147. 237. 76. 197 [Chi na e. hinush. i df i ET SCAN NVAP -sS wi ndow 4096 1
183. 61. 109. 189 |147. 237. 76. 197 |Chi na e. hi nush. i df .il ET SCAN NVAP -f -sS 1
173.14.248.34 |147.237.0.15 |wited Sates kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
104. 44. 133. 108 |147. 237.76. 197 |Wnited Sates e. hinush. i df i ET SCAN NVAP -sS wi ndow 1024 1




02-19-2016-05:04:05 to 02-19-2016-06:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
L s SYNVACK retransmt with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e rmoni t or 6
136.243.5.215  |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
Bl ock HTTP Non
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 5
Conpl i ant
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243.55. 131 |Domi ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
) o Bl ock HTTP Non ) )
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 4
Conpl i ant
192. 243. 55. 130 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
192. 243.55.130 |Donini ca 147.237. 77. 216 |dover . i of . i Bad TCP sequence SIAK retransmt with different monitor |3
wi ndow scal e
Bl ock HTTP Non
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 3
Conpl i ant
192. 243.55.129 |Donini ca 147.237.77.176 |matpash.icf.il ~ |Bad TCP sequence SINAK retransmt wth different moni t or 3
wi ndow scal e
192. 243.55. 129 |Doni ni ca 147. 237.77. 216 |dover . i df .1 Bad TCP sequence SINAXK retransmt wth different rmoni t or 3
w ndow scal e
192. 243.55.131 |Donini ca 147.237.77.176 |matpash.icf.il ~ |Bad TCP sequence SINAK retransmt wth different moni t or 3
wi ndow scal e
192. 243. 55. 131 [Doni ni ca 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber aert
192. 243.55. 130 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert
192.243.55.129 |Comini ca 147.237.77.74 |lawidf il Bad TCP sequence SYNVAGK retransmt with different mnitor |2
w ndow scal e
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243.55. 129 |Doni ni ca 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243.55. 131 |Donini ca 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243.55. 131 |Donini ca 147.237. 77. 216 |dover . i of . i Bad TCP sequence SIAK retransmt with different monitor |2
wi ndow scal e
192. 243.55. 129 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
192. 243.55. 131 |Doni ni ca 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 2
192. 243.55. 129 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
184. 105. 139. 98 |lhited Sates 147.237.77. 234 |hal ag. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 131 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
. o Geo-1 ocati on _
141.212.122. 177|Whited Sates 147.237.0.200 |rdu.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
192. 243.55.130 |Donini ca 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINAK retransmt with different moni t or 1
wi ndow scal e
192. 243. 55. 129 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
192.118.60.69 |l srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
195. 62. 53. 168 R‘SIS:;”i o 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 189|Wnited Sates 147.237.77. 243 |nobi l e.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.94 |Uited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.228.141.126 |Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
! o Geo-1 ocati on o
216.218. 206. 110|lhited S ates 147.237.77. 227 |e. hanaz. i df . i | Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
184. 105. 247. 200|lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. o Geo-1 ocati on _
141.212. 122. 178|Lhited Sates 147.237.0.200 |rdu.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
141.8.132.78 RJSIS::t”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
66.11.178.53 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192.118.60.69 |l srael 147.237.77. 170 |naarachot.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates 147.237.76. 148 |gqcent er. aka. i df . i |dr op drop 1
Russi an R
146.185.239. 102 - - 147.237.76.34 |yoha an.idf.il drop drop 1
141.212. 122. 121|nited Sates 147. 237.76. 177 |ncore.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 129 |Doni ni ca 147. 237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
) o Geo-1 ocati on o
218.22.211.69 |China 147.237.77.121 |e.navy.idf .il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
5.102.242.152 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
. . |Geo-location _
184. 105. 247. 219|Uhited Sates 147.237.76. 198 |e.yohal an.idf il Geo-1 ocation i nbound enf or cenent drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
157. 55. 80. 72 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock

166. 137.118. 88 |Uhited Sates [147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock
157.55.39.251 |thited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock
68.180.228. 112 [nited Sates |147. 237.77. 216 |dover. i df . i | xfwar:z;erl Jylpszl\fr?é/aéé\?; Eaégz)r:um : B ock 1
193. 136. 33. 224 |Portugal 147.237.77. 216 |dover.idf .i | PHP Att enpt B ock 1
89. 161. 246. 157 |Pol and 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt B ock 1
66. 249. 69. 48 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
84.192.55.212 |Bel gi um 147.237.77. 216 |dover.idf .i | Ostributed PHP At tenpt B ock 1
37.142.68.9 I srael 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
193. 136. 33. 224 |Portugal 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/xmrpc. php Bl ock 1
89. 161. 246. 157 |Pol and 147.237.72. 156 |aman. i df . i | m ;'ngf ?‘:ﬁ _L??%r]r?rripzfihf_ Access on B ock 1
66.249. 74. 104 | srael 147. 237.77. 170 |n@ar achot . i df . i | Llﬂé;u;ggr '727‘.3(1737[‘) d/f/ifslsest&/ 105854, pel B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf .i | Ml tipl e Uhaut horized URL Access from 192. 243, 55. 129 B ock
84.192.55.212 |Bel gi um 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock
37.142.68.9 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xnirpc. php B ock 1
207.46.13.149 |Wnited Sates |147.237.77. 216 |dover. i df .|| mﬂt;?ri'lﬁzbt?‘w ffgcaisiszaiioonlsi S B ock 1
104. 128. 144. 131|Canada 147.237.0. 17 ;ninly_ kosher -kravi . i d Unaut hori zed URL Access to 147.237.0.17/ B ock 1
66.249.74.106 | srael 147.237.77. 170 |maar achot . i df . i | ﬂ?uggg '727'?(1737"3 d?‘;‘;?slzst/%/ 110635, pel B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwn i df.il/atal 1/izkor/ nai n. asp Bl ock 1
89. 161. 169. 148 |Pol and 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
50. 62. 208. 52 Uited Sates [147.237.72. 156 |anan. i df . i | PHP Att enpt B ock 1
207.144.34.242 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
66.249.74.108 |[Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1

Unaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il vy | aw i df . i1/t enpl at es/ t enpl at econt rol s/ news/ si p_storage/ files/6/ |B ock 1
1446. pdf /

89. 161. 169. 148 |Pol and 147. 237. 72. 156 |anan. i df . i | b strbut iefjfyi"?‘/‘t)(:frrip?‘lhﬂl Access on Bl ock 1
50. 62. 208. 52 Lhited Sates [147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to ww anan. i df . il/xmrpc. php B ock 1
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