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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

185. 103. 252. 5 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 6
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 3
185. 56. 28. 67 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock Np All Net drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 201 eata.idf.il Bock Np Al Net drop 1
185.94.111. 1 147.237.76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Device Action |Count |
101.201. 147.32  |China 147.237.77.233 |atal .idf.i| |[16634: HITP. Apache HTTP Server nod_status Request B ock 1
106. 38.241.106  |China 147.237.72.166 |aka.idf.il |ClL000103: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il [C1000103: HTTP. User Agent Sogou+web+spi der B ock 1




02-19-2016-04:04:02 to 02-19-2016-05:04:02

|Top Attackers In ID|

Attacker Address |Target Addr ess

|Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
182. 72. 109. 162 147.237.76. 198 I ndi a e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-19-2016-04:04:02 to 02-19-2016-05:04:02

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i drop SMMrul e drop 30
Sreanmng Engine: TCP Invalid i i ssi
66.249.66.60  |Lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i SSi
66. 249. 66. 3 lited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.66.63  |Lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
67.246.235.15 |United Sates |147.237.77. 216 |dover.idf il Bad TCP sequence SiNretransmt wth different 00 |3
w ndow scal e
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
117.78.13.54  |china 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
77.127.17.178  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
38. 81. 65. 42 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
Sreanmng Engine: TGP Invalid i i ssi
207.46.13.90  |United Sates |147. 237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |, ) 2
Ret r ansni ssi on Packet dr opped.
103.37.50.253 |mhilippines  |147. 237. 7. 216 |dover.idf il Bad TCP sequence SWNretransmit with different mnitor |2
w ndow scal e
184. 105. 247. 244|Wited Sates |147. 237. 76. 200 |ei tan. aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 180|thited Sates |147.237.77. 234 |hal ag.idf .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.94 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 191. 150. 88 |Pnilippines |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 176|hited Sates |147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 24 Lhited Sates [147.237.76. 200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 191|Whited Sates |147.237.76.38 |e.e. neitav.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|thited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
103.37.50.253 |Philippines |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 1
184. 105. 247. 224|Wnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 179| Wi ted Sates [147. 237. 76. 202 [e. hal ag. i of . 1 Geo- | ocati on enf or cenment S‘;?O'rggi'nfn I nbound drop 1
141.212.122. 81 |wited Sates [147. 237.77. 227 [e. harez. i of . i Geo- | ocati on enf or cenment gﬁ?;:ggﬁ;ﬁn I nbound drop 1
74.82.47.38 Lhited Sates [147.237.0.19 |madimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46. 13. 42 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
177.29.112. 156 |Brazil 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 1
141.212.122. 114|Wnited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
103.37.50.253 |Philippines |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 231|Wited Sates [147.237.72. 217 |e.iof .il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 179|Wnited Sates |147.237.77. 234 |halag.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.82 |Wited Sates [147.237.77. 227 |e. hanaz. i of .1 Geo- | ocati on enf or cenent gﬁ?;:ggﬁ;ﬁn I nbound drop 1
74.82.47.42 Lhited Sates |147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147.237.77. 226 [ chanatz. aka. idf 4. o) SAVrule drop 1
141.212.122. 119|thited Sates |147. 237. 77. 176 |nat pash. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 231 |Wnited Sates |147.237.76. 148 |gacenter. aka.idf.il  [dr op drop 1
141.212. 122. 180|Wited Sates [147.237.76. 202 e halag.idf il Geo- | ocati on enf or cenent gﬁ?;:ggﬁ;ﬁn I nbound drop 1
141.212.122.93 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
51. 255. 224. 217 z‘;;gom 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Failed to handl e connection data |monitor |1
180. 97. 106. 162 |Chi na 147.237.76. 200 |eitan. aka.idf .il drop SAMrul e drop 1
141.212.122. 120|thited Sates |147.237. 77. 176 |nat pash. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54 |China 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
96. 125. 181. 175 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 96.125. 181. 175 Bl ock 5
79.182.174.30 |Israel 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 3
79.182.174.30 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 3
103. 37.50. 253  |Phili ppines 147.237.77.216|dover.i df .l Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
: . . D stributed WLhaut hori zed URL Access on
38.81.65. 42 Lhited Sates |[147.237.77.216|dover.idf.il 147 237 77 216/ r obot s. £ xt B ock 1
203. 133. 170. 12 OK?rea, Republi ¢ 147.237.77.216|dover. i df . il Dstributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 1
104. 128. 144. 131|Canada 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
40.77.167.55  |Lhited Sates |[147.237.77.176|nat pash. i df .i | Unhaut hori zed URL Access to 147.237.77.176/ robots. txt B ock 1
m ny- kosher-kravi . id i i
80.230.37.125 |israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
f.il mny- kosher-kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
157. 55. 39. 95 Uhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1402- he/ at al . aspx |B ock
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .il Uhaut hori zed URL Access to wawidf.il/error. htm B ock
. . Uhaut hori zed URL Access to

178. 255. 215. 87 |France 147.237.77.216|dover.i df . il i df i 1/ 1129- he/ kkkkkkk=273876f 7kkkkkkk 273876f 7 B ock 1
67.246.235.15 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Unauthorized URL Access on 147.237.77. 216/ B ock

96. 125. 181. 175 |Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock

199. 30. 24. 65 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waw idf.il/error.htm B ock 1
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