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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Block Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np All _Net dr op 2
183. 60. 48. 25 Chi na 147.237.76. 197 e hinush.idf.il JLM Under Attack Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 34 yohal an. i df . | Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eengitav.idf.il B ock Np Al Net drop 2
70. 39. 186. 79 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Block Np All Net drop 2
115. 239. 228. 10 Chi na 147.237. 76. 202 e halag.idf.il JLM Under _Attack _Con_Htp dr op 1
185. 103. 252. 5 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

212.179. 42. 225 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 4
46.121.208. 77 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 4
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1




02-19-2016-03:04:00 to 02-19-2016-04:04:00

|Top Attackers In |D|

A tacker

Target Address count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
195 6723011 |147. 237 0.33  |ni na il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66. 240. 236. 119 [147.237.76.30 |Lnited Sates |himush.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
185. 93. 185. 246 [147. 237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
185. 93. 185. 246 [147. 237. 77. 179 enazi.idf.il ET SCAN Potential SSH Scan 1
185. 93. 185. 246 |147. 237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48.25  |147.237. 76. 147 [Chi na chinuch. aka.idf .i l|ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 [147.237.76.31 [China nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.193 [147.237.0.33 |Netherl ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 93. 185. 246 [147. 237. 77. 227 e. hanaz. i df . il ET SCAN Potential SSH Scan 1
185. 93. 185. 246 [147. 237. 77. 121 e.navy.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237. 76. 198 [Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25  [147.237.76.42 [China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




02-19-2016-03:04:00 to 02-19-2016-04:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\tl:(c:;
70. 39. 186. 79 Satellite Provider |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 119
70. 39. 186. 79 Satellite Provider |147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 113
37.76.208.37  |AestinanTerritory, .o 5a7 77 176 |nat pash. i df i | Bl ock HTTP Non Conpliant |7@!edtohande comnection oo uio |11
Qccupi ed dat a
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant ZZ’ILed to hand e comnection 1o 1o
179. 39.148.92 |Argentina 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 8
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant sztged to hand e comnection | oo |6
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
195.34.150.18 |Austria 147.237. 77. 216 |dover. i df . i1 B ock HTTP Non Conpl i ant ZZ’ILed to hand e comnection | pnitor |4
. R SYN+ACXK retransmt wth .
192. 243. 55. 136 |Domi ni ca 147. 237.77. 216 [dover.idf. il Bad TCP sequence di fferent vi ndow scal monitor |4
Sreanmng Engi ne: TCP i i ssi
128.69. 152. 23  |Russian Federation |147.237.72. 166 |aka idf.il mng Engine: Invalid segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert
69. 126. 115. 206 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi
217.107. 197. 109|Russi an Federation |147.237.72. 166 |aka idf.il mng tngine: 1 Inval i d segnent retransmssion. | 3
Inval id Retransm ssion Packet dr opped.
94.77.196.82  |audi Arabia 147. 237. 77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant ZZ’ILed to handle connection o |3
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
69. 126. 115. 206 |Wiited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reanming Engi ne: TCP i i ssi
149. 78.47.165 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. | 3
Invalid Retransnission Packet dropped.
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence noni t or
Sreamng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 63 Lhited Sates 147.237.76.86 |navy.idf.il . . " |dro 2
v Inval i d Retransm ssi on Packet dr opped. P
S reaming Engi ne: TCP Invalid segnent retransmssion
66. 249. 66. 90 Lhited Sates 147.237.76.86 |navy.idf.il . . " |dro 2
v Invalid Retransnission Packet dropped. P
. s SYNtACXK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal e monitor |2
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [reject
46. 19. 85. 47 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
. R SYN+ACXK retransmt with .
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |mat pash.i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |2
46. 19. 86. 241 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
192. 243.55. 136 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence nonitor |2
141.212.122.92 |Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.77.196. 82 Sudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 188|lLhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 121 |thited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
192. 243.55. 136 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
141. 212. 122. 123|lhited Sates 147. 237.77. 243 |nobi l e.i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 115|Wnited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement gﬁ?;'rggihfn I nbound drop 1
94.77.196.82  [Sawdi Arabia 147.237. 77. 216 |dover. i df . i1 Bad TCP sequence SINFACK retransmt W th moni tor |1
different w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 1
141. 212. 122. 190|Wited Sates 147. 237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent ﬁ?olrg;‘;‘:nf” I nbound drop 1
216.218.206. 98 |ULnited Sates 147.237.77. 179 |e. mazi . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 122|nited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.86 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
74.82.47.51 Lhited Sates 147.237.76. 176 |test. ncore.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 |Chi na 17.237.0.17 MV kosher-kravi- 1d4r op SAMrule drop 1
141.212.122. 125|Uhited Sates 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
207. 46. 13. 85 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
141.212.122. 116|Wited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement ﬁ?glggﬁ;ﬁn I nbound drop 1
R SYN+ACXK retransmt with .
109. 65. 214. 66 |l srael 147. 237.77. 216 [dover.idf. il Bad TCP sequence di fferent vi ndow scal e monitor |1
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|Top Attackers In V\AF|

Attacker Address |Attacker Gountry |Target Addr ess |Site

Devi ce Action |Count ‘

46.120.217.88  |Israel 147.237.0.19 [nadi matal .idf.il|Suspicious Response Code B ock 3
207.46.13. 193 Lhited Sates 147.237.72.166 |aka.idf.il Unknown Paraneter catid in aka.idf.il/main/smalinisnalimaspx |None 1
91.210. 147. 159 [Wkraine 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from91.210. 147. 159 Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216 |dover.idf.il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
91.210.147.159 |Wkraine 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/wp-1ogin. php Bl ock 1
66. 249. 69. 32 I srael 147.237.77.216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english B ock 1
31.201. 203. 158 |Net her| ands 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
91.210. 147. 159 [Wkraine 147.237.76.86 |navy.idf.il Adnin Bl ocki ng Bl ock 1
184. 105. 247. 195 |lhited Sates 147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
31.201.203. 158 |Net her| ands 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xnirpc. php B ock 1
91.210. 147. 159 [Wkraine 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 1
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