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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.179. 46. 189 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
222.186. 31. 236 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under _Attack_Con_Tcp dr op 2
222.174.5. 28 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con_Tcp drop 2
185. 130. 5. 201 147.237. 76. 200 eitan. aka.idf.il B ock_Udp Al Nets dr op 1
185. 130. 5. 201 147.237. 76. 39 nobi | e.neitav.idf.il [B ock Udp All Nets drop 1
185. 130. 5. 201 147.237. 76. 148 gocenter. aka. idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qountry get Address Devi ce Action |Count |
184.106. 114. 136 [Lhited Sates 147. 237.76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 9
184.106. 114. 136 |Lhited Sates 147. 237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 8
177.185. 194. 47 Brazil 147.237.76. 31 nakchal .idf.il |6134 HITP. SQ Injection Variabl e Declaration Bvasion B ock 8
184.173.233.226 |lLnited Sates 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 8
184.106. 114. 136 |Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 7
177.185. 194. 47 Brazil 147.237.76. 31 nakchal .idf.il |[3808 HITP. SQ Injection Variable Declarati on Evasi on Bl ock 4
177.185. 194, 47 Brazil 147.237.76. 31 nakchal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
184.173.233.226 |Lhited Sates 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
149. 88. 113. 120 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 4
149. 202. 48. 207 Ger many 147.237.72.166 |aka.idf.il C1000106: HTTP. maj estic bot B ock 2
93.173.125. 33 I srael 147.237.0. 34 tikshuv.idf.il |CL000212: HTTP. prefix 1.01 in the URL Bl ock 2
163. 172. 13. 244 United Kingdom [147.237.77.176 |matpash.idf.il |[ClL000106: HTTP. n@jestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
87.71.7.15 I srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

184. 106. 114. 136/|147. 237.76.86 |Lhited Sates |navy.idf.il SQ Injection - Select From 26
177.185. 194. 47 (147.237.76.31 |Bazil nakchal .idf.il SQ Injection - Select From 18
184, 173. 233. 226|147. 237.76. 42 |lLhited Sates |refuah.idf.il SQ Injection - Select From 14
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 11
66. 135. 63. 82 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
190. 140. 220. 170|147. 237. 8. 28 |Panama e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
146. 148. 116. 152|147.237.76. 39 [Wited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
146. 148. 116. 152|147. 237.76.39 [Lited Sates |[nobile neitav.idf.i|ET SCAN NVAP -f -sS 1
115.28.218. 77  |147. 237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
71. 6. 165. 200 147.237.76. 197 |Whited Sates |e. himush.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
146. 148. 116. 152|147. 237.76.39 |lLhited Sates |nobile.neitav.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123.133.17.135 |147.237.77.19 |China lawforumidf.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
88.247.217.15 |147.237.8.28 [Turkey e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
71. 6. 165. 200 147.237.76. 176 |Wited Sates |test.ncore.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gacenter.aka.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
62. 210. 226. 9 France 147.237.77. 233 |atal .idf.il drop SAMrul e drop 12
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
210.117. 199. 102 gﬁaic o  |147-237.77.216|dover.icf.il |Bad TCP sequence Invalid ACK nunber monitor |10
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
66.249.66.90  |lWited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid vl i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 [dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243.55. 135 |Doni ni ca 147.237.77. 176 |natpash.idf .i1|Bad TCP sequence Invalid ACK nunber noni t or
192. 243.55.130 |Donini ca 147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁ;:;ansmt wthdifferent | onitor |7
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il  [drop First packet isn't SN drop
192. 243. 55. 135 |Domi ni ca 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SYN drop
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |matpash.i of .i||Bad TCP sequence Inval id ACK nunber noni t or
192.243.55.138 |Domini ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SIACK relransmt wehdifferent | onitor |6
192. 243. 55. 130 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243.55. 136 |Doni i ca 147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁsgf‘sm wehdifferent | onitor o
192. 243. 55, 137 |Doni ni ca 147.237.77.74 |lawidi.il  [Bad TOP sequence mﬁ;:;ansm wehdifferent | onitor s
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁsgf‘sm wehdifferent | onitor o
192. 243. 55, 135 |Doni ni ca 147.237.77. 176 |mtpash. i of .11{Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor s
46.19. 85. 133 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber aert 5
192. 243, 55. 137 |Comini ca 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SIACK retransmt wthdifferent | onitor |5
192. 243.55. 134 |Donini ca 147. 237.77. 176 |matpash. i o .i1[Bad TCP sequence mﬁ?fsﬁ Lansm't wthdifterent | onitor |5
46.19. 85. 133 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
210.117. 199. 102 gﬁaic o  |147-237.77.216|dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 5
46.19.85.133  [Israel 147.237.77.233|atal .idf.il |Bad TCP sequence I'nvalid ACK nunber alert 5
46. 19. 85. 133 I 'srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |matpash.i of .i||Bad TCP sequence Inval id ACK nunber noni t or 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
192. 243. 55. 130 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 [nat pash. i of .1 1|Bad TCP sequence I'nvalid ACK nunber noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
216.185.43.135 |Lhited Sates [147.237.0.34 |tikshuv.idf.il[drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 4
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 [mat pash. i of .1 1|Bad TCP sequence I'nvalid ACK nunber alert 4
192. 243. 55. 134 |Domi ni ca 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SYN drop 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 [mat pash. i of .i1|[Bad TCP sequence noni t or 4
192.243.55.129 |Domini ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SIACK relransmt wehdifferent | onitor |
192. 243. 55, 136 |Doni ni ca 147.237.77. 176 |mat pash. i of .i1|Bad TCP sequence m’cﬁfgg ;a”S”i't wthdifferent | o iior  |a
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |nat pash. i off .i 1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 4
94.73.145. 90 Tur key 147.237.77.74 |lawidf.il drop SAMrul e drop 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 [nat pash. i of .1 1|Bad TCP sequence I'nvalid ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site Sgnature Acti on ‘Count
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to www i df.il/894-he B ock 7
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 148. 251, 21. 227 B ock 3
80.246.133.45 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Il1legal Bite Gode Character in URL from80. 246, 133. 45 B ock 2
66.102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/newsitel english B ock 1
69.126.111.234 [nited Sates |147.237.72.166|aka. i df .i | Dstributed I11egal Byte Gode Character in URL B ock 1
208.70.28.119 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
128.232.110. 28 |United Ki ngdom|147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
89. 161. 145. 161 |Pol and 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
66.102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wawidf.il/error. htm B ock 1
157. 55. 39. 49 Wited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
98.169. 245. 244 |nited Sates |147.237.77.74 [lawidf.il PHP At t enpt B ock 1
76.120.79.245 |United Sates  [147.237.77. 216 |dover . i df . i | Dstribued Ladt hor Ssgvéf‘aﬁgiess on Bl ock 1
208.70.28.122 |wnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
129.116. 175. 197 |Whited Sates  [147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
89. 161. 145. 161 |Pol and 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw anman. i df .il/xnirpc. php B ock 1
66. 249. 74. 47 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 66.249. 74. 47 B ock 1
203.127.96. 250 |9 ngapore 147.237.77.216|dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
98. 169. 245. 244 |lnited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
80.246.133.45 | srael 147.237.72. 166 |aka. i df . i | L'u'riiil/ i?'ta;egﬁdﬁngp‘;‘;g‘g/z;g;kﬁ f/ i 1V kapat 2/ v es B ock 1
37.187.114. 171 |France 147.237.72.167|i shuri maka. i df . ifUnaut hori zed URL Access to /sap/ hana/ adm n/ B ock
208.115.113.82 [Wited Sates [147.237.77. 176 [mat pash.idf .il  [Unauthorized LR Access to vwwu cogat . idf.il/894-en B ock 1
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | m”;?;ri' jfe_oi' Iﬁlﬁfcﬁz\lzfltem at s/ rai 0. 5D B ock 1
89.161.198.15 |Pol and 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
66.249.74.47  |israel 147.237.77.233|atal .idf il ;;L{tihd(;r_'if‘f?enﬁ‘atfs‘;?;;g/usercomrol N Bl ock 1
207. 46.13. 42 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter tmin v aka. i df.il/main/ giyus/ None 1
110. 22.45. 236 |Australia 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/english B ock 1
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
220. 255. 146. 34 |S ngapor e 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
89.161.198.15 |Pol and 147.237.72. 156 |anan. i df . i | O stributed Unauthori zed URL Access on ww aman. i df.il/xmrpc. php [B ock 1
68.180.228.175 |Uited Sates  [147.237.76.42 |refuah.idf.il  [s301orized R Aocess to aspx B ock 1
207.46.13.193 |Wited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/mnain/haredi i general . aspx None
119.73.253.5 S ngapor e 147.237.77. 216 |dover.i df .i | D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
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